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Important Installation Instructions

Power, Input, and Output (I/O) wiring must be in accordance with Class I, Division 2 wiring methods, Article 501-4 (b)

of the National Electrical Code, NFPA 70 for installation in the U.S., or as specified in Section 18-1J2 of the Canadian

Electrical Code for installations in Canada, and in accordance with the authority having jurisdiction. The following

warnings must be heeded:

A WARNING - EXPLOSION HAZARD - SUBSTITUTION OF COMPONENTS MAY IMPAIR SUITABILITY FOR
CLASS |, DIV. 2;

B  WARNING - EXPLOSION HAZARD - WHEN IN HAZARDOUS LOCATIONS, TURN OFF POWER BEFORE
REPLACING OR WIRING MODULES

C WARNING - EXPLOSION HAZARD - DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON-HAZARDOUS.

D THIS DEVICE SHALL BE POWERED BY CLASS 2 OUTPUTS ONLY.

ProLinx ® Products Warnings

WARNING — EXPLOSION HAZARD — DO NOT DISCONNECT EQUIPMENT UNLESS POWER HAS BEEN
SWITCHED OFF OR THE AREA IS KNOWN TO BE NON-HAZARDOUS.

AVERTISSEMENT — RISQUE D'EXPLOSION — AVANT DE QECONNECTER L'EQUIPMENT, COUPER LE
COURANT OU S'ASSURER QUE L'EMPLACEMENT EST DESIGNE NON DANGEREUX.

ProLinx Gateways with Ethernet Ports

Series C ProLinx™ Gateways with Ethernet ports do NOT include the HTML Web Server. The HTML Web Server
must be ordered as an option. This option requires a factory-installed hardware addition. The HTML Web Server now
supports:

8 MB file storage for HTML files and associated graphics files (previously limited to 384K)
32K maximum HTML page size (previously limited to 16K)

To upgrade a previously purchased Series C model:

Contact your ProSoft Technology distributor to order the upgrade and obtain a Returned Merchandise Authorization
(RMA) to return the unit to ProSoft Technology.

To order a ProLinx Plus gateway with the -WEB optio  n
Add -WEB to the standard ProLinx part number. For example, 5201-MNET-MCM-WEB.
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1 Introduction

QUICK STAI.....eiieiiiee et e e e e e s r e e e e e s anees 10

Functional OVEIVIEW..........oooviiiiiiii 19

The ProLinx 103M module works as a master to monitor and control up to 16
slaves using the IEC 60870-5-103 protocol. This protocol is commonly used in
substation applications to communicate protection equipments (for example,
relays) with a master device. The ProLinx 103M module can periodically poll
slaves using Class 1 and Class 2 requests in order to continually update the
configured monitor points to the internal database. A monitor point can also be
updated through events generated by the slave. Each module supports up to
three data sets (referred to as sectors in this manual) per slave address. Each
sector is identified by a distinct common ASDU address.

The ProLinx 103M module can also send commands to the controlled slaves. Up
to 500 commands are supported by the module. The supported commands are:
General Interrogation, Time Synchronization and General Command. When
sending a General Command, the control point uses an internal database data
as the source value for the command.

Several resources are available to assist with the configuration and support of
the ProLinx modules.

Installation, Debug Guides, Protocol Driver documents, and so on are all
available for downloading at www.prosoft-technology.com

Publication Title
IEC 60870-5-103 Companion Standard for the informative interface of protection equipment.
IEC 60870-5-103 Generic Functions: Examples of constructing a directory.
Annex A
IEC 60870-5-1 Transmission Frame Formats
IEC 60870-5-2 Link Transmission Procedures
IEC 60870-5-3 General Structure of Application Data
IEC 60870-5-4 Definition and Coding of Application Information Elements
IEC 60870-5-5 Basic Application Functions
ProSoft Technology, Inc. Page 9 of 113
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1.1  Quick Start

The IEC 60870-5-103 protocol is a master-slave protocol where the slaves are
typically protection equipments for substations. The 103M module supports a
total 16 slaves (sessions) connected to the module's two application ports.

# ! 1%& ' ( & ) (* "+t 8 1%& '

" ) L -HS %% "% %'% 1%& -
Edit - IEC-870-5-103 Master X
[Session Count

B

Comment:

Definition:

1toc 32 - maximum number of
slaves on all channels

Reset Tag | Rezet All |

oK | Cancel |

In the example above, the module will only poll sessions 0 to 4. The module
would not poll sessions 5 to 31.

In Step 3, you will configure each session as an actual slave in the network.

Page 10 of 113 ProSoft Technology, Inc.
May 11, 2011



" # #

The user should configure the port communication parameters in order to enable
data transfer between the master and the slave(s). The port communication
parameters include baud rate, parity, RTS ON, RTS OFF, and Minimum Delay.
The IEC 60870-5-103 protocol uses two baud rates: 19200 or 9600 kb/s and
even parity.

Refer to the [IEC-870-5-103 Master Port 0] section in the configuration file in
order to configure the communication parameters for the 103M port:

Edit - IEC-870-5-103 Master X
Session Count 5 ‘Sassmn Count
El
Comment:
Definition:
1to 32 - maximum number of
slaves on all channels
Reset Tag ‘ Reset All |
OK ‘ Cancel |

You must also configure the port jumpers to select the correct communication
mode: RS-232, RS-422, or RS-485.

ProSoft Technology, Inc. Page 11 of 113
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According to the IEC 60870-5-103 protocol, the master cyclically polls data from
the slaves. The data is classified as Class 1 or Class 2. Events belong to Class
1, and analog data to Class 2. The module can request data through Class 1 or
Class 2 requests. Responses to control command and general interrogation
commands are also sent as Class 1 data.

Refer to the [IEC-103 Master Session X] section in the configuration file in order
to configure how each slave will be polled.

These parameters include the Data Link Address, which is the slave address that
identifies each piece of protection equipment in the network. There should be a
unique number for each slave in the network. There are also certain parameters
that pertain to how the Class 1 and Class 2 polls will be used for data transfer.

You must enter the number of sectors for each session using the Sector Count
parameter. The module accepts up to five sectors per session.

Clo%& (& o+ S 1%&
11} 1 n mn L}
JUHS %% """ % %% 1%& $ -
Edit - IEC-103 Master Session 0 Pz|
[Sector Count
Data Link Address 0
Failure Delay 10
Confirm Timeout 1000
Retry Count 2
Response Timeout 20000 .
C1/C2 Pall Count Pend s CIMwELE
Class 1 Polls 10 |
Class 1 Pend delay 0 L
Class 2 Pend dela';f 1] A
Class 1 Poll delay o Number of Sectors
Class 2 Poll delay 0
Reset Tag | Rezet All |
oK | Cancel |
Page 12 of 113 ProSoft Technology, Inc.
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Repeat this step for each session. For example, if you configured 5 sessions
during Step 1, configure Sessions 0 to 4.

’ﬂ Untitled - ProSoft Configuration Builder

File b View Project Tools Help

=-{Z3 Default Project
=-{3 Default Location
= f PTQ-103M
+] 8 Comment
¥ ,533, Backplane Configuration

|- IEC-870-5-103 Master
[B IEC-870-5-103 Master

o
+|- 8 IEC-103 Master Session 1
1] B IEC 103 Master Scasion 2
+|- 8 IEC-103 Master Session 3
+-gfy, [EC-103 Master Session 4

Ready

+]- % Backplane Data Exchange PTQ

[B IEC-870-5-103 Master Port 0
[B IEC-870-5-103 Master Port 1
B 1EC-103 Master Commands

| Name | Status | Information 4
\/ IEC-103 Maszer Session 0 Configured
IEC-103 Master Session 0 Ok

IEC-103 Master Session 0 Sec... OK
IEC-103 Master Session 0 Sec... OK
IEC-103 Master Session 0 Sec... OK
IEC-103 Master Session 0 Sec... OK
IEC-103 Master Session 0 Sec... OK
IEC-103 Master Session 0 Sec... OK
IEC-103 Master Session 0 Sec... OK

B e e A
A | B
he|
[TEC-103 Master session 0]
sector Count ;
Data Link Address & 0
Failure Delay g 1y
confirm Timeout : 1000 -
Retry Count 02
Response Timeout 1 20000
c1/c2 poll Count Pend R
class 1 polls i 10
Class 1 pend delay x i
Class 2 pPend delay 0
Class 1 Poll delay 0
Class 2 pPoll delay 0
[IEC-103 Master Session 0 sector 0]
Common ASDU Address =40
online Time sync I Yes
online General Int i Yes v
PTQ-103M

ProSoft Technology, Inc.
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For each session (slave), you must configure one or more sectors. A sector is a
data set defined by the vendor. Each sector is identified by the Common ASDU
Address parameter in the [IEC-103 Master Session x Sector 0] area in the
configuration. This area also contains some parameters that will affect the
module initialization procedure.

4 1 1%8& ‘(& + S 1%&
: CLTHS %% "% %1% 1%8& $ -

Edit - IEC-103 Master Session 0 Sector 0

Common ASDU Address 0 |C0n‘|rn0r| ASDU Address
COnline Time sync Yes
Online General Int Yes |E
ECI Time sync Yes
ECI General Int N
Comment:
Definition:
Sector address
Reset Tag | Rezet All |
oK | Cancel |

Repeat this step for each sector used by the application. The module will only
use the sectors configured in the previous step.

' # & !

When a slave receives a Class 1 or Class 2 request from the master, it responds
with a message containing data. Each piece of equipment is normally configured
to respond with specific points when it is being polled with a Class 2 request.
During a Class 2 response, the slave may set a control bit (ACD) to inform the
master that there are new events to be transmitted. Then, the master will send a
Class 1 poll to read the events from the slave.

Page 14 of 113 ProSoft Technology, Inc.
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The IEC 60870-5-103 protocol states that the data is transferred between the
master and slave using an ASDU (Application Service Data Unit) format. Each
format is given by:

Type Identification

Variable Structure Qualifier

Cause Of Transmission
Common Address of ASDU
Function Type

Information Number

Data...

Data...

Refer to the protection equipment specification for the following information about
each point:

Type: Type of the message
Function Type: Type of protection function
Information Number: Point Identification

This information identifies each point in the configuration. You must configure the
points that will be updated in the module database when a Class 2 or Class 1
response containing data is sent from the slave. Refer to [I[EC-103 MASTER
SESSION X SECTOR 0] to configure each point.

I Edit - IEC-103 Master Session O Sector 0

ASDU Tupe Databaze Index | Function Code Paint Index
Time-tagged message 1] Distance protection 16 |
\/ 2 Time-tagged meszage 16 Distance protection 17
\/ 3 Time-tagged meszage 32 Overcurment protection 18
\/ 4 Time-tagged meszage 48 Transformer differential protection 19
\/ 5 Time-tagged meszage B4 Line Differential protection 20
\/ E  Time-tagged messzage a0 Distance protection 21

ASDU Type Value Status - OK.

Set to Defaults | Add Row | Inzert Fow | Delete Fow Move Up | Move Down |
Edit Row | LCopy Row | | QK | Cancel |
ProSoft Technology, Inc. Page 15 of 113
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For each point, configure the following values.

Edit - Row 1 X
ASDU Type Time-tagged message |ASDU Type
Database Index 0
Function Code Distance protection -
Foint Index 16 = -

Definition:

Res=et Tag |

Rezet All |

oK

Cancel |

ASDU Type: ASDU type for the point
Function Type : Function type for the point
Point Index: Information number for the point

Database Index : The module database location where the value will be copied.

The type of addressing will depend on the ASDU type:

ASDU Type DB Addressing

Bit address with each point occupying 2 bits

Bit address with each point occupying 2 bits

Word address with each point occupying 4 words

Double-word address for the single float value

Byte address with each point occupying 12 bytes

Cla|lhfwWw|N|F

Word address with each point occupying 9 words

For example, to configure the following points,

Time-tagged message point with information number 17 (teleprotection
active) and distance protection function (128). The value will be copied to bits

0 and 1 in word 1 (second word) in the module database.

Measurands | point with information number 144 (measurands |) and
overcurrent protection function (160). The value will be copied to word 50 in

the module Database.
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use the following configuration.

M Edit - IEC-103 Master Session O Sector 0

ASDU Tvpe Databaze Index | Function Code Foint Index
Time-tagged e 16 Distance protection 17 |
\/ 2 Time-tagged meszage 50 Overcurrent protection 144
ASDU Tupe Walue Status - OF,
Set to Defaults | Add Row | Insert Row | Delete Row Move Up | Move Down |
Edit Row | LCopy Row | | ] | Cancel |

Every time the module responds with a Class 1 or Class 2 poll with these points,

the module will copy the value to the database.

All the points configured in this section are sent from the slave to the master. The
protocol specification refers to this data flow as the Monitor Direction.

Repeat this step for each sector.

( & !

You can also configure the master to send commands to slaves. The IEC 60870-
5-103 protocol specification refers to this data flow as Control Direction. The

commands include general commands, interrogation requests, and time
synchronization requests. In order to configure a command, refer to the [IEC-103

Master Commands] section:

M Edit - IEC-103 Master Commands X
Enable Database Index | Polllnterval | Session Index | SectorIndex | Data type Function Cot
m 1] 1] 1] 1] Time synchiorization  Global functi
\/ 2 Conbrwous 10 0 0 7 Time synchronization  Global functi
< | >
Enable Value Status - 0K
Set to Defaults | Add Row | Insert Row | Delete Row Move Up | Move Down |
Edit Row | LCopy Row | | ] | Cancel |

ProSoft Technology, Inc.
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To send a General Command, you can associate the source data with a register
in the module database to be sent to the remote slave. The following example
will send 8 commands to the slave configured as Session 0/Sector 0. Use bit
addressing to send a General Command.

M Edit - IEC-103 Master Commands

Enable

Database Index | Poll Interval | Session Index | Sector Index | Data type

Function Code

Point Index | Overide Flag | Override Yalue

HL 16000 a 1} a General Command  Distance protection 16 0 0
\/ 2 Continuous  1B01E 0 i) 0 General Command  Distance protection 17 ] 0
\/ 3 Continuous 16032 0 i} 0 General Command  Distance protection 18 1] 0
\/ 4 Continuous 16048 1] 1] 1] General Command — Distance protection 19 u] 1]
\/ 5  Continuous 16064 0 1] 0 General Command  Distance protection 23 1] 0
\/ B Continuous  1B080 0 i) 0 General Command  Distance protection 24 ] 0
\/ 7 Continuous 16096 0 i) 0 General Command  Distance protection 25 ] 0
\/ 8 Continuous  1B112 0 i) 0 General Command  Distance protection 2B ] 0

¥
Enable Value Status - OF
Set to Defaults | Add Fow | Inzert Row | Delete Row Move Up | Move Down |
Edit Row | LCopy Row | | Ok | Cancel |

3

Refer to the device specification for the Point Index (Information Number) listing

available for control direction.

The module can also send a periodic General Interrogation command in order to
initialize and refresh the event-updated points in its database. The slave keeps a
list of all data subject to General Interrogation.

)

* &

+

If the module will be sending time synchronization commands to the slave, you
must set the date and time on the module (page 79).

+
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1.2

Functional Overview

1.2.1 IEC 60870-5-103 Master Protocol Implementatio n

The following section describes the flow of data between the 103M module and
the IEC 60870-5-103 Master unit.

Master Driver

The master driver supported on the application port of the module emulates an
IEC 60870-5-103 Master device.

The module communicates with one or more controlled stations on what are
referred to as sessions. A session represents a controlled device with a unique
data link layer address. Each session (controlled device) contains one data set
(sector) that is defined by the vendor of the device.

#$ + l++  $ & "%"-1 ++  (
$+ ' $& "% "$ %" " ++ $ %"-

Initialization

According to the IEC 60870-5-103 protocol, the Master should send a Reset FCB
(or Reset CU) request to all slaves on the network. The ProLinx 103M module
will only send the initialization requests to the Data Link Addresses that are
configured as sessions. Once the slave responds to the FCB request with an
ACK response, the master starts polling the slave. The master will continuously
send the Reset FCB request until it receives the ACK response.

The user may also configure the module to send time synchronization and
general interrogation requests once the slave has responded to the reset FGD
request. Refer to the configuration file for the initialization parameters.

If the slave is not responding to the initialization request, the user should verify
the following items in order to troubleshoot the configuration:

Verify that the slave address (Data Link Address) is configured as a session
(slave) in the module. For example, if the module has two sessions correctly
configured (Data Link Addresses 1 and 2), and the slave is configured with a
Data Link address of 3, the slave will not respond to the initialization request.

Verify that the communication port parameter matches the network
parameters.

Check cables

Verify that the communication mode jumpers (RS-232 or RS-485) are set
correctly.

ProSoft Technology, Inc. Page 19 of 113
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Data Transfer in Monitor Direction

The master driver cyclically polls data from the slaves. The data is classified into
two classes; Class 1 and Class 2. Events belong to Class 1 and analog data to
Class 2. The user may configure the module to set how frequently the master will
poll with both classes.

The slave will respond to a Class 2 poll with specific data points. The user can
configure these points in the ProLinx module in order to periodically update the
database with the point values. The other protocol can access these points using
the same database.

Data Transfer in Control Direction

The ProLinx 103M module can be configured to issue commands to the
configured slaves (sessions). The General Command can be used to transfer
data from the module to each slave. The user may associate a control data point
with a register in the internal database using the configuration file. The module
may also send a time synchronization request to the device.

The module supports up to 500 commands. Each command is associated with a
configured session and server. It is essential that the slave is correctly configured
in order to have successful command communication.
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1.2.2 103M Data Types

This section describes the databases used by the module to support the IEC
60870-5-103 protocol of the IEC 60870-5-103 data types. Refer to the
configuration section for a complete discussion of the configuration file.

The following table summarizes the data types:

Type Description Data Representation

ID

1 Time-tagged messages with each data point Dual-bit status (7.2.6.5 with 00b (0
represented by two bits. decimal) = not used.

01b (1 decimal) = Off
10b (2 decimal) = On and
11b (3 decimal) = Not Used

2 Time-tagged messages with relative time with each Dual-bit status (7.2.6.5 with
point represented by two bits. 00b (0 decimal) = not used,

01b (1 decimal) = Off,
10b (2 decimal) = On and
11b (3 decimal) = Not used.

3 Measurands with quality descriptor. The lower Measurand with quality descriptor
three bits of the values represented in the data type (7.2.6.8)
contain status information. The upper 13 bits of the  Bjt 0: 0=No overflow, 1 = overflow
value contained a signed, 12-bit number. This data p;; 1. 0=valid, 1 = invalid
type will return from 1 to 4 values. The number of Bit 2 R d
words received depends on the information object ' - heserve 12

4 Time-tagged measurands with relative time with Short floating-point number stored on
the value in the packet represented by a single IEEE STD 754 format (fraction,
floating-point number. Exponent, Sign) (7.2.6.20)

5 Identification data composed of 12 characters of Byte data as defined in 7.2.6.2. First 8
data. Each point in defined of this data type should bytes are characters 1 to 8 and last 4
reserve 12 bytes (6-word addresses) in the bytes are manufacture bytes, either
database for the data received. decimal (0 to 255) or as ASCII

characters.

9 Measurands with quality descriptor. The lower Measurand with quality descriptor
three bits of the values represented in this data (7.2.6.8)
type contain status information. The upper 13 bits  Bjt 0: 0=No overflow, 1=Overflow
of the value contained a signed, 12-bit number. Bit 1: 0=Valid, 1=Invalid
This data type will return from 1 to 9 values (some Bit 2 R d
slaves will return up to 16 values). The number of ' - heserve 12
words received is dependant on the information Bits 3 to 25: Value from -1..+1-2
object number and the slave device

20 General command to control a dual-point object. Dual-bit status (7.2.6.4 with

Each command issued by the module uses the
values of two adjacent hits in the database or an
override value specified by the user command.

00b (0 decimal) = not used
01b (1 decimal) = Off,

10b (2 decimal) = On and
11b (3 decimal) = not used.

ProSoft Technology, Inc.
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2.1  General Specifications

The 103M module acts as an input/output module between the IEC 60870-5-103
network and many of the other serial and network protocols, as well as several
proprietary interfaces. A 4000-word register space in the module exchanges data
between the two protocols.

General specifications include:

Built in accordance to the approved international specification

Support for the storage and transfer of up to 4000 registers between
protocols

User-definable module memory usage

Configuration via a user-generated text file (downloadable to the module)
Protocol implementation conforms to the IEC 60870-5-103 specification with
fully configurable parameters
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2.2  Master Functional Specifications

2.2.1 Driver Protocol Specifications

Type Specifications

General Parameters

Internal Database 4000 registers (words) available.

IEC 60870-5-103 Master Configurable Parameters

Status Data Status data is returned in a block of counter values
allowing communications to be effectively debugged.

Conformance Specifications See Reference chapter for full Object Definition
document
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3 Configuring the Gateway

3.1 Installing ProSoft Configuration Builder Softwa re

You must install the ProSoft Configuration Builder (PCB) software to configure
the gateway. You can always get the newest version of ProSoft Configuration
Builder from the ProSoft Technology website.

Installing ProSoft Configuration Builder from the P roSoft website

1 Open your web browser and navigate to http://www.prosoft-
technology.com/pcb

2 Click the DowNLOAD HERE link to download the latest version of ProSoft
Configuration Builder.

3 Choose SAVE or SAVE FILE when prompted.

4 Save the file to your Windows Desktop, so that you can find it easily when
you have finished downloading.

5 When the download is complete, locate and open the file, and then follow the
instructions on your screen to install the program.

If you do not have access to the Internet, you can install ProSoft Configuration
Builder from the ProSoft Solutions Product CD-ROM, included in the package
with your gateway.

Installing ProSoft Configuration Builder from the P roduct CD-ROM

1 Insert the ProSoft Solutions Product CD-ROM into the CD-ROM drive of your
PC. Wait for the startup screen to appear.

2 On the startup screen, click PRODUCT DOCUMENTATION. This action opens a
Windows Explorer file tree window.

3 Click to open the UTILITIES folder. This folder contains all of the applications
and files you will need to set up and configure your gateway.

4 Double-click the SETUP CONFIGURATION TooL folder, double-click the
PCB_*.exE file and follow the instructions on your screen to install the
software on your PC. The information represented by the "*" character in the
file name is the PCB version number and, therefore, subject to change as
new versions of PCB are released.

s ! " % S re gl $
123-4'% $ + $' "% $ "t $ 123 (
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3.1.1 Using the Online Help

Most of the information needed to help you use ProSoft Configuration Builder is
provided in a Help System that is always available whenever you are running
ProSoft Configuration Builder. The Help System does not require an Internet
connection.

To view the help pages, start ProSoft Configuration Builder, open the HELP
menu, and then choose CONTENTS.
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3.2

Adding a Module

Begin the process of creating your custom application configuration by selecting

the module type of your ProLinx gateway.

1 Double-click the DEFAULT MODULE icon to open the Choose Module Type

3

dialog box.
Choose Module Type
Product Line Filter
@mjp  PLX4000 CPLXs00D  Comvias T mviss O mMvIT:
Wi pLXS000 " PTQ " Mvies " MVISGE
Search Module Type
STEP 1: Select Module Type Module Definition:
| [~ |
STEF 2: Define Ports
Section Status Action Required
oK | Cancel

2 On the Choose Module Type dialog box, select the MODULE type.

Or

1 Open the PROJECT menu and choose LOCATION.
2 On the LOCATION menu, choose ADD MODULE.

To add a module to a different location

1 Right-click the LocATIoN folder and choose ADD MODULE. A new MODULE

icon appears.
Or
1 Select the LOCATION icon.

2 From the PROJECT menu, select LOCATION, and then select ADD MODULE.

ProSoft Technology, Inc.
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3.3  Configuring Module Parameters

1 Click on the [+] sign next to the gateway icon to expand gateway information.

2 Click on the [+] sign next to any £ icon to view gateway information and
configuration options.

3 Double-click any [ icon to open an Edit dialog box.

4 To edit a parameter, select the parameter in the left pane and make your
changes in the right pane.

5 Click OK to save your changes.
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3.4  Creating Optional Comment Entries

1 Click the [+] to the left of the ®& cnment icon to expand the module

comments.
2 Double-click the -& wodie comment jcon. The Edit - Module Comment dialog box
appears.
Edit - Module Comment X
[Comment
Comment:
Definition:
Ee=zet Tag | Reset All |
oK | Cancel |

3 Enter your comment and click OK to save your changes.
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3.5  Printing a Configuration File

1 Select the gateway icon, and then click the right mouse button to open a
shortcut menu.

2 On the shortcut menu, choose VIEW CONFIGURATION. This action opens the
View Configuration window.

3 Inthe View Configuration window, open the FILE menu, and choose PRINT.
This action opens the Print dialog box.

4 In the Print dialog box, choose the printer to use from the drop-down list,
select printing options, and then click OK.
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3.6

103M Protocol Configuration

The following is excerpted from a configuration file showing typical examples
used for configuration of the 103M driver. A default configuration file for each
module application that includes the 103M interface card is available for
download from the www.prosoft-technology.com web site. This default
configuration can easily form the basis for a working solution. This file can either
be downloaded from the ProSoft web site at www.prosoft-technology.com, or

transferred from the module.

The configuration file contains the following topics:

[Section]

Description

[IEC-870-5-103 Master]

General configuration for the driver.

[IEC-870-5-103 Master Port n]

Configuration for one of the application ports.

[IEC-103 Master Session x]

Definition of each control unit.

[IEC-103 Master Session x Sector y]

Definition for each sector in the controlled unit.

[IEC-103 Master Commands]

Command list to control slave units.

3.6.1 [IEC-103 Master Commands]

This section can contain up to 1000 user defined commands to be executed by
the module and sent to the controlled devices. There is no need to place Class 1
or Class 2 polls in this list for the controlled devices as the master driver for each
port will execute these automatically when the port is idle. In order for the port to
be idle, make sure that there is idle time available, and that the commands do not

constantly utilize the ports.

B Edit - IEC-103 Master Commands 3
Enable Database Index | PollInterval | Session Index | Sector Index | Data type Function Cot
1 1] 1] 1] 1] Time gynchronization  Global functi
\/ 2 Continwous 10 0 0 7 Time synchronization  Global functi
< >
Enable alue Status - Ok
Set to Defaults | Add Row | Inzert Fow | Delete Fow Move Up | Move Down |
Edit Row | LCopy Row | | QK | Cancel |
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Enable Code

0 = Disabled

1 = Enabled, will execute using Poll Interval parameter (page 34) (seconds)
2 = Conditional (executed when point in database changes)

This field defines whether the command is to be executed, and under what
conditions. To disable the command, set this parameter to O (Disabled). You can
still execute commands through the processor, using a Special Function block.

To enable the command, set this parameter to 1.

Set the Poll Interval Time to O to execute the command during each scan of
the command list.

Set the Poll Interval Time to a value in seconds, to execute the command at
the specified interval (page 34).

To execute the command only if the internal data associated with the command
changes, set this parameter to 2. This value is valid only for write commands.

Database Index

Database Index is the location in the module's database to use as the source for
the data in the command. Refer to Data Type for specific information on
addressing (page 35).

The data type field determines the meaning of the database index as follows:

Type Description DB Index type
6 Clock synchronization NA

7 General interrogation NA

20 General Command Bit address
Poll Interval

This parameter specifies the minimum frequency at which the module should
execute the command when the Enable Code is set to one 1. The value is
entered in units of seconds. For example, to execute a command every 10
seconds, enter a value of 10 in the field. A value of O for the parameter implies
that the command should be executed every scan of the list, as quickly as
possible.

Session Index
O0to 31

Session Index represents the session index in the module to associate with the
command. This index is set when the session is read in from this file. The range
of values for this field is 0 to 31.

Sector Index
Oto4

Sector Index represents the sector index for the specific session. There are a
maximum of five (5) sectors per session.
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Data Type

Data type file represents the ASDU type as follows:
Type Description

6 Clock synchronization

7 General interrogation

20 General Command

Function Code

Code Definition
128 Distance protection
160 Overcurrent protection
176 Transformer differential protection
192 Line Differential protection
255 Global function type
133 Meter Data for SIEMENS Devices
Reset Process

2 Class 2 Polls
X User-defined

#3$ % $ "o Pt ./ &01 &
"% $ "+ & ++ & $ -41% 'l "
$ & $ & +"& $" (-
Point Index

Point Index specifies the address in the remote slave device of the point to
interact with.

Index Value Description

Bit address with each point occupying 2 bits

Bit address with each point occupying 2 bits

Word address with each point occupying 4 words

Double-word address for the single float value

Byte address with each point occupying 12 bytes

OOl fW|N|F

Word address with each point occupying 9 words

Override Flag
Oor1l

Override Flag field is used for general commands to determine the value to be
written. If the override flag is clear (0), the value in the database will be utilized. If
the override flag is set (1), the value specified in the override value field will be
used.
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Override Value

If the Override Flag is set to "Yes", you can use this setting to always force a
control parameter to a fixed value. Use Enable code CONDITIONAL and the
database value for the command to determine when the value should be written.

3.6.2 [IEC-870-5-103 Master]

This section establishes the total number of slaves to communicate with through
both application serial ports.

[I[EC-870-5-103 Master]
Session Count : 1 #1 to 32 - maximum number of slaves on all channels

Session Count
1to 16

This parameter specifies the maximum number of sessions (slaves) to interface
with the module's 103M application ports. This value represents the total number
of slaves on all ports.

3.6.3 [IEC-870-5-103 Master Port x]

These settings configure the communication parameters for each application port
on the module. The following illustration shows typical settings for a Master port.

Edit - IEC-870-5-103 Master Port 0

[Baud Rate
Farity Even
RTS Cn a 19200 i
RTS Cff 1
Minimum Delay 10
Receive Timeout 2000 .
Single char ACK F0O,1 or 3 Yes |CDrnrnEnt.
Definition:
Baud rate for port
Reset Tag | Rezet All |
oK | Cancel |
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Baud Rate
Baud Rate Value

This is the baud rate to be used on the port. Enter the baud rate as a value. For
example, to select 19K baud, enter 19200. Valid entries for this field include: 110,
150, 300, 600, 1200, 2400, 4800, 9600, 19200 (may also enter as 192 or 1920),
28800 (may also enter 288 or 2880), 38400 (may also enter as 384 or 3840),
57600 (may also enter as 576 or 5760), and 115200 (may also enter as 115,
1152, or 11520).

Parity
N, O,E, M, orS

This parameter sets the parity to be used on the port. The values correspond to
the following settings: N=None, O=0dd, E=Even, M=Mark and S=Space.

#$ + ! l4++ ( -

RTS On
0 to 65535 milliseconds

This parameter sets the number of milliseconds to delay after Ready To Send
(RTS) is asserted before data will be transmitted.

RTS Off
0 to 65535 milliseconds

This parameter sets the number of milliseconds to delay after the last byte of
data is sent before the RTS modem signal will be set low.

Minimum Delay
1 to 60000 milliseconds

This parameter specifies the minimum number of milliseconds to delay before
sending the message (setting RTS high). This can be used when the serial
network requires time for units to turn off their transmitters.

Receive Timeout

1 to 65535 milliseconds

This value represents the number of milliseconds to wait on a port from the time
the first character is received until the last character in the longest message is

received. This parameter will be dependent on the baud rate. A value of 2000
should work with most applications.

Single char ACK F0, 1, or 3
Yes or No

This parameter specifies if the signal E5 character will be used for ACK
messages.
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3.6.4 [IEC-103 Master Session x]

This section defines Session y, which runs on Port x. The Session Count
parameter in the [IEC-870-5-103 Master] section of the configuration (page 36)
determines the number of sessions (controlled devices) for this port.

The sessions are referenced by a zero-based index value. For example, if the
module is configured for four sessions, the configuration file should contain
sections for Sessions 0 to 3 (that is, [IEC-103 Master Session 0] to [IEC-103
Master Session 3]).

The parameters in [IEC-103 Master Session y] define the characteristics of the
specific controlled device to interface.

Communication Port
Oor1l

This parameter sets the port to which the controlled device is connected. On this
module, values of 0 and 1 are permitted.

Sector Count
1to3

This parameter sets the number of Sectors (separate databases or Multiple
Application Layer ASDU addresses) contained in this Session (controlled
device). This version of the application supports 1 to 3 sectors for each session.

Data Link Address
0 to 254

This parameter uniquely defines the data link address for this unit on the
communication channel. The ranges of values are from 0 to 254. Address 255 is
the broadcast address.

Failure Delay
0 to 2000 seconds

This parameter sets the minimum number of seconds to delay before polling this
session when it is not online. This parameter is only used in unbalanced mode.

Confirm Timeout
0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the number of milliseconds to wait for a confirm response
from the controlled device.

Retry Count
0 to 255

In balanced mode, this parameter specifies the number of retries (0 to 255) if a
response is not received. In unbalanced mode, this parameter is ignored.
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C1/C2 Poll Count Pend
0 to 65535

This parameter sets the maximum number of Class 1 and Class 2 polls
performed on this session before trying the next session. This parameter
prevents a session from monopolizing the communication port.

Class 1 Polls
0to 100

This parameter sets the maximum number of Class 1 polls performed on this
session before switching to another session. This parameter prevents a session
from monopolizing the communication port.

Class 1 Pend Delay
0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between Class
1 polls for pending data.

Class 2 Pend Delay
0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between Class
2 polls for pending data.

Class 1 Poll Delay
0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between each
Class 1 poll.

Class 2 Poll Delay
0 to 4,294,967,295 (two raised to the power of 32, minus one) milliseconds

This parameter sets the minimum number of milliseconds to delay between each
Class 2 poll.

Auto Clock Req Mode
0=Sync Only, 1=Load delay/sync, 2=Acquire delay/load delay/sync

This parameter specifies the method used to perform automatic clock
synchronization. 0 performs a synchronization without delay, 1 performs
synchronization using the fixed Propagation Delay and 2 computes the delay and
use this value when synchronization takes place.
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Propagation Delay
0 to 65535

This parameter sets the fixed propagation delay to be utilized if the Auto Clock
Req Mode parameter is set to a value of 1.

Response Timeout
0 to 4,294,967,295 milliseconds

This parameter sets the maximum number of milliseconds to wait for a
confirmation from the controlled station to a request from this module.

ACTTERM with setpoint
Yes or No

This parameter determines if an ACTTERM will be sent. If the parameter is set to
Yes, then setpoint commands will issue an ACTTERM when the command is
complete. If the parameter is set to No, ACTCON is the last response to a
setpoint command.

3.6.5 [IEC-103 Master Session x Sector y]

This section defines Sector z, which belongs to Session y. The Sector Count
parameter (page 38) in the [IEC-870-5-103 Master Session y] section specifies
the number of sectors for the session.

Each sector has a corresponding [IEC-103 Master Session y Sector z] section,
where y represents the session index and z represents the sector index.

The sectors are referenced by a zero-based index value. For example, if Session
0 is configured for four sectors, the configuration file should contain sections for
Sectors 0 to 3 (that is, [IEC-103 Master Session 0 Sector 0] to [IEC-103 Master
Session 0 Sector 3]).

Edit - IEC-103 Master Session 0 Sector 0

[Commen ASDU Address
Cnline Time sync Yes
Cnline General Int Yes |D
ECI Time sync Yes
ECI General Int N
Comment:
|
Definition:
Sector address|
Reset Tag | Rezet All |
oK | Cancel |
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Common ASDU Address
0 to 255

This parameter sets the common ASDU address to association with this sector of
the specified session. This parameter is usually set the same as the Data Link
Address when only one sector is used.

Online Time Sync
Yes or No

This parameter specifies if the sector in the controlled device will be sent a time
synchronization command when the unit is first recognized as being online. This
should only be used for devices that do not send an EOI message after
initializing.

Online General Int

Yes or No

This parameter specifies if the sector in the controlled device will be sent a
general interrogation command when the unit is first recognized as being online.
This should only be used for devices that do not send an EOl message after
initializing.

EOI Time Sync
Yes or No

This parameter specifies if the sector in the controlled device will be sent a time
synchronization command after this module received an EOI message from the
controlled unit.

EOI General Int
Yes or No

This parameter specifies if the sector in the controlled device will be sent a
general interrogation command after this module received an EOI message from
the controlled unit.

ASDU Type
This field contains the ASDU type code for the data contained in the message.

1 = Time-tagged message (bit addressed with 2 bits/point)

2 = Time-tagged message with relative time (bit addressed with 2 bits/point)
3 = Measurands | (4 word values using word address using double-word
address)

4 = Time-tagged measurands with relative time (1 float value)

5 = Identification (12 characters using a byte address)

9 = Measurands Il (9 word values using word address)

205 = Siemens meter data
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Database Index

Database Index is the location in the module's database to use as the source for
the data in the command. Refer to Data Type for specific information on
addressing (page 35).

The data type field determines the meaning of the database index as follows:

Type Description DB Index type
6 Clock synchronization NA

7 General interrogation NA

20 General Command Bit address

Function Code

Code Definition
128 Distance protection
160 Overcurrent protection
176 Transformer differential protection
192 Line Differential protection
133 For SIEMENS ASDU type 205
255 Global function type
X User-defined
#$ % $ " L .| &01&
"% $ "+ & ++ & $ -41% 'l "
$ & $ & +"& $" (-
Point Index

Point Index specifies the address in the remote slave device of the point to
interact with.

Index Value Description

Bit address with each point occupying 2 bits

Bit address with each point occupying 2 bits

Word address with each point occupying 4 words

Double-word address for the single float value

Byte address with each point occupying 12 bytes

OCl (| W|IN|F

Word address with each point occupying 9 words
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3.6.6 Using the CommonNet Data Map

The Data Map section allows you to copy data between areas in the gateway's

internal database.

You can copy a maximum of 100 registers per Data Map command, and you can
configure a maximum of 200 separate copy commands.
You can copy data from the error or status tables in upper memory to internal
database registers in the User Data memory area.
You can rearrange the byte and/or word order during the copy process. For

example, by rearranging byte or word order, you can convert floating-point values
to the correct format for a different protocol.

You can also use the Data Map to condense widely dispersed data into one
contiguous data block, making it easier to access.

X

Edit - Row 1
[From Address

To Address
Register Count
Swap Code
Delay Preszet
Comment

2000
1

No Change

2000

|4a00

Definition:

From Address

Reset Tag |

Reset All

OK |

Cancel

B Edit - DATA MAP 3

Edit Row | LCopy Row |

ok | Cancel |

From &ddress | ToAddress | Register Count | Swap Code Delay Preset | Comment
1 2000 1 Na Change 2000 |
Fraom Address Walue Status - OK
Set to Defaults | Add Row | Inzert Row | Delete Row Move Up | Move Down |
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From Address
0 to highest Status Data address

This field specifies the beginning internal database register address for the copy
operation. This address can be any valid address in the User Data Area or the
Status Data Area of the gateway.

To Address
0 to 3999

This parameter specifies the beginning destination register address for the copy
operation. This address must always be within the User Data registers area.
Take care to specify a destination address that will not overwrite data that has
been stored in memory by one of the communication protocols running on the
gateway.

Reaqister Count
1to 100
This parameter specifies the number of registers to copy.
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Swap Code
NoO CHANGE, WORD SWAP, WORD AND BYTE SWAP, BYTE SwWAP

You may need to swap the order of the bytes in the registers during the copy
process in order to change the alignment of bytes between dissimilar protocols.
This parameter is helpful when dealing with floating-point or other multi-register
values, as there is no standard method of storage of these data types in slave
devices.

The following table defines the values and their associated operations:

Edit - Row 1 X
From Address 4000 |Swap Code
To f{ddress 2000
ilftunt o Chanae — No Change '
Delay Preset 2000 )
Comment Word and Byte Swap
Byte Swap ]
Definition:
Swap Code
Ee=zet Tag | Reset All |
Ok | Cancel |
Swap Code  Description
No Swap No change is made in the byte ordering (1234 = 1234)
Word Swap The words are swapped (1234=3412)
Word and The words are swapped, then the bytes in each word are swapped (1234=4321)
Byte Swap
Bytes The bytes in each word are swapped (1234=2143)
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Delay Preset

This parameter sets an interval for each Data Map copy operation. The value you
put for the Delay Preset is not a fixed amount of time. It is the number of firmware
scans that must transpire between copy operations.

The firmware scan cycle can take a variable amount of time, depending on the
level of activity of the protocol drivers running on the ProLinx gateway and the
level of activity on the gateway's communication ports. Each firmware scan can
take from 1 to several milliseconds to complete. Therefore, Data Map copy
operations cannot be expected to happen at regular intervals.

If multiple copy operations (several rows in the Data map section) happen too
frequently or all happen in the same update interval, they could delay the process
scan of the gateway protocols, which could result in slow data updates or missed
data on communication ports. To avoid these potential problems, you should set
the Delay Preset to different values for each row in the Data Map section and set
them to higher, rather than lower, numbers.

For example, Delay Preset values below 1000 could begin to cause a noticeable
delay in data updates through the communication ports. And you should not set
all Delay Presets to the same value. Instead, use different values for each row in
the Data Map such as 1000, 1001, and 1002 or any other different Delay Preset
values you like. This will prevent the copies from happening concurrently and
prevent possible process scan delays.
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3.7 Downloading a File from PC to the Module

1 Verify that your PC is connected to the gateway with a null-modem serial
cable connected to the serial port on your PC and the serial port on the
gateway

2 Open the PROJECT menu, and then choose MODULE.

3 On the MoDULE menu, choose DOWNLOAD. Wait while ProSoft Configuration
scans for communication ports on your PC. When the scan is complete, the
Download dialog box opens.

Download files from PC to module Pz|

STEP 1: Select Communication Path:

Select Connection Type: Com 3 =~

Ethernet: |
CIPconnect: |
STEFP 2: Transfer File(s):
COWNLOAD | | |

Cancel |

4 Select the PORT to use for the download.
5 Click the DOWNLOAD button.
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4  LED Indicators

LEDs for Port 0 Serial Port........cooooviiiiiiiii 50

Troubleshooting the operation of the IEC Master port can be performed using
several methods.

The first and quickest is to scan the LEDs on the module to determine the
existence and possibly the cause of a problem. This section provides insight into
the operation of the Serial Port status LEDs. Information on the module’s other
LEDs can be found in the ProLinx Reference Guide.
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4.1 LEDs for Port O Serial Port

Some ProLinx modules have three extra serial ports. Each of these serial ports
has two LEDs indicating status.

LED Color Description
Port 0 - ACT Off No activity on the port.

Green Flash The port is either actively transmitting or receiving data
Port 0 - ERR Off Normal state. When off and Port Active led is indicating

activity, there are no communication errors

Red On or Flashing  Activity on this led indicates some communication error
was detected, either during transmit or receive
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5 Debug Information

MAIN MENU. ...ttt 52
IEC-103 Master DriVer MENU..........ccceicuviriiiiiieirie et 54
Data ANAIYZET ..ot a e e 58
Data ANAlYZEE TIPS .uueeieeiiaeieiiiieee e e e ettt e e e e e st e e e e e e e e enebeeeeeaeeeanees 61
IEC-870-Master Command LiSt MENU ........c.ceevvivviiimiieeiice e 63
Port Configuration MENU............ueeiiiiiiiiiiiee e 64
POrt StatuS MENU.........oiiiiiiii e 65
Session Configuration MENU ...........ccceviiiiiiiiieee e e e 66
Sector Configuration MENU............coeiiiiiiiiiiiiiie e e e 68
Sector Database MENU...........cccviiiiiiiiiiicce e 69
Database VIEW MENU .........cocviiiiiiiiiiic e 70
Data Map MENU .....cooiiiiee 72

The ProLinx Reference Guide provides information on using the Config/Debug
port and lists various menus that allow users to view module data. The menus
listed in the Startup Guide are generic for all modules. The following menus are
specific to the ProLinx 103M module. Refer to the ProLinx Reference Guide for
information on how to access these menus.
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5.1

Main Menu

When you first connect to the module from your computer, your terminal screen
will be blank. To activate the main menu, press the [?] key on your computer’s
keyboard. If the module is connected properly, the following menu will appear.

DENT/IEC-870-5-103 MASTER COMMUNICATION MODULE 4201-DFNT-I1683H MENU
7=Display Menu

C=Database Configuration

D=Database Wiew

E=Client B® Command Error Lists

J=Client B Command Lists

Q=Port 8 IEC-870-103 Master Driver Henu

S=Transfer Configuration from 41080 Unit to PC

T=Display e-mail setup

U=Reset diagnostic data

Y=Version Information

1=Network Status 2=Client 0 Status 7=Client Configurations
8=DFNT Server Status

@B=Network HMenu $=Data Map Menu

Esc=Exit Program

0% '$ %% " ( & !"%$ % Lo
"&L L, %, $ , + %%, $$
+ $ % "( I, o+ " $'1-3 1%
%% " "1+ 't & O0'#S$ ,#9$ O+ "
0% '$ %% "5 "% | &l (($ - &
"T$+ ,5 $ 1" " L1 0% -

5.1.1 Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

5.1.2 Viewing Module Configuration

Press [C] to view the Module Configuration screen.

Use this command to display the current configuration and statistics for the
gateway.

5.1.3 Opening the Database View Menu

Press [D] to open the Database View menu.

Use this menu command to view the current contents of the gateway’s database.
For more information about this submenu, see Database View Menu (page 70).

5.1.4 Opening the Session Configuration Menu
Press [P] from the Main Menu Menu to open the PROFIBUS Slave menu. Use
this command to view PROFIBUS Slave configuration information.

The PROFIBUS Slave Menu section has more information about the commands
on this menu.
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5.1.5 Opening the IEC-103 Master Menu

Press [Q] from the Main Menu to open the IEC-870-5-103 Master Driver Menu.
Use this menu command to view detailed configuration information for the
module.

IEC-103 MASTER Menu Selected

IEC-870-5-103 MASTER DRIVER MENU
?=Display Henu
A=Data Analyzer
C=General Configuration
I=Command List Menu
P=Port Configuration Menu
Q=Port Status Menu
S=Session Menu
V=Version
Z=Previous MWenu

For more information about the commands on this menu, refer to IEC-103 Master
Driver Menu (page 54).

5.1.6 Sending the Configuration File

Press [S] to upload (send) a configuration file from the gateway to your PC.

5.1.7 Viewing Version Information

Press [V] to view version information for the gateway.

Use this command to view the current version of the software for the gateway, as
well as other important values. You may be asked to provide this information
when calling for technical support on the product.

Values at the bottom of the display are important in determining gateway
operation. The Program Scan Counter value is incremented each time a
gateway’s program cycle is complete.

+ 2+ $ %% " G % $'6! '+,%
[

5.1.8 Opening the Data Map Menu

Press [$] to open the Data Map menu.

5.1.9 Exiting the Program

Press [ESC] to restart the gateway and force all drivers to be loaded. The
gateway will use the configuration stored in the gateway's Flash memory to
configure the gateway.
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5.2 IEC-103 Master Driver Menu

Press [I] from the Main Menu to open the IEC-870-5-103 Master Driver Menu.
Use this menu command to view detailed configuration information for the
module.

5.2.1 Opening the Data Analyzer Menu

Press [A] to open the Data Analyzer Menu. Use this command to view all bytes
of data transferred on each port. Both the transmitted and received data bytes
are displayed. Refer to Data Analyzer (page 58) for more information about this

menu.

1 7% 8 %" +,% ! -3 1% ",

& $ =et % $ 1&L+ + 4 23 +
$" 8 "% + 23 ! $% % !-#% $,

1% % $$+"+ %"

5.2.2 Viewing General Configuration

Press [C] from the IEC-103 Master Driver Menu to display the general
configuration for the protocol. The following illustration shows an example of the
Module Configuration screen:

MODULE CONFIGURATION
Max Sessions = B {of maximum 32)

0x00000000 (bit mapped in hex format)
0 (of maximum 1000)
8 (IDLE)

Online States
Command Count
Current Command
MEMORY COUMTERS:

applRec =0
anplTrans = 8
anything = 8

The Busy/ldle message indicates the current activity state of the module. "Idle"
means it is waiting to execute a command. "Busy" means it is executing a
command and is waiting for the response to the request. This does not include
the normal Class 1 and 2 polls as these are automatically generated.

The counter data displays the number of memory areas allocated for the
application layer. When no packets are pending, the counts should all be 0. If
messages are waiting to be sent, the applRec count will indicate the number
waiting to be sent. If many messages are received at the same time, the applRec
count will indicate the number of packets that must be processed. The "anything"
count indicates any other buffer area that is allocated and must be processed by
the application.
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5.2.3 Opening the IEC-870-Master Command List Menu

Press [I] from the IEC-103 Master Driver Menu to open the ICE-870 Master
Command List menu. Use this command to view the configured command list for
the module.

IEC-B78-5-183 HASTER COMMAND LIST. COHMANDE B TO 9

EME DEIDE POLLI SES SEC ASDU FUMC FOINT LAST_FOLL LERROH OUR WALUE
1 16 K g 1 2

16 14932

17 14932

18 14932
L] 1

wams EHD OF COMMAMD LIST REACHED sess

For more information about the commands on this menu, refer to IEC-870-Master
Command List Menu (page 63).

5.2.4 Opening the Port Configuration Menu

Press [P] from the IEC-103 Master Driver Menu to open the Port Configuration
menu. Use this command to view the port configuration information for each of
the application ports.

Port Configuration Menu Selected
TEC-870-5-103 MASTER CHANMEL ® CONFIGURATION
Baudrate = 19200
Parity = EVEN
RTS On =1
RTS Off =0
Mimimum Delay = 30
Receive Timeout = 2000
Single ACK = YES
Data Link Length =1
Use Balanced Mode = NO

The Port Configuration Menu section has more information about the commands
on this menu.
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5.2.5 Opening the Port Status Menu

Press [Q] from the IEC-103 Master Driver Menu to open the Port Status menu.
Use this command to verify the status of the Master commands sent through the
port. If the display indicates a communication error, you should compare the
generated error code with the command error codes listed in the Appendices of
this manual.

The Port Status Menu section has more information about the commands on this
menu.

5.2.6 Opening the Session Configuration Menu

Press [S] to open the Session Configuration menu. Use this command to view
the session configuration data.

Refer to Session Configuration Menu (page 66) for more information about the
commands on this menu.

5.2.7 Opening the Sector Menu

Press [1] from the IEC-103 Master Driver Menu to open the Sector Configuration
menu. Use this command to view the Sector Configuration data.

SECTOR CONFIGURATION MENU
?=Display Menu

D=Sector Database Menu
$=Show Again

P=Previous Page

N=Next Page

M=Return to Session Menu

The Sector Configuration Menu section has more information about the
commands on this menu.
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5.2.8 Viewing Master Driver Version Information

Press [V] from the IEC-103 Master Driver Menu to view the Master driver version
information.

5.2.9 Returning to the Main Menu

Press [M] to return to the Main menu.

ProSoft Technology, Inc. Page 57 of 113
May 11, 2011



1&!, ' %

5.3 Data Analyzer

The data analyzer mode allows you to view all bytes of data transferred on each
port. Both the transmitted and received data bytes are displayed. Use of this
feature is limited without a thorough understanding of the protocol.

#$ %% " $1 . 8 % N G T
%"l & $" & $ % - % ! & ( , g
-2 $ 8 % ! ! %"l ' $ + "+ %% "
| -
1 7% 8 %" +,% | "3 $ "l
& $ -9 " ' % $ 'q1&L,+ + 4+ 23 +
$" 8 "$ + 23 I $% % I-#% $ %"

1% % $$+"+ ,%"-

5.3.1 Analyzing Data for the first application port

Press [1] to display I/O data for the first application port in the Data Analyzer. The
following illustration shows an example of the Data Analyzer output.

5.3.2 Analyzing Data for the second application por t

Press [2] to display I/O data for the second application port in the Data Analyzer.

5.3.3 Displaying Timing Marks in the Data Analyzer

You can display timing marks for a variety of intervals in the data analyzer
screen. These timing marks can help you determine communication-timing

characteristics.
Key Interval
[5] 1 milliseconds ticks
[6] 5 milliseconds ticks
[7] 10 milliseconds ticks
[8] 50 milliseconds ticks
[9] 100 milliseconds ticks
[0] Turn off timing marks
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5.3.4 Removing Timing Marks in the Data Analyzer

Press [0] to turn off timing marks in the Data Analyzer screen.

5.3.5 Viewing Data in Hexadecimal Format

Press [H] from the Database View menu to display the data on the current page
in hexadecimal format.

5.3.6 Viewing Data in ASCII (Text) Format

Press [A] from the Database View menu to display the data on the current page
in ASCII format. This is useful for regions of the database that contain ASCII
data.

5.3.7 Starting the Data Analyzer

Press [B] to start the data analyzer. After the key is pressed, all data transmitted
and received on the currently selected port will be displayed. The following
illustration shows an example.

The Data Analyzer displays the following special characters:

Character Definition

[] Data enclosed in these characters represent data received on the port.

<> Data enclosed in these characters represent data transmitted on the port.

<R+> These characters are inserted when the RTS line is driven high on the port.

<R-> These characters are inserted when the RTS line is dropped low on the port.
<CS> These characters are displayed when the CTS line is recognized high.

_TT_ These characters are displayed when the timing mark interval has been reached.

This parameter is user defined.
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5.3.8 Stopping the Data Analyzer

Press [S] to stop the data analyzer. Use this option to freeze the display so the
data can be analyzed. To restart the analyzer, press [B].

1 7$ 8 " +,% ! -3 8 ",
& $ -9 " "% $ 'g1&L+ + o+ 23 +
$" 8 "$ + 23 1 $% % !-#$ $ %"
1% % $$+"+ %"
5.3.9 Returning to the Main Menu
Press [M] to return to the Main menu.
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5.4 Data Analyzer Tips

From the main menu, press [A] for the "Data Analyzer". You should see the
following text appear on the screen:

IData Analyzer Mode Selectedl

After the "Data Analyzer" mode has been selected, press [?] to view the Data
Analyzer menu. From this menu, you can select the "Port", the "format", and the
"ticks" that you can display the data in.

For most applications, HEX is the best format to view the data, and this does
include ASCII based messages (because some characters will not display on
HyperTerminal and by capturing the data in HEX, we can figure out what the
corresponding ASCII characters are supposed to be).

The Tick value is a timing mark. The module will print a _TT for every xx
milliseconds of no data on the line. Usually 10milliseconds is the best value to
start with.

To save a capture file of your Diagnostics session

1 After you have selected the Port, Format, and Tick, we are now ready to start

a capture of this data. Click the Log to File button at the bottom of the
Diagnostics window.

2 When you have captured the data you want to save, click the Stop Logging
button.

You have now captured, and saved the file to your PC. This file can now be used
in analyzing the communications traffic on the line, and assist in determining
communication errors.

Now you have everything that shows up on the HyperTerminal screen being
logged to a file called ProLinxLog.txt. This is the file that you will then be able to
email to ProSoft Technical Support to assist with issues on the communications
network.
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To begin the display of the communications data, you will then want to press [B]
to tell the module to start printing the communications traffic out on the debug
port of the module. After you have pressed [B], you should see something like
the following:

The <R+> means that the module is transitioning the communications line to a
transmit state.

All characters shown in <> brackets are characters being sent out by the module.

The <R-> shows when the module is done transmitting data, and is now ready to
receive information back.

And finally, all characters shown in the [ ] brackets is information being received
from another device by the module.

After taking a minute or two of traffic capture, you will now want to stop the "Data
Analyzer". To do so, press the [S] key, and you will then see the scrolling of the
data stop.
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55 I[IEC-870-Master Command List Menu

Press [I] from the IEC-103 Master Driver Menu to open the ICE-870 Master
Command List menu. Use this command to view the configured command list for
the module.

5.5.1 Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

5.5.2 Redisplaying the Current Page

Press [S] to display the current page of data.

5.5.3 Moving Back Through 5 Pages of Registers

Press [-] from the Database View menu to skip five pages back in the database
to see the 100 registers of data starting 500 registers before the currently
displayed page.

5.5.4 Viewing the Previous Page of Registers

Press [P] from the Database View menu to display the previous page of data.

5.5.5 Moving Forward Through 5 Pages of Registers

Press [+] from the Database View menu to skip five pages ahead in the database
to see 100 registers of data 500 registers ahead of the currently displayed page.

5.5.6 Viewing the Next Page of Registers

Press [N] from the Database View menu to display the next page of data.

5.5.7 Returning to the Main Menu

Press [M] to return to the Main menu.
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5.6  Port Configuration Menu

Press [P] from the IEC-103 Master Driver Menu to open the Port Configuration
menu. Use this command to view the port configuration information for each of
the application ports.

5.6.1 Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

5.6.2 Redisplaying the Current Page

Press [S] to display the current page of data.

5.6.3 Displaying the Next Page

Press [N] to display the next 100 registers. Use this command to step forward
through the data a page at a time.

5.6.4 Displaying the Previous Page

Press [P] to display the previous 100 registers. Use this command to step
backward through the data a page at a time.

5.6.5 Returning to the Main Menu

Press [M] to return to the Main menu.
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5.7

Port Status Menu

Press [Q] from the IEC-103 Master Driver Menu to open the Port Status menu.
Use this command to view the communication status information for each
application port.

5.7.1 Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

5.7.2 Redisplaying the Current Page
Press [S] to display the current page of data.

5.7.3 Displaying the Previous Page

Press [P] to display the previous 100 registers. Use this command to step
backward through the data a page at a time.

5.7.4 Displaying the Next Page

Press [N] to display the next 100 registers. Use this command to step forward
through the data a page at a time.

5.7.5 Returning to the Main Menu

Press [M] to return to the Main menu.
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5.8 Session Configuration Menu

Press [S] from the IEC-103 Master Driver Menu to open the Session
Configuration menu. Use this command to view the session configuration for
each controlled device.

5.8.1 Online State

The Online State indicator displays O if the module is not online, 1 if the module
is online.

5.8.2 Session State

The Session State indicator displays 1 if there is a configuration error, or 2 if the
module is ready for communication. If the session is not in use, the Session State
indicator displays 0.
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5.9 Session Configuration Menu

Press [S] from the IEC-103 Master Driver Menu to open the Session
Configuration menu. Use this command to view the session configuration for
each controlled device.

5.9.1 Online State

The Online State indicator displays O if the module is not online, 1 if the module
is online.

5.9.2 Session State

The Session State indicator displays 1 if there is a configuration error, or 2 if the
module is ready for communication. If the session is not in use, the Session State
indicator displays 0.
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5.10 Sector Configuration Menu

Press [1] from the IEC-103 Master Driver Menu to open the Sector Configuration
menu. Use this command to view the contents of the Sector Configuration
Databases for each session (controlled device). The module supports up to three
sectors (databases) per session.

5.10.1 Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

5.10.2 Opening the Sector Database Menu

Press [D] from the Sector Configuration menu to open the Sector Database
menu. Use this command to look at the configuration and current value for each
point.

The IEC-870-Master Command List Menu section has more information about
the commands on this menu.

5.10.3 Redisplaying the Current Page
Press [S] to display the current page of data.

5.10.4 Displaying the Next Page

Press [N] to display the next 100 registers. Use this command to step forward
through the data a page at a time.

5.10.5 Displaying the Previous Page

Press [P] to display the previous 100 registers. Use this command to step
backward through the data a page at a time.

5.10.6 Returning to the Main Menu

Press [M] to return to the Main menu.
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5.11 Sector Database Menu

Press [D] from the Sector Configuration menu to open the Sector Database
menu. Use this command to display the sector database values. Each session
(controlled device) contains one or more data sets (sectors) that are defined by
the vendor of the device.

5.11.1 Redisplaying the Menu

Press [?] to display the current menu. Use this command when you are looking
at a screen of data, and want to view the menu choices available to you.

5.11.2 Viewing ASDU n Data

Press keys [0] (zero) through [4] to display ASDU (Application Data Service Unit)
data for each of the supported data types. Refer to [IEC-103 Master Session X
Sector x] for a list of ASDU types.

5.11.3 Listing ASDU point counts
Press [5] to display the ASDU point counts for each ASDU type.

5.11.4 Returning to the Main Menu

Press [M] to return to the Main menu.
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5.12 Database View Menu

Press [D] from the Main menu to open the Database View menu. Use this menu
command to view the current contents of the gateway database. Press [?] to
view a list of commands available on this menu.

5.12.1 Viewing Register Pages

To view sets of register pages, use the keys described below:

Command Description

[0] Display registers 0 to 99

[1] Display registers 1000 to 1099
[2] Display registers 2000 to 2099

And so on. The total number of register pages available to view depends on your
gateway’s configuration.

5.12.2 Displaying the Current Page of Registers Aga in

Press [S] from the Database View menu to show the current page of registers
again.

This screen displays the current page of 100 registers in the database.
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5.12.3 Moving Back Through 5 Pages of Registers

Press [-] from the Database View menu to skip five pages back in the database
to see the 100 registers of data starting 500 registers before the currently
displayed page.

5.12.4 Moving Forward (Skipping) Through 5 Pages of  Registers

Press [+] from the Database View menu to skip five pages ahead in the database
to see the 100 registers of data starting 500 registers after the currently displayed

page.

5.12.5 Viewing the Previous Page of Registers

Press [P] from the Database View menu to display the previous page of data.

5.12.6 Viewing the Next Page of Registers

Press [N] from the Database View menu to display the next page of data.

5.12.7 Viewing Data in Decimal Format

Press [D] from the Database View menu to display the data on the current page
in decimal format.

5.12.8 Viewing Data in Hexadecimal Format

Press [H] from the Database View menu to display the data on the current page
in hexadecimal format.

5.12.9 Viewing Data in Floating-Point Format

Press [F] from the Database View menu to display the data on the current page
in floating-point format. The program assumes that the values are aligned on
even register boundaries. If floating-point values are not aligned as such, they
are not displayed properly.

5.12.10 Viewing Data in ASCII (Text) Format

Press [A] from the Database View menu to display the data on the current page
in ASCII format. This is useful for regions of the database that contain ASCII
data.

5.12.11 Returning to the Main Menu

Press [M] to return to the Main menu.
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5.13 Data Map Menu

Press [$] from the Main Menu to open the Data Map menu. The Data Map Menu
shows a list of data addresses and their contents.

5.13.1 Redisplaying the Current Page

Press [S] to display the current page of data.

5.13.2 Displaying the Next Page

Press [N] to display the next 100 registers. Use this command to step forward
through the data a page at a time.

5.13.3 Displaying the Previous Page

Press [P] to display the previous 100 registers. Use this command to step
backward through the data a page at a time.

5.13.4 Returning to the Main Menu

Press [M] to return to the Main menu.
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6.1 103M Driver Error and Status Data

The second and most thorough troubleshooting method for debugging the
operation of the 103M driver (and the module in general) is the powerful Debug
port on the module which provides much more complete access to the internal
operation and status of the module. Accessing the Debug capabilities of the
module can be accomplished by connecting a PC to the Debug port using
HyperTerminal or some other terminal emulation program.

6.1.1 Slave Error and Status

The 103M Driver Error and Status Data areas are discussed in this section. This
data represents a collection of status, diagnostic and troubleshooting registers
which may prove helpful in troubleshooting the 103M network and port operation.
The data map functionality of the module must be utilized in order to map this
data into the normal module database region (0 to 3999).