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1. PREFACE

1.1. INTRODUCTION TO THE CAN BUS ROUTER

This manual describes the installation, operation, and diagnostics of the Aparian CAN Bus
Router module. The CAN Bus Router, (hereafter referred to as the module) provides
intelligent data routing between either EtherNet/IP or Modbus TCP/RTU and a CAN Bus
network. This allows the user to integrate CAN Bus devices into a Rockwell Automation Logix
platform (e.g., ControlLogix or CompactLogix) or any Modbus Client or Server device with
minimal effort.

Primary Interface:
The module supports one of four Primary Interface modes:

EtherNet/IP Target

Here a remote EtherNet/IP device (e.g. a Logix controller) establishes a number of
Class 1 connections to the module. CAN Bus data can be mapped between the input
and output class 1 cyclic connections of the Logix controller (allowing up to 2KB input
and 2KB output to be exchanged at the requested packet interval — RPI).

EtherNet/IP Originator
As an EtherNet/IP originator, the module can use one of three methods to read and write data
to and from the CAN Bus network:

EtherNet/IP Explicit Messaging

This allows CAN Bus devices to exchange data with up to 10 EtherNet/IP devices. The
module can use either Class 3 or Unconnected Messaging (UCMM) to Get and Set data
in the remote EtherNet/IP devices.

Direct-To-Tag technology

This allows the CAN Bus devices to exchange data with a Logix controller without the
need to write any application code (e.g. ladder) in Studio 5000. The CAN Bus data is
directly read from, or written to, Logix tags.

EtherNet/IP Class 1 connection

CAN Bus data can be mapped to a maximum of 10 EtherNet/IP devices using input
and output class 1 cyclic connections. This will allow the CAN Bus Router to “own” the
EtherNet/IP target device and exchange CAN Bus data using the EtherNet/IP device’s
input and output assemblies.

Modbus Server

The diagnostics and CAN Bus data will be written to, or read from, the module’s internal
Modbus Registers (Holding or Input Registers). These registers can be accessed by a remote
Modbus Client using either Modbus TCP, Modbus RTU232, or Modbus RTU485.
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Modbus Client

The diagnostics and CAN Bus data will be written to, or read from, the module’s internal
Modbus Registers (Holding or Input Registers). The Modbus Auxiliary Map can then be used
to configure the Modbus data exchange between multiple remote Modbus Server devices and
the module’s internal Modbus registers. The Modbus communication can be via Modbus TCP,
Modbus RTU232, or Modbus RTU485.

When configured as an EtherNet/IP Target, the software can generate an L5X file which can
be imported into Studio 5000. This provides all the necessary UDTs, Tags and mapping ladder
to allow the Logix application code to easily access the CAN Bus data.

The CAN Bus Router is configured using the Aparian Slate application. This program can be
downloaded from www.aparian.com free of charge.

The module also provides a range of statistics, CAN Bus and Modbus packet capture functions,
and internal Modbus and Data table reads to simplify remote diagnosis.

The module has two Ethernet ports and supports Device-Level-Ring (DLR) architectures.
A built-in webserver provides detailed diagnostics of system configuration and operation,

including the display of CAN Bus operation and communication statistics, without the need
for any additional software.
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1.2. FEATURES

e Receive up to 100 pre-configured CAN Bus packets.
e Send up to 100 pre-configured CAN Bus packets.

e CAN Bus transmission can be scheduled (periodic), or externally triggered, sent on
Start-up, or any combination of these.

e Logix L5X generation - Ready for import

e Supports Passthrough Messaging from Logix

e Module has various Primary Interfaces:
o EtherNet/IP Target (Class 1 connection)
o Modbus Server (TCP, RTU232, and RTU485)
o Modbus Client (TCP, RTU232, and RTU485)

o EtherNet/IP Originator (Class 1 connection with up to 10 EtherNet/IP devices
and Explicit Messaging, including Direct-To-Tag Logix tag access, with up to 10
EtherNet/IP devices).

e Slate software provides a CAN Bus and Modbus packet capture utility for better
diagnosis of communication issues.

e Supports common CAN Bus Baud Rates (10k, 20k, 50k, 125k, 250k, 500k, 800k, 1M)
e Dual Ethernet ports which support Device-Level-Ring (DLR).
e Network Time Protocol (NTP) supported for external time synchronization.

e Small form factor — DIN rail mounted.
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1.3. ARCHITECTURE

The figures below provide an example of the typical network setup for connecting CAN Bus
devices to either EtherNet/IP or Modbus TCP/RTU232/RTU485.

ControlLogix® . PanelView
EtherNet/IP
Aparian
CAN Bus CAN Bus sensors
Router

1 O O
155 22

Figure 1.1. — Example of connecting CAN Bus sensors to a Logix Controller

CAN Bus

cooeoe

CAN Bus
Controller

CAMN Bus

Aparian
CAN Bus
Router

EtherNet/IP
Drives

EtherNet/|IP

Figure 1.2. — Example of connecting EtherNet/IP drives to a CAN Bus network
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Remote Modbus Device
(Client / Server)

Modbus TCP
Aparian
CAN Bus
Router CAN Bus sensors
afi=ll= r“':“"
CAN Bus

Figure 1.3. - Example of connecting CAN Bus devices to a Modbus TCP Client or Server

1.4. ADDITIONAL INFORMATION

The following documents contain additional information that can assist the user with the
module installation and operation.

Resource Link

Slate Installation http://www.aparian.com/software/slate

CAN Bus Router User Manual
CAN Bus Router Datasheet https://www.aparian.com/products/CANbusRouterb
Example Code & UDTs

www.cisco.com/c/en/us/td/docs/video/cds/cde/cde205 220 420/ins
tallation/guide/cde205 220 420 hig/Connectors.html

Ethernet wiring standard

Table 1.1. - Additional Information

1.5. SUPPORT

Technical support is provided via the Web (in the form of user manuals, FAQ, datasheets etc.)
to assist with installation, operation, and diagnostics.

For additional support the user can use either of the following:
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Resource Link
Contact Us web link https://www.prosoft-technology.com/Services-Support/Customer-Support
Support email support@prosoft-technology.com

Table 1.2. — Support Details
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Installation

2. INSTALLATION

2.1. MODULE LAYOUT

The module has two ports at the bottom of the enclosure, two Ethernet ports on the angled
front, and one port at the front as shown in the figure below. The ports at the bottom are
used for RS232 and RS485 serial communication, and power. The power port uses a three-
way connector which is used for the DC power supply positive and negative (ground) voltage

as well as the earth connection.

The port on the front of the module is the CAN port and can also be used to power the module.

@ NOTE: The module allows the user to provide power on both bottom and front

power connectors and can be used for power supply redundancy.

The Ethernet cable used for the Ethernet ports must be wired according to industry standards

which can be found in the additional information section of this document.

ov
CAN-L
Earth
CAN-H
+24 W

CAN Bus

IHHHHHI
) L O W

Ethernet A

Ethernet B

>

SD Card

Figure 2.1 — CAN Bus Router side and front view
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The module also supports an SD Card for disaster recovery which can be used to automatically
update the configuration and/or firmware of a new module.

The module provides six diagnostic LEDs as shown in the front view figure above. These LEDs
are used to provide information regarding the module system operation, the Ethernet
interface, and the auxiliary communication interface (RS232 or RS485).

Switches

a
o

oY

Figure 2.2 — CAN Bus Router top view

The module provides four DIP switches at the top of the enclosure as shown in the top view
figure above.

DIP Switch Description

DIP Switch 1 Used to force the module into “Safe Mode”. When in “Safe Mode” the module will not
load the application firmware and will wait for new firmware to be downloaded. This
should only be used in the rare occasion when an earlier firmware update was
interrupted at a critical stage.

DIP Switch 2 This will force the module into DHCP mode which is useful when the user has forgotten
the IP address of the module.

DIP Switch 3 This DIP Switch is used to lock the configuration from being overwritten by the Slate.
When set Slate will not be able to download to the module.

DIP Switch 4 When this DIP Switch is set at bootup it will force the module Ethernet IP address to
192.168.1.100 and network mask 255.255.255.0. The user can then switch the DIP
switch off and assign the module a static IP address if needed.

Table 2.1 - DIP Switch Settings
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2.1. MODULE MOUNTING

ﬁ NOTE: This module is an open-type device and is meant to be installed in an
enclosure suitable for the environment such that the equipment is only accessible
with the use of a tool.

The module provides a DIN rail clip to mount onto a 35mm DIN rail.

7.5°,
12004 —o—j—t==
15 1T
RO8
R1.2
35+0.3 0 RO.8
= I L
: e — 1+0.04
Sezione A / Section A R1.2

~ 2.2 min. fino a/ To 2,5 max
o _JJ<_

-

= Sezione A/ Section A

.

Figure 2.3 - DIN rail specification

The DIN rail clip is mounted on the bottom of the module at the back as shown in the figure
below. Use a flat screwdriver to pull the clip downward. This will enable the user to mount
the module onto the DIN rail. Once the module is mounted onto the DIN rail the clip must be
pushed upwards to lock the module onto the DIN rail.
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Figure 2.4 - DIN rail mouting

2.2. BOTTOM POWER

A three-way power connector is used to connect Power+, Power— (GND), and earth. The

module requires an input voltage of 10 — 32Vdc. Refer to the technical specifications section
in this document.

NOTE: The module allows the user to provide power on both bottom and front
power connectors and can be used for power supply redundancy.

Earth 10

Power e -

o

+ %)

Figure 2.5 - Power connector
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2.3. RS232/RS485 PORT

The nine-way connector is used to connect the RS232 and RS485 conductors for serial
communication. The shield terminal can be used for shielded cable in high noise
environments.

X RS485A (-) ] @)
~ RS485 B (+) il )
| RS485GND el ()
Shield / Earth el ()
RS232GND el (1 ()

Py RS232 RTS e
Q3 RS232CTS e %
3 RS232 TX el ()
RS232 RX el 1))

Figure 2.6 - RS232/RS485 connector

The RS485 port provides the standard A and B conductors. The RS232 port provides the
standard communication conductors (RX, TX, and GND) as well as hardware handshaking lines
for legacy systems (RTS — Request to Send, CTS — Clear to Send).

ﬁi\‘a% NOTE: The shield of the R$232/RS485 port is internally connected to the power
[\ connector earth. Thus, when using a shield, it is important to connect the Earth

terminal on the power connector to a clean earth. Failing to do this can lower
the signal quality of the R5232/RS485 communication.

‘f\& NOTE: When using a shielded cable, it is important that only one end of the
yAAN shield is connected to earth to avoid current loops. It is recommended to
connect the shield to the CAN Bus Router module, and not to the other CAN

Bus device.

2.4. RS485 TERMINATION

All RS485 networks need to be terminated at the extremities (start and end point) of the
communication conductor. The termination for the RS485 network can be enabled/disabled
via the module configuration. Enabling the termination will connect an internal 125 Ohm
resistor between the positive (B+) and negative (A-) conductors of the RS485 network.
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2.5. ETHERNET PORTS

The Ethernet connectors should be wired according to industry standards. Refer to the
additional information section in this document for further details. The module has an
embedded switch connecting the two Ethernet ports.

2.6. CAN AND FRONT POWER

A five-way CAN connector is used to connect the CAN Bus network as well as the Power+,
Power— (GND), and earth. The module requires an input voltage of 10 — 32Vdc. Refer to the
technical specifications section in this document.

NOTE: The module allows the user to provide power on both bottom and front
power connectors and can be used for power redundancy.
oV 1)
Power | CAN-L ——1@)
& Earth =i ()
CAN | can-H 1Q)
24V —dll )

Figure 2.7 — CAN and Power connector
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3. SETUP

3.1. INSTALL CONFIGURATION SOFTWARE

All the network setup and configuration of the module is achieved by means of the Aparian
Slate device configuration environment. This software can be downloaded from
http://www.aparian.com/software/slate.

Aparian-Slate — O *

File Device Tools Window Help

oElE Xa A4S BRe

Figure 3.1. - Aparian Slate Environment

3.2. NETWORK PARAMETERS

The module will have DHCP (Dynamic Host Configuration Protocol) enabled as factory default.
Therefore, a DHCP server must be used to provide the module with the required network
parameters (IP address, subnet mask, etc.). There are a number of DHCP utilities available,
however it is recommended that the DHCP server in Slate be used.

Within the Slate environment, the DHCP Server can be found under the Tools menu.
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S Aparian-Slate

File Device | Tools | Window Help
el £ Target Browser

)
|48 DHCP Server

1 Event Viewer
£ DeviceFlash
we  Packet Capture Viewers C

G5D File Management

FF DD Management

CAMN EDS File Management
DeviceMNet EDS File Management

# Application Settings

Figure 3.2. - Selecting DHCP Server

Once opened, the DHCP server will listen on all available network adapters for DHCP requests
and display their corresponding MAC addresses.

DHCP Server =0 EE X"
Port Info
MAC Address Vendor Requests  Elapsed Assigned IP Assign Status Identity
00:60:35:36:B7:7D Aparian 2 5 Assian Discover

Running - Active Local IP addresses: 6 of 6

Figure 3.3. - DHCP Server

to the local PC’s firewall. During installation, the necessary firewall rules are
automatically created for the Windows firewall. Another possibility is that
another DHCP Server is operational on the network, and it has assigned the IP
address.

@ NOTE: If the DHCP requests are not displayed in the DHCP Server it may be due

To assign an IP address, click on the corresponding “Assign” button. The IP Address
Assignment window will open.
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[= (=]
Port Info
MAC Address Vendor Requests Elapsed Assigned IP Assign Status Identity
00:60:35:36:B7-7D Aparian 16 4 Discover
Assign IP Address for MAC : 00:60:35:36:B7:7D - O X
IP Address Recent
[ 192 . 88 . 1 130 | 192.168.1.170
192.168.1.130
192.168.1.143
Enable Static (Disable DHCP) 192.168.1.147
192.168.1.204
192.168.1.200
Ok Cancel
Running - Active Local IP

Figure 3.4. - Assigning IP Address

The required IP address can then be either entered, or a recently used IP address can be

selected by clicking on

an item in the Recent List.

If the Enable Static checkbox is checked, then the IP address will be set to static after the IP
assignment, thereby disabling future DHCP requests.

Once the IP address window has been accepted, the DHCP server will automatically assign the
IP address to the module and then read the Identity object’s Product name from the device.

The successful assignment of the IP address by the device is indicated by the green
background of the associated row.

DHCP Server = [-&
Port Info
MAC Address Vendor Requests Elapsed  Assigned IP Assign Status Identity
00:60:35:36:B7:7D Aparian 30 3 192.168.1.130  Assian Set Static CANbus Router/B

Running - Active Local IP addresses: 6 of 6

Figure 3.5. - Successful IP address assignment

It is possible to force the module back into DHCP mode by powering up the device with DIP
switch 2 set to the On position.
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A new IP address can then be assigned by repeating the previous steps.

NOTE: It is important to return DIP switch 2 back to Off position, to avoid the
/ : \ module returning to a DHCP mode after the power is cycled again.

If the module’s DIP switch 2 is in the On position during the address assignment, the user will
be warned by the following message.

DHCP Server P
l\\ Cannot set IP address to static. Check module's hardware DIP-switch settings.
.

Figure 3.6. - Force DHCP warning

In addition to the setting the IP address, a number of other network parameters can be set
during the DHCP process. These settings can be viewed and edited in Slate’s Application
Settings, in the DHCP Server tab.

Once the DHCP process has been completed, the network settings can be set using the
Ethernet Port Configuration via the Target Browser.

The Target Browser can be accessed under the Tools menu.

Aparian-Slate

File Device | Tools | Window Help
+a€| |p

Target Browser
DHCP Server

Event Viewer

¥

DeviceFlash

AR S

Packet Capture Viewers 3
GSD File Management

CAN EDS File Management
Build DeviceNet EDS Catalog

& Application Settings

Figure 3.7. - Selecting the Target Browser

The Target Browser automatically scans the Ethernet network for EtherNet/IP devices.
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Target Browser \E\@
...? C') Done
[ D 192.168.1.7: 1756-EN2TR/C -

[ D 192.168.1.9: 1756-EN2TR/B

[ D 192.168.1.13: 1756-EN2TR/B
D 192.168.1.30 : 1766-L32BXBA B/14.00
I 192.168.1.70 : CANbus Router/B
D 192.168.1.113 - 1794-AENT/B

- I 192.168.1.151 : ControlNet Router

Figure 3.8. - Target Browser

Right-clicking on a device, reveals the context menu, including the Port Configuration option.

B Tagetsouser =
*‘i C’) Daone
E3 D 192.168.1.13: 1756-EN2TR/B ~

D 192.168.1.30 : 1766-L32BXBA B/14.00
I 192.168.1.70 : CANbus Router/B Select
D 192.168.1.113: 1794-AENT/B Scan
Add Child Node

[E2 RS I 192.168.1.151 : ControlMet Route

i= Properties
I 192.168.1.172: PLX51-PBS S Port Configuration
[EEE I 192.168.1.187: PA Link/B D CIP Sync Parameters
i I 192.168.1.218 : DH485 Router/B. ) Reset Module >
ez I 192168.1 232 - DH485 Router/B 1135 LED

Figure 3.9. - Selecting Port Configuration

All the relevant Ethernet port configuration parameters can be modified using the Port
Configuration window.
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I3 Ethernet Port Configuration — O X
g

Port Configuration  Interface Statistics Media Statistics

MAC Address 00:60:35:36:B7.7D
TCP Inactivity Timeout (s)

Network Configuration Type Port 1 Port 2
O Dynamic Method ~ DHCP Negotiation Negatiation
Static Configuration Part Speed Port Speed

IP Address [ 192 . 168 1 130 | 100 100
SubnetMask [ 255 = 255 _ 255 . 0 | Duplex Duplex
Default Gateway | " 0 0 0 | Full Duplex Full Duplex
Primary NS | 0 0 0 g | General
Secondary NS 0. D . 0 0 |

Domain Name |

Host Name

o cons

Figure 3.10. - Port Configuration

Alternatively, these parameters can be modified using Rockwell Automation’s RSLinx
software.

3.3. CREATING A NEW PROJECT

Before the user can configure the module, a new Slate project must be created. Under the
File menu, select New.

Aparian-Slate
File | Device Tools Window Help
O New | (8 L 4
@ Open

Close

Save
Save As
Recent 3

Exit

Figure 3.11. - Creating a new project

A Slate project will be created, showing the Project Explorer tree view. To save the project
use the Save option under the File menu.

A new device can now be added by selecting Add under the Device menu.
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Aparian-Slate - <New Project=*

File | Device | Tools Window Help
‘aad Add 1|3 R 4
o=

AI Export

Cut
Copy
Paste

Delete

Figure 3.12. - Adding a new device

In the Add New Device window select the CAN Bus Router and click the Ok button.

S Add New Device

Select Device Type

Image Device Name - Description &
CAN Bus Router CANBus Router
ﬂ CANopen Router CANopen Communication Module
I CANopen Router/B CANopen Communication Module - Series B
D Cell Connect Cellular Text and Data Transfer Module
I ControlNet Router ControlNet to EtherNet/IP Module
I DeviceNet Monitor DeviceNet Monitar
ﬂ DeviceNet Router DeviceNet to AB-Ethernet PCCC Module
v

==

Figure 3.13 — Selecting a new CAN Bus Router

The device will appear in the Project Explorer tree as shown below, and its configuration
window opened. The device configuration window can be reopened by either double clicking
the module in the Project Explorer tree or right-clicking the module and selecting
Configuration.
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CANBRO1 - Configuration EI@

f‘éé-ﬁ.e;éﬂé CANBus CAMNReceive CANSend EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced

Instance

Instance Name |CANERDT ‘

Description |

IP Address | 0 o .0 0 Major Revision 1 ~

Operational Mode

Primary Interface EtherMNet/IP Target >~ EtherNet/IP Connections 1 »

Ok Apply Cancel

Figure 3.14. — CAN Bus Router configuration

Refer to the additional information section in this document for Slate’s installation and
operation documentation.

3.4. GENERAL PARAMETERS

The CAN Bus parameters will be configured by Slate. When downloading this configuration
into the module it will be saved in non-volatile memory that persists when the module is
powered down.

é NOTE: When a firmware upgrade is performed the module will clear all the
module configuration stored in non-volatile storage.

The General configuration is shown in the figure below. The CAN Bus Router General
configuration window is opened by either double clicking on the module in the tree or right-
clicking the module and selecting Configuration.
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CANBRO1 - Configuration

Instance

ESE EOE

General CANBus CANReceive CANSend EtherNet/lP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants  Advanced

Instance Name |CANERDT ‘

Description |CAN Bus Router Demo

IP Address | 192 . 168 | L Major Revision 1 ~
Operational Mode

Primary Interface EtherNet/IP Target v EtherNet/IP Connections 1 v

Ok Apply Cancel

Figure 3.15 - General Configuration

The general configuration consists of the following parameters:

Parameter

Description

Instance Name

This parameter is a user defined name to identify between various CAN Bus
Routers.

Description

This parameter is used to provide a more detailed description of the application
for the module.

Major Revision

The major revision of the module

EtherNet/IP Connections

The number of connections the module will use when operating as an
EtherNet/IP target.

IP Address

The IP address of the target module. The user can use the target browse button
to launch the target browser to the select the CAN Bus Router on the network.

Primary Interface

EtherNet/IP Target
A Logix controller can own the CAN Bus Router over EtherNet/IP using up to 4
class 1 connections.

Modbus Server

A Modbus Client can read and write data to the module which can then be
mapped to one or more CAN Bus devices. The module can operate as a Modbus
Server on Ethernet TCP, RTU232, and RTU485

Modbus Client

A module can read and write data from various Modbus devices which can then
be mapped to one or more CAN Bus devices. The module can operate as a
Modbus Client on Ethernet TCP, RTU232, and RTU485

EtherNet/IP Originator
As an EtherNet/IP originator, the module can use two methods to read and write
data to and from an EtherNet/IP device (10):
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EtherNet/IP Class 1 Connection

The CAN Bus Router can own EtherNet/IP 10 by using the Slate software to
configure the 10 connections.
EtherNet/IP Explicit Messaging

The CAN Bus Router can exchange data with up to 10 EtherNet/IP devices using
explicit messaging.

Table 3.1 - General configuration parameters

3.5. CAN BUS CONFIGURATION

The CAN Bus communication configuration window is opened by either double clicking on the
module in the tree, or right-clicking the module and selecting Configuration and then
selecting the CAN Bus tab.

CANBRO1 - Configuration

CAN Bus

CAN BAUD 250k

CAN Bus Activity Timeout 2000

ms

General CANBus CANReceive CANSend FEtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants  Advanced

Ok

ENECE >

["] Allow Dynamic CAN BAUD Change

Bus-Off Auto Recover

Enable Bus Terminator (120 ohm)

[] stop Sending CAN on Primary Interface Failure

[] stop Sending CAN on Controller Program Mode

Apply Cancel

Figure 3.16 — CAN Bus communication Configuration

The CAN Bus Communication configuration consists of the following parameters:

Parameter

Description

BAUD Rate

The CAN Bus BAUD rate. The following options are available:

10k
20k
50k
125k
250k
500k
800k
1M
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CAN Bus Activity
Timeout

The amount of time (in milliseconds) without receiving any valid configured CAN
Receive packets before the originating Primary Interface (EtherNet/IP Originator or
Modbus Client) is suspended.

Allow Dynamic CAN
BAUD Change

When enabled, the module will support the dynamic change of the CAN Bus Baud
Rate using a specific CIP message. See the Operation section for more details
regarding the message.

Rate will return to the Baud Rate configured in the Slate
configuration and the Baud Rate set dynamically will not
persist.

f NOTE: When the CAN Bus Router module is power cycled, the CAN Baud

Bus-Off Auto Recover

Enables automatic CAN Bus network recovery when the module has detected that
the CAN Bus network is off.

Enable Bus Terminator

Enables the internal 120 Ohm terminator on the CAN Bus network. The CAN Bus
network must be terminated at the two extremities of the network (i.e., the start
and end of the network).

Stop Sending CAN on
Primary Interface
Failure

When this option is selected, the CAN Bus Router will stop sending configured CAN
packets when the primary interface communication has failed.

Stop Sending CAN on
Controller Program
Mode

When this option is selected and the primary interface has been set to EtherNet/IP
Target, the CAN Bus Router will stop sending configured CAN packets when the
controller (which is the EtherNet/IP communication originator) is in Program mode.

Table 3.2 - CAN Bus Communication configuration parameters

3.5.1. CAN RECEIVE

The CAN Receive configuration is used to determine which received CAN Bus packets are
processed by the CAN Bus Router.

Aparian
CAN Bus
Router

CAN Bus

Sensors

Figure 3.20 — CAN Receive data flow
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The CAN Receive configuration window is opened by either double clicking on the module in
the tree, or right-clicking the module and selecting Configuration and then selecting the CAN
Receive tab.

CANBRO1 - Configuration = E=R %
General CANBus CANReceive CANSend EtherNetIP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced
CAN Receive Items (max. of 100 items_) Recommend Offsets
ID Type ID Criterion ID Mask Tag / Description I‘«?;‘:h Data Criterion Data Mask Size Data Offset  Count Offset  Logix Format
L Standard ™ 0x00000078 0x000001C8 N4Tempertaure (] 2 4000 4008 SINT ~
2 Extended | 0xDODDOOEB 0x000004D2 | N4Pressure 0x000000EB 0x000000FF 4 4012 4020 DINT i
3 Extended v 0x18FF0280 Ox1FFFFFFF DashKeys (] 4024 4032 SINT ~
~ O “
Ok Apply Cancel

Figure 3.17 — CAN Receive Configuration

The CAN Receive configuration consists of the following parameters:

Parameter Description

ID Type The CAN ID Type, either:
e Standard — (11-bit CAN Header)
e Extended — (29-bit CAN Header)

ID Criterion The CAN ID required in a received message to be matched with this transaction.

The received CAN ID, and ID Criterion are both masked (bitwise-AND) with the
ID Mask, before making the match comparison.

This allows a range of CAN IDs to be accepted as a valid response.

ID Mask The CAN ID Mask to be used (bitwise-AND) when matching a received message.

Each bit in the mask corresponds to the same bit location in the ID Criterion
and received CAN ID, where:

Mask Bit = 0: the bit in received message CAN-ID is ignored.

Mask Bit = 1: the bit in the received message CAN-ID must equal the
corresponding bit in the ID Criterion.

For example, if:
Configured ID Criterion = 0x354
Configured ID Mask = OxFFC

Then, any message with a CAN ID of either: 0x354, 0x355, 0x356 or 0x357 will
be a match.

Tag / Description A user defined Tag or Description string for the CAN ID.

The maximum length of the string is 32 characters.
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Note: When configured as an EtherNet/IP Target, this field will be used in the
generation of the Logix tags and must therefore comply with the Logix tag
naming rules. (No extended characters or control characters etc.)

Data Match

Enables CAN Data criteria.
When enabled, not only must the CAN ID match, but also the payload data.

The received CAN data payload, and configured Data Criterion are both masked
(bitwise-AND) with the configured Data Mask, before making the match
comparison.

This allows a range of data payloads to be accepted.

Data Criterion

The required CAN data payload (masked with Data Mask) for a match.

Data Mask

The CAN payload data mask to be used (bitwise-AND) when matching a
received message.

Each bit in the mask corresponds to the same bit location in the Data Criterion
and received CAN payload data, where:

Mask Bit = 0: the bit in received message CAN payload data is ignored.

Mask Bit = 1: the bit in the received message CAN payload data must equal
the corresponding bit in the Data Criterion.

Size

The required size (in bytes) of the receive CAN packet payload. (0-8)

Data Offset

The offset in the Internal Data Space where the received CAN data will be
copied after a successful (CAN ID and Data) match.

Count Offset

The offset in the Internal Data Space where the received CAN item transaction
count will be copied. (4 bytes).

This count is incremented each time a successful (matching) CAN packet is
received.

Logix Format

The Data Type to be used for the generated Logix tags.
Only applicable when the module is configured as an EtherNet/IP Target.

Table 3.4 — CAN Receive parameters

3.5.2. CAN SEND

The CAN Send configuration is used to determine which CAN Bus packets to send and when.
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Aparian
CAN Bus
Router

A
CAN Bus l

Sensors

Figure 3.20 — CAN Send data flow

The CAN Send configuration window is opened by either double clicking on the module in the
tree, or right-clicking the module and selecting Configuration and then selecting the CAN

Send tab.

CANBRO1 - Configuration =R e =X
General CANBus CANReceive CANSend EtherMey/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced
CAN Send Items (max. of 100 items.) Recommend Offsets
ID Type CAN ID Tag / Description Size OD:;:‘ g?'i’;: Periodic In(l;r;;a\ Trigger gﬁsg;r StartUp Logix Format
» 1| Edended || 0x00000159 | ElConfig 3 8000 8008 O 3012 SINT
2 | Standard | | 0x00000160 | E2Preset 6 8016 8024 2000 O O INT  ~
3 | Extended |v| Ox1BA78006 | DashLED 8 8032 8040 O 8044 O SINT v
v 0 0 0 >
Ok Apply Cancel

Figure 3.18 — CAN Send Configuration

The CAN Send configuration consists of the following parameters:

Parameter Description

ID Type The CAN ID Type, either:
e Standard — (11-bit CAN Header)
e Extended —(29-bit CAN Header)

CAN ID The CAN ID of the transmitted CAN packet.

Tag / Description A user defined Tag or Description string for this item.

The maximum length of the string is 32 characters.
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Note: When configured as an EtherNet/IP Target, this field will be used in the
generation of the Logix tags and must therefore comply with the Logix tag
naming rules. (No extended characters or control characters etc.)

Size

The size (in bytes) of the transmitted CAN packet payload. (0-8)

Data Offset

The offset in the Internal Data Space from where the transmitted CAN data will
be copied.

Count Offset

The offset in the Internal Data Space where the CAN item transaction count will
be copied. (4 bytes).

This count is incremented each time this CAN packet is transmitted.

Periodic

Enables Periodic transmission.

When enabled, the configured CAN packet will be transmitted periodically, at
the rate specified by the Interval.

Interval (ms)

The minimum interval (milliseconds) between transmissions of this CAN packet.

Trigger

Enables Triggered transmission.

When enabled, the configured CAN packet will be transmitted each time the
trigger value (located at the Trigger Offset) changes.

Trigger Offset

The offset in the Internal Data Space where the CAN item trigger value is
located. (4 bytes).

Each time the value of the trigger changes, the CAN packet will be transmitted.

StartUp

Enables transmission on module start-up.

When enabled, the configured CAN packet will be transmitted when the
module boots-up

Logix Format

The Data Type to be used for the generated Logix tags.
Only applicable when the module is configured as an EtherNet/IP Target.

Table 3.4 — CAN Send parameters

3.6. PRIMARY INTERFACE

The CAN Bus Router module supports four different modes for the Primary Interface.

3.6.1. ETHERNET/IP TARGET

A controller (e.g. Logix controller) can own the CAN Bus Router over EtherNet/IP using up to
4 Class 1 EtherNet/IP connections when the Primary Interface is set to EtherNet/IP target.
This will allow the CAN Bus Router to exchange data with the controller using the input and
output assembly of the Class 1 EtherNet/IP connections. Data from the CAN Send and CAN
Receive maps, can be mapped to the Logix controller over EtherNet/IP.

The user will need to add the CAN Bus Router to the Logix IO tree under an EtherNet/IP bridge
(e.g. 1756-EN2TR) or Ethernet Logix controller (e.g. 1756-L85E).
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3.6.1.1. STUDIO / LOGIX 5000 CONFIGURATION
A. ADD MODULE TO ETHERNET/IP [/O CONFIGURATION

The CAN Bus Router can be easily integrated with the Allen-Bradley Logix family of controllers.
Integration with the Logix family in Studio5000 makes use of the EDS Add-On-Profile (AOP).

@ NOTE: Logix version 21 and newer supports EDS AOPs.
Before the module can be added to the tree the module’s EDS file must be registered.

Using RSLinx, the EDS file can be uploaded from the device after which the EDS Hardware
Installation tool will be invoked to complete the registration.

"Q‘ RSLinx Classic Lite - [RSWho - 1]

o= File View Communications Station DDE/OPC Security Window Help

& S8
vV Autobrowse ™ I By ﬂ Browsing - node 192.168.1.250 found

-] 192.168.1.250, PLX51-PBM, PLX51-PEM
x 192.168.1.251, Modbus Router/B, Modbus Router/B
- 192.168.1.3, Modbus Router/B, Modbus Router/B
- 192.168.1.30, MicroLogix 1400, 1766-L32BXBA B/14.00
& ).: 192.168.1.5, ControlNet Router, ControlNet Router
a3 192.168.1.6, 1756-EN2TR, 1756-EN2TR/B
[+ ﬂ 192.168.1.7, 1756-EN2ZTR, 1756-EN2TR/C
S | 192.168.1.70, CANbus Router/B, CANbDus Fautiast
w1 192.168.1.8, 1756-EN2TR, 1756-EN2TR/C
-4 192.168.1.80, FF Link/B, FF Link/8

) 192.162.1.85, Modbus Router/B, Modbus R
-3 192.168.1.89, 1794-AENT FLEX I/O Ethernet
a3 192.168.1.9, 1756-EN2TR, 1756-EN2TR/B Upload EDS file from device
-~ 192.169.1.118, Modbus Router/B, Modbus

Remove

Driver Diagnostics

Configure Driver

Security...

Device Properties

For Help, press F1 o
Module Statistics

Module Configuration

Figure 3.19 — EDS file upload from CAN Bus Router

Alternatively, the EDS file can be downloaded from the product web page at
www.aparian.com and registered manually using the EDS Hardware Installation Tool
shortcut under the Tools menu in Studio 5000.
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Logix Designer - CANBus in CANBus01_V34.ACD [1756-L75 34.11]*
DM & X0 A '9("| v[% % o8B e

File Edit View Search Logic Communications | Tools | Window Help

RUM . g - Options...
oK I Path: AB_ETHIP-11192.168. ) 2
Security »
: Energy Storage i
i B0 Offline - | B Ga Documentation Languages...
Controller Organizer v I X
Import »
=)
g = Export »
4 =l Controller CANBus —
< Controller Tags «#l EDS Hardware Installation Tool I]
Controller Fault Handler Motiaon »

Power-Up Handler . .
Monitor Equipment Phases

b i Tasks
b Motion Groups Plug-In Manager...
b Assets
e Logical Model Custom Toals...
- b /0 Configuration ComtralFLASH

Figure 3.20 - EDS Hardware Installation Utility

After the EDS file has been registered, the module can be added to the Logix |0 tree in Studio
5000. Under a suitable Ethernet bridge module in the tree, select the Ethernet network, right-
click and select the New Module option.

Controller Organizer v+ o X

S =

(0]

Controller CANBus
Tasks
Motion Groups
Assets
e Logical Model
4 /O Configuration
4 B9 1756 Backplane, 1756-A13
[@[0] 1756-L75 CANBus
4 f [1] 1756-EN2TR Eth

- v v v

ﬂ New Module...

Import Module...
Discover Modules...

Paste Ctrl+
Print »

Figure 3.21 — Adding a module

The module selection dialog will open. To find the module more easily, use the Vendor filter
to select only the Aparian modules as shown in the figure below.
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ect Module Type

Catalog Module Discovery Favorites

[aparian Clear Filters Hide Filters
Module Type Category Filters ~ || Module Type Vendor Filters ~
20-Comm-ER Advanced Energy Industries, Inc

aqy
Analog [v| Aparian Inc.
CIP Motion Safety Track Section v Bray International. Inc v
< > < >

Description

Vendor

A-CANOR/B CAMNopen Router/B Aparian Inc. Communicati
A-CMNR ControlMNet Router Aparian Inc Communicati
A-DNR/B DeviceMNet Router/B Aparian Inc. Communicati
A-DVS DV Scanner Aparian Inc Communicati
A-FFL/B FF Link/B Aparian Inc. Communicati
A-180S i90 Scanner Aparian Inc Communicati
AAP.HART- IP Point HART In Aparian Inc. Communicati
< >
13 of 813 Module Types Found Add to Favorites
[]Close on Create Create Close Help

Figure 3.22 — Selecting the module

Locate and select the CAN Bus Router module and select the Create option. The module
configuration dialog will open, where the user must specify the Name and IP address as a
minimum to complete the instantiation.

Ol New Module

- General®

.- Connection

- Module Info

- Internet Protocol
‘.. Port Configuration

Status: Creating

General
Type: A-CANBR/B CAMNbus Router/B
Vendor. Aparian Inc
Parent: Eth
Name: CANBRO1 ‘ Ethemet Address
@ Privale Network:  192.168.1.[ 702
Description -
OPaddiess. [ |
()Host Name:
Madule Definition
Revision: 1.001
Electronic Keying: Compatible Module
Connections: 1/ Connection
Change ...
Cancel Help

Figure 3.23 —

Module instantiation
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The CAN Bus Router supports up to 4 class 1 EtherNet/IP connections. The user will need to
ensure that the number of connections configured in the General tab of the module
configuration (Slate) matches the selected connection count in Logix (Studio 5000).

[® New Module

General* General
-- Connection
-~ Module Info Type: A-CANBR/B CANbus Router/B
- Internet Protocol
- Port Configuration Vendor. Aparian Inc.
Parent: Eth
Name CANBRO1 | Ethernet Address
(@ Private Network:  192.168.1. -7121 =
Description -
() Host Name:
Module Definition
Revision: 1.001
Electronic Keying Compatible Module
Connections: /O Connection
Status: Creating Cancel Help

Figure 3.24 — Change number of |0 Connections

Next the user will need to select the number of connections required.

N Module Definition

. -
Revision: 1 ~ ,

Electronic Keying: Compatible Module ~
Connections:
Name Size Tag Suffix
. Input: 500 CANBus01:11
o c 1 SINT 1
onnection Output 496 CANBUs01-01
~

/O Connection 3
I/0 Connection 4

Figure 3.25 — Selection of 10 Connections

Now the CAN Bus Router module will be in the Logix 10 tree.
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Controller CANBus
Tasks
Motion Groups
Assets
e Logical Model
4 =l|/O Configuration
4 B9 1756 Backplane, 1756-A13
[ [0] 1756-L75 CANBus
4 f [1] 1756-EN2TR Eth
4 35 Ethernet
8 1756-EN2TR Eth

~ A-CANBR/B CANBRO1

v v v v

Figure 3.26 — Logix 10 tree

The Module Defined Data Types will automatically be created during the instantiation
process. These module defined tags will need to be copied to and from meaningful structures.

B. LOGIX MAPPING

Slate will generate the required UDTs and Routines (based on the Internal Map) to map the
required CAN Send and Receive items. The user will need to select the Recommend button in
the Internal Mapping to auto populate the Internal Mapping which can then be used to
generate the L5X file for Logix mapping, routines, and UDTs

CANBRO1 - Configuration E@

General CANBus CANReceive CANSend EtherNet/lP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced

kol Mep (max. o 300 fms.)

Source Source  SourceBit .o Destination Destination  Destination Destination . Copy
Sub-Tag Offset Offset estination Type Instance Sub-Tag Offset Bit Offset oun Function

" ~ ~ ~

Source Type Source Instance Reformat

Figure 3.27 — Internal Mapping Recommend

S CAN Bus Auto-Map Options

Auto-Map Options

System Status

Modbus HR Start 7000

cors

Figure 3.28 — Auto-Map Options popup
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|
CANBRO1 - Configuration = x|
General CANBus CANReceive CANSend EtherNeylP Devices EtherNeylPMap Modbus Modbus AuiiaryMap InfemalMap Constants Advanced
Internal Map (max_ of 300 items )
Source Type  Source Instance SSU"b‘f'TC; S&"‘;f S°{‘;f’f;|5" Destination Type P‘"slance r‘SuIrTag b gl PB\( reion  Count  Copy Function Reformat

b1 |system - Stas |~ 0 EIP Targst | |Connection0 v 0 48 |BytetoByte | |Nome v
2 Internal v | naTempentaure Data 4000 EIP Target v Connection0 v 48 2 |BywetoBye v Nome -
3 |Internal | n4Tempenaure Count 4008 EIP Target Connection0 52 4 |ByetoBye  None ~
4 Internal v|  NaPressure Data 4012 EP Targst v | C 0 v 56 4 |BytetoByle ~ None ~
5 |Internal «|  MaPressure Count 4020 EIP Targst | Connection0 v 60 4 [BytetoByte |~ |None v
6 |Internal v|  Dashkeys Deta 4024 EIP Target v Connection0 v 64 5  |ByetoByte v None ~
7 |internal v| " Dashkeys Count 4032 EP Target v Connection0 72 4 |ByetoByle v None ~
g [EPTargst |~ Comnection0 |~ 0 Internal ~|  Econfig Data 8000 3 |BytetoByte |~ |Nome v
9 [EPTarget |~ Connection0 |~ 4 Internal <] Eiconfig Trigger 8012 4 |ByretoByte ~ None <
10 |Internal ~|  E1confg Count 8008 EIP Target Connection0 7 4 |ByetoBye ~ None ~
11 |EPTargst |~ | Connection0 |~ ] Internal v|  Eopreset Data 8016 8  ByletoByte - Nome ~
12 |Internal “|  EzPreset Count 8024 EIP Targst Connection0 v 80 4 [BytetoByte |~ |None v
13 |EPTarget | Connection0 | v 16 Internal v|  pashep Data 8032 5  ByetoByte v Nome -
14 |EIP Target ~ | Connection 0 |v 24 Internal . DashLED Trigger 8044 4 Byte to Byte  ~ |None -
15 |Internal ~|  DashLED Count 8040 EP Target v | C 0 v 84 4 |BytetoByle ~ None ~

. - - -

| ok | | Ay || cance

Figure 3.29 — Internal Mapping Auto Populated

The user can then generate the required Logix and UDTs by right-clicking on the module in
Slate and selecting the Generate Logix L5X option.

Slate - CAN Bus Demo

File Device Tools Window Help

AN XE O+ DAL

Project Explorer

. Configuration
= (Connection Path

dF Go Online

¥ Download

4 Upload

Verify Configuration
ol Copy

[+ Export

K Delete

|l# Generate Logix L5X

[+ Export Modbus Summary CSV

[+ Export Modbus Expanded CSV
T

Figure 3.30 — Selecting Generate Logix L5X

The user will then be prompted to select a suitable file name and path for the L5X file.
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S Select a Logix XML Import/Export File

“— v 4 > ThisPC > OS(C) » Temp > Aparian ~ | | Search Aparian P
Organize ~ New folder = -

Name Date modified Type Size
3 Quick access

. Na items match your search.
@ Aparian

@ OneDrive - Personal

= This PC
e 17 (D)
¥ Network
< >
File name: | CANBRO1.L5X v
Save as type: |Logix XML File (*L5X) ~

~ Hide Folders Cancel

Figure 3.31 — Selecting the Logix L5X file name

This L5X file can now be imported into the Studio 5000 project by right-clicking on a suitable
Program and selecting Add, and then Import Routine.

Controller Organizer v I X

a s

b Controller CANBus
4 | Tasks
4 3 MainTask

Add | » 0@ New Routine.. .
<7 Param
D MainR 3 Cut Ctri+X | <’ New Local Tag.. Ctri+W
Unscheduled| [J] copy Ctrl+C New Parameter...
b Motion Groups Paste CirlsV | I
b Assets Import Routine...
Delete Delete

' Logical Model
4 .1/0 Configuratio Verify
4831756 Backpls

Cross Reference Ctrl+E
@ [0] 1756-1
4 f 111 1756-1 Browse Logic.. Ctrl+L
4 35 Ethern Find in Logical Organizer
g7
[ Online Edits »
Print »

Export Program...

Properties Alt+Enter

Figure 3.32 — Importing the L5X file into Studio 5000

In the file open dialog select the previously created L5X file and accept the import by pressing
Ok.

The import will create the following:
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e Mapping Routine
e Multiple UDT (User-Defined Data Types)
e Multiple Controller Tags

Since the imported mapping routine is not a Main Routine, it will need to be called from the
current Main Routine.

JSR
Routine Name CANBRO1Map

Figure 3.33 — Calling the mapping routine

b % Controller CANBus
4 = Tasks
4 3% MainTask
4 5 MainProgram
<) Parameters and Local Tags
B MainRoutine
| = CANBRO1Map |
Unscheduled
b i Motion Groups
4 ] Assets
Add-On Instructions
4 | Data Types
4 g User-Defined
it CANBusExplicitRequest
i CANBusExplicitResponse
i CANBusSystemStatus
s Strings
= Add-On-Defined
P 1w Predefined
P Im Module-Defined
Trends

Figure 3.34 — Imported Logix Objects

A number of CAN Bus Router specific (UDT) tags are created. The System tag displays the
status and diagnostics information of the CAN Bus Router.
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Name =z|« Style Data Type Description
4 CANBO1System CANBusSystemStatus

CANBO1System.ConfigValid Decimal BOOL Configuration Valid
CANBO1System.EIPOriginatorCommsOk Decimal BOOL EtherNet/IP Originator 0=Fail, 1=0k
CANBO1System.ModbusOnline Decimal BOOL 0=0ffline, 1=0nline
CANBO1System.EIPOwned Decimal BOOL EtherNet/IP Target: 0=Not-Owned, 1=0wned
CANBO1System.PowerMainConnector Decimal BOOL Main Power: 0=0ff 1=0n
CANBO1System.PowerCANConnector Decimal BOOL CAN Power. 0=0ff 1=0n
CANBO1System.ControllerRun Decimal BOOL Controller Mode: 0=Program, 1=Run
CANBO1System.NTPOk Decimal BOOL NTP Status: 0=Fail, 1=0k
CANBO1System.CANBusOk Decimal BOOL CAN Bus Status: O=Fail, 1=0k

b CANBO1System.ConfigCRC Hex INT Configuration Checksum

b CANBO1System.TransactionRate Decimal INT Transactions per second

> CANBO1System.CANBaud Decimal SINT Current CAN Baud: 0=10k, 1=20k, 2=50k, 3=125k, 4=250k, 5=500k, 6=800k, 7...
CANBO1System.Temperature Float REAL Module Temperature (deg C)

b CANBO1System.CANRxPacketCount Decimal DINT CAN Rx Packet Count

» CANBO1System.CANTxPacketCount Decimal DINT CAN Tx Packet Count

b CANBO1System.CANCRCErrors Decimal DINT CAN CRC Errors

b CANBO1System.CANBiItErrors Decimal DINT CAN Bit Errors

b CANBO1System.CANStuffErrors Decimal DINT CAN Stuff Errars

> CANBO1System.CANBusOffCount Decimal DINT CAN Bus-Off Events

b CANBO1System.CANAckErrors Decimal DINT CAN Acknowledgment Errors

Figure 3.35 — System Status tag

For each CAN Receive item, there are two tags created. One for the received CAN Data, and
one for the item Count.

The data type of the Data tag is as per the item’s configured Logix Format.

The Count (DINT) is incremented each time the configured CAN item is received.

Name =z|« Value « Style Data Type
b CANBRO1DashKeys_Count 2134 Decimal DINT
4 CANBRO1DashKeys_Data {..} Decimal SINT[8]

b CAMBRO1DashKeys_Data[0] 0 Decimal SINT

¥ CAMBRO1DashKeys_Data[1] 0 Decimal SINT

b CAMBRO1DashKeys_Data[2] 0 Decimal SINT

¥ CAMBRO1DashKeys_Data[3] 0 Decimal SINT

b CAMBRO1DashKeys_Data[4] 0 Decimal SINT

b CAMBRO1DashKeys_Data[5] 0 Decimal SINT

¥ CAMBRO1DashKeys_Data[b] 0 Decimal SINT

b CAMBRO1DashKeys_Data[7] 0 Decimal SINT

Figure 3.36 — CAN Receive specific tags

For each CAN Send item, there are two or three tags created. One for the transmitted CAN
Data, one for the item Count, and if enabled, one for the Trigger.

The data type of the Data tag is as per the item’s configured Logix Format.
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The Count (DINT) is incremented each time the configured CAN item is transmitted.

The Trigger (DINT) can be used to manually trigger the CAN item transmission. Any change to
this value will trigger a transmission.

Name =z|« Value « Style Data Type
» CANBRO1DashLED_Count 423 Decimal DINT
4 CANBRO1DashLED_Data {..} Decimal SINT[8]

» CANBRO1DashLED_Data[0] 0 Decimal SINT

» CANBRO1DashLED_Data[1] 0 Decimal SINT

» CANBRO1DashLED_Data[2] 0 Decimal SINT

» CANBRO1DashLED_Data[3] 0 Decimal SINT

» CANBRO1DashLED_Data[4] 0 Decimal SINT

» CANBRO1DashLED_Data[5] 0 Decimal SINT

» CANBRO1DashLED_Data[6] 0 Decimal SINT

» CANBRO1DashLED_Data[7] 0 Decimal SINT
¥ CAMBRO1DashLED Trigger 10 Decimal DINT

Figure 3.37 — CAN Send specific tags

3.6.1.2. INTERNAL DATA SPACE MAPPING

When the module is operating as an EtherNet/IP Target, the data from the originator device
(e.g. Logix Controller) can be mapped to the CAN Bus interface using the Internal Map. The
Internal Map configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Internal Map
tab.

A. IDS COPY — ETHERNET/IP TARGET SOURCE

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) to the CAN Bus interface, the source type needs to be EIP Target.

Intemnal Map (mex. of 300 items ) Recommend

Source Type Source Instance Source Source  Source Bt [ Destination Destination ~ Destination Destination
ype Sub-Tag Offset Offset yp Instance Sub-Tag Offset Bit Offset

b v ~ v

[EP Target |
EIP Originator

MB Register

System

Count  Copy Function Reformat

Figure 3.38 — IDS Copy — EtherNet/IP Target Source Type

The source instance will be the connection number, which can be connection 0 to 3, based on
the number of connections configured. The Source Offset is the offset in the EtherNet/IP
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output assembly from where the data must be copied. The Count is the number of bytes that
will be copied.

See the Internal Data Space Mapping section for more information regarding the operation.

B. IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data from the CAN Bus interface to the EtherNet/IP Target input assembly, the
destination type needs to be EIP Target.

Internal Map (mex. of 300 items ) Recommend

Source Type  SourceInstance ~ ooWres  Soures S %on  count | Copy Function Reformat

1 |EIP Target «|Connection0 |~ 0 8000 3 Byte toByte | v |None ~

0 48  |BytetoByte | |None ~

v

» 2 System v Status v 0

v

Figure 3.39 — IDS Copy — EtherNet/IP Target Destination Type

The destination instance will be the connection number, which can be connection 0 to 3,
based on the number of connections configured. The Destination Offset is the offset of the
EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytes that will be copied.

3.6.2. MODBUS SERVER AND CLIENT

3.6.2.1. MODBUS SERVER

The CAN Bus Router can operate as a Modbus Server for Modbus TCP, RTU232, and RTU485
simultaneously. A Modbus Client can read and write to the full Modbus Register range in the
CAN Bus Router.

3.6.2.2. MODBUS CLIENT

The CAN Bus Router can operate as a Modbus Client for Modbus TCP, RTU232, and RTU485
simultaneously. In addition to the relevant Modbus Parameters shown below, the user will
also need to configure the Modbus Auxiliary Map. This map will allow the user to configure
various read and write functions to external Modbus Registers, to and from the internal
Modbus registers.

3.6.2.3. MODBUS CONFIGURATION

For both Modbus Server and Modbus Client, the user will need to configure the relevant
Modbus Parameters as shown below.
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The Modbus configuration window is opened by either double clicking on the module in the
tree or right-clicking the module and selecting Configuration and selecting the Modbus tab.

CANBRO1 - Configuration = oE
General CANBus CANReceive CANSend EtherNetIP Devices EtherNet/lP Map Modbus Modbus Auxiliary Map Internal Map Constants  Advanced
Modbus Settings RS232 Port
Local Node 1 ~ BAUD Rate 19200 ~ | (kbit's)
TCP Port (0 implies default port 502) Parity None v
Update Rate 1000 (ms)
Retry Limit RS485 Part
19200
Response Timeout 1000 (ms) BAUD Rate | (kbit's)
Parity None ~
Inactivity Timeout 1000 (ms)
Base Offset Type Modbus (Base 0) ~ Terminate RS485

Ok Apply Cancel

Figure 3.40 — Modbus Configuration

The Modbus Communication configuration consists of the following parameters:

Parameter Description
Local Node The Modbus Node address assigned to the CAN Bus Router.
TCP Port The TCP port to be used for the Modbus communication. By default, the

module will use the standard TCP port 502.

Update Rate The period (in milliseconds) between Client requests to the target Modbus
device.

(Modbus Client mode only)

Retry Limit The number of successive Modbus request retries before the request is set to
have failed.

(Modbus Client mode only)

Response Timeout The time (in milliseconds) the module will wait for a valid Modbus response.

(Modbus Client mode only)

Inactivity Timeout The amount of time during which no Modbus requests have been received
before the CAN Bus Router indicates that the connection to the Modbus Client
is no longer active.

(Modbus Server mode only)

Base Offset Type Modbus (Base 0)
Conventional Modbus addressing where the first address is 0.

PLC (Base 1)
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PLC addressing, where the first address is 1.
RS232 Port
BAUD Rate The RS232 serial port’s BAUD rate. (Modbus RTU232)
Parity The RS232 serial port’s Parity configuration. (Modbus RTU232)
RS485 Port
BAUD Rate The RS485 serial port’s BAUD rate. (Modbus RTU485)
Parity The RS485 serial port’s Parity configuration. (Modbus RTU485)
Terminate RS485 Enables the on-board 125Q RS485 terminating resistor.

Table 3.3 — Modbus parameters

The Modbus Node Number will need to be configured in the parameters above to allow a
Modbus Client to access the CAN Bus Router as a Modbus Server device.

3.6.2.4. INTERNAL DATA SPACE MAPPING

When the module is operating as a Modbus Server, the data from the Modbus Registers (used
to exchange data with the Modbus Client) can be mapped to the CAN Bus interface using the
Internal Map. The Internal Map configuration window is opened by either double clicking on
the module in the tree or right-clicking the module and selecting Configuration and selecting
the Internal Map tab.

NOTE: The user can select the Recommend button in the Internal Map to auto
map the CAN Bus status and data to recommended Modbus Registers.
CANBRO1 - Configuration =N =R
General CANBus CANReceive CANSend EtherNeyIP Devices EtherNeyIP Map Modbus Medbus Auxiliary Map IntemalMap  Constants Advanced
Internal Map (max. of 300 items.)
SourceType  Souwcemnsmnce  SOUE  SOUICe  SOUEON gy, Desineton  Destnaton  Destnaton DeStnalon o Gopyrumcion  Astomat

Figure 3.41 — Modbus Server — Internal Mapping Recommend
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CANBRO1 - Configuration =R ECE X
General CANBus CANReceive CANSend EtherNeyIP Devices EtherNeylP Map Modbus Modbus Auxiliary Map Internal Map  Constants Advanced
iternal Mp (. of 300 oms )
Source Type Source Instance Ssuiﬂ’rcjg SS’;;: S”Ou;f;j" Destination Type D;‘j’;:s:'" D;‘j::?;‘:” DE‘;‘,"”:E';”” DBT‘[‘)”:S";” Count Copy Function Reformat
» 1 |System v Status v 0 ME Register  ~ |HR ~ 7000 48 BytetoByte |~ None v
2 |Internal v | N4Tempertaure ata 4000 MB Register ™ |HR ~ 7024 2 Byte to Byte ~ |None v
3 Internal b 4008 MB Register ~ HR ~ 7025 4 Byte to Byte ~ | None b
4 Internal e 4012 MB Register ~ HR v 7027 4 Byte to Byte ~ |None e
5 Internal o 4020 MB Register ~ HR ~ 7029 4 Byte to Byte: ~ | None ~
6 Internal b 4024 MB Register ~ HR ~ 7031 8 Byte to Byte ~ | None b
7 |Internal v 4032 MB Register ~ HR v 7035 4 Byte to Byte ~ |None v
8 MB Register ~ HR ~ 7037 Internal . Data 8000 3 Byte to Byte: ~ | None ~
9 |MBRegister v HR ~ 7039 Internal ~ Config Trigge 8012 4 Byte to Byte ~ |None v
10 |Internal v ElConfig Count 8008 ME Register |HR ~ 7041 4 BytetoByte | - None v
11 |MB Register ~ HR ~ 7043 Internal . E2Preset Data 8016 6 Byte to Byte: ~ | None ~
12 |Internal b E2Prese Count 8024 MB Register ~ HR ~ 7046 4 Byte to Byte ~ | None v
13 | MB Register v [HR v 7048 Internal v DashLED Data 8032 8 Byte to Byte ~ |None v
14 |MBRegister v |HR ~ 7052 Internal ~ DashLED Trigge 8044 4 Byte to Byte ~ | None v
15 |Internal A DashLED Count 8040 MB Register ~ HR ~ 7054 4 Byte to Byte ~ | None v
Ok Apply Cancel
Figure 3.42 — Modbus Server — Internal Mapping Updated
When copying Modbus data the source type needs to be MB Register.
Internal Map (max_ of 300 items ) Recommend
SowcaType  Sowcenswnce OGS Soute  SoWoBl oy, Desiaon  Desineion  Destoaton DesbAlOn oy copgFuncion | Reformal
Internal
EIP Target
EIP Originator
MB Register
Figure 3.43 — IDS Copy - Modbus Source Type
The source instance will be the Modbus register type required.
Internal Map {max. of 300 items_) Recommend
SowcoType  Sourcastance STt Sowee  SoweoBl gy qype  Destiaton  Destnalon  Dastnaton Deslialon Gouw  GopyFuncion | Refomat
» 1 |MBRegister v [HR ~ 0 ~ 0 1 Byte to Byte ~ | None ~
+ [CS ~ w
IS
IR
R

Figure 3.44 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

B. IDS COPY— MODBUS DESTINATION

When copying data to a Modbus Register, the destination type needs to be MB Register.
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Internal Map (max. of 300 items ) Recommend
Source Source Source Bit Destination Destination Destination Destination
Source Type  Sourcelnstance g M et Offeet | Destination Type etonce Sub-Tag offoot | BrOfset Count Copy Function Reformat
1 |MBRegister - |HR - 7037 Internal ~ E1Config Data 8000 3 BytetoByte - |None -
» 2 |System ~ Status - 0 ~ 0 48 |ByletoByte  |None -
. ™ Intemal =

Figure 3.45 — IDS Copy - Modbus Destination Type

The destination instance will be the Modbus register type required.

Internal Map (max. of 300 items.) Recommend
Source Source  Source Bit Destination Destination ~ Destination Destination
Source Type Source Instance Sub-Tag Offoct Offewt  Destination Type tonce SubTag Offast Bt Offsst Count Copy Function Reformat
1 |MBRegister v |HR ~ 7037 Internal ~ E1Config Data 8000 3 BytetoByle  ~ |None ~
» 2 |System v Status ~ 0 MB Register  ~ [CS N 0 48 |BytetoByte v |None ~
. v ~ |CS ~
Is
[&]

Figure 3.46 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.

3.6.2.5. MODBUS AUXILIARY MAP

The Modbus Auxiliary Map configuration is shown in the figure below. The Modbus
configuration is only applicable when the module has a Modbus Client operating interface.
Up to 100 mapping items can be configured. Within the 100 mapping items, a maximum of
20 Modbus TCP Server devices can be configured.

The Modbus Auxiliary Map will be executed in a sequential manner and a mapped item will
be executed at the configured Update Rate in the Modbus parameters. That is, the Update
Rate is the time (milliseconds) between two successive mapped item executions.

The Modbus Auxiliary Map configuration window is opened by either double clicking on the
module in the tree or by right-clicking the module and selecting Configuration.

CANBRO1 - Configuration E@

General CANBus CANReceive CANSend EtherNet/|P Devices EtherNet/IP Map Modbus Modbus Awdliary Map Intemal Map Constants Advanced

Modbus Auxiliary Map (max. of 100 items.)

Port Modbus Function Register Type Local Reg. Count Remote Reg. IP Address Node Reformat
[ | RS232 ~ Read ~ HR ~ 1000 10 1000 5 None
2 TCP ~ Write ~ HR ~ 2000 5 2000 192.168.1.200 6 None ~
. v ~

Figure 3.47 — Modbus Auxiliary Map Configuration

Document No. D165-007 Page 48 of 139
Revision 1.3



Setup

The Modbus Auxiliary Map configuration consists of the following parameters:

Parameter Description

Port The external port to be used:
TCP — Modbus TCP (Ethernet)
RS232 — Modbus RTU232
RS485 — Modbus RTU485

Modbus Function This is the Modbus function that is sent to the Modbus Server.
Read — Read a Modbus Register (e.g. HR, IR, CS, or IS) from a Modbus Server.
Write — Write a Modbus Register (e.g. HR or CS) to a Modbus Server.

Register Type Modbus Register Type:
CS — Coil Status

IS — Input Status

IR — Input Register

HR — Holding Register

Local Reg. The local (internal) CAN Bus Router Modbus register address.

Count The number of Modbus elements to read or write.

Remote Reg. The remote Server Modbus address register.

IP Address The IP address of the remote Modbus Server.

Node The Modbus Node address of the remote Modbus Server.

Reformat Used to specify how the data is formatted before writing to, or after reading

from, the Modbus Server.

None — No reformatting applied. (AA BB CC DD).
BB AA — 16bit Byte swap

BB AA DD CC — 32bit Byte Pair Swap

CC DD AA BB — Word Swap

DD CC BB AA — Word and Byte Pair Swap

Table 3.4 — Modbus Auxiliary Map parameters

3.6.3. ETHERNET/IP ORIGINATOR

The CAN Bus Router can operate as a EtherNet/IP connection originator for cyclic (Class 1) or
explicit (Class 3 or UCMM) data exchange. The explicit messaging can be configured in the
EtherNet/IP Devices and EtherNet/IP Map in the Master configuration while the cyclic class 1
connections are added to the EtherNet/IP Connections node under the module in the Slate
project tree.
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3.6.3.1. ETHERNET/IP CLASS 1 DEVICE CONNECTIONS

The CAN Bus Router can establish up to 10 cyclic Class 1 EtherNet/IP connections to
EtherNet/IP devices. This can be done by either manually entering the connection data into
the Connection Parameter window, or by importing the configuration from one or more of
the following sources:

e Online Logix Controller
e Logix Controller L5X
e EDSFile

e Connection Library

A. MANUAL CONFIGURATION

A class 1 connection can be added to the EtherNet/IP Connections tree by right-clicking on the
tree in Slate and selecting Add EtherNet/IP Connection.

S Aparian-Slate - CAN Bus Demo*

File Device Tools Window Help
wl Y R %

Project Explorer

(=& CAN Bus Demo
=- 1 CANBRO1 (CANBus Router/B)

- # Configuration

&Y EtherMNet/IP Connection=
[+ Add EtherNet/IP Connection |

Figure 3.48 — Adding EtherNet/IP Class 1 Connection

Next the user will need to enter the connection parameters for the Class 1 connection.

MyMadule - Class 1 Connection - () EI@
-+] Import [+ Export  Tools
Connection Name l:l Communication Status Offset 0 Interface Fail Action Continue ~
Connection Details
General Electronic Keying Advanced
Path ] Keying Disabled  ~ Tick Time 2ms v
RPI 100 (ms) Vendor ID 0 Time-Out Ticks 156
Instance Size (bytes) Device Type 0 Time-Out Multiplier x4 w
mput(t=>0) [0 | [ o | Product Code 0 Time-Out 4992 ms
Output (0=>T) III lIl Major Revision 0 Transport Trigger Direction | Server e
Configuration II' lIl Minor Revision 0
Configuration
Ok Apply Cancel

Figure 3.49 — EtherNet/IP Class 1 Connection Parameters
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A\

NOTE: It is recommended that the user not change the values in the Advanced
frame of the connection parameters.

Parameter

Description

Connection Name

The instance name given to the Class 1 Connection.

Interface Fail Action

When the CAN Bus communication has failed, the EtherNet/IP 10 can be
configured to either keep the connection running as is, change the connection
status to program mode, or force the connection offline. This will allow the
EtherNet/IP device to go into a pre-determined state when the CAN Bus
communication fails.

General

Path

The path to the target device.

If the device is an Ethernet device, then this will just be the IP address of the
module.

If the device is, for example, a module in a backplane or via an adapter, then
the user will need to enter the IP address of the bridge or adapter followed
by the backplane port (for example 1) and the slot number of the device. Each
item is separated by a comma.

As an example, to connect to an Allen-Bradley Flex module (via the Flex
Adapter at IP address 192.168.1.100) that is in slot 2 of the Flex backplane,
the user will need to enter the following path: 192.168.1.100,1,2 (IP address,
port (backplane), slot).

RPI

The requested packet interval (RPI) is the rate in milliseconds at which the
data will be sent from the originator to the target and vice versa.

Input (T=>0) — Instance

The instance of the input assembly.

Input (T=>0) — Size (bytes)

The size in bytes of the input assembly.

Output (O=>T) — Instance

The instance of the output assembly.

Output (O=>T) — Size (bytes)

The size in bytes of the output assembly.

Configuration — Instance

The instance of the configuration assembly.

Configuration — Size (bytes)

The size in bytes of the configuration assembly.

NOTE: This is a read-only value and will be equal to the number of bytes
entered into the configuration window below.

Electronic Keying

Keying

Electronic Keying can be used to ensure that the target device is the correct
device type.

Disabled

Keying is not enabled, and no key information will be sent in the connection
establishment.

Compatible
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Keying has been enabled with compatibility enabled. This will allow devices
with older firmware to also establish a connection.

Exact

Keying has been enabled and the exact device with specific firmware revision
will allow the establishment of the connection.

Vendor ID

The Vendor ID of the target device.

Device Type

The Device Type of the target device.

Product Code

The Product Code of the target device.

Major Revision

The Major Revision of the target device.

Minor Revision

The Minor Revision of the target device.

Advanced (Note: Changing these values is not recommended)

Tick Time

For unconnected messages, this is the time for each tick to calculate the
unconnected Time-Out time.

Time-Out Ticks

The number of ticks before the unconnected message is set for timeout.

Time-Out Multiplier

This is the multiplier of the RPI to define the connection timeout time.

Time-Out

The unconnected message timeout time (read-only)

Transport Trigger Direction

The Transport Trigger direction; Server or Client.

Configuration

Data

The configuration data that is sent with the forward open connection
establishment. The data will need to be entered as a space-delimited,
hexadecimal string. For example: 0A 0D 12 EE

The configuration size will increase by one each time a byte is added to the
configuration.

Table 3.5 — EtherNet/IP Class 1 Connection Parameters

B. IMPORT FROM ONLINE CONTROLLER

Here the EtherNet/IP connection parameters are imported directly from an online Logix

controller.

PREPARATION

Before the connection information can be imported, some preparation is required using
Studio5000 and a Logix controller:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.

2. Download the project to a Logix controller.

Document No. D165-007
Revision 1.3

Page 52 of 139



Setup

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.

NOTE: Some versions Logix (V32+) do not support the reading of the module’s
configuration. Where possible use an earlier version (e.g. V24).

NOTE: It is possible that not all the connection information will be imported as
it may not be available due to the type of device and Logix version.

> B B

IMPORT CONNECTION PARAMETERS

The connection parameters can be imported from the Logix controller by selecting the Import
from Online Controller option located under the Import menu of the Class 1 Connection form.

A MyModule - Class 1 Connection - ()
+] Import | [+ Export  Tools
Import from Online Controller I
Import Controller L5X

eos  |mport EDS File

| S |==

=

Import Connection Library

Figure 3.50 — Import from Online Controller

The Import Connection Parameters form will open.

B Import Connection Parameters — | re

Controller

| Controller Path ‘I I:l Refresh Controller

Select Configuration Ta
g 9 Target Browser - O ®

Tag Name Tag Type +¥. O D

=2 ﬁ 192.168.1.6: 1756-EN2TR/B
I 00: 1756-L62/B LOGIX5562

01:1756-EN2TR/B

04 : 1756-L75/B LOGIX5575|

05: 1756-L85E/B

Select Connection

- ﬁ 02:1756-CNBJE 11.003

Device Product 0->T O->T
Vendar RPI (ms) Instance Size H

Type Code 192.168.1.7: 1756-EN2TR/C

192.168.1.89 : 1794-AENT/B

Figure 3.51 — Import Connection Parameters — Controller Path
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Enter the path to the Logix controller. This can be either entered manually, or the Browse
button “...”, can be selected to launch the Target Browser, where the Logix controller can be
selected.

Once the Logix controller path has been selected, all the device configuration tags and device
connections will be read from the controller and displayed in the Configuration Tag grid and
Connection grid respectively.

Import Connection Parameters - O e
Controller
Controller Path 192.168.16.1.4 Refresh Controller
Select Configuration Tag
Tag Name Tag Type Length
1 FlexACN:1:C AB:1794_DO8&:C:0 36
2 FlexACN:0:C AB:1794_1B16:C:0 34
v 3 FlexEth:0.C AB:1794_IB16:C:0
Select Connection
Device Product O-=T O->T T-=0 T-=0
Vendor Type Code RPI (ms) Instance Size Instance Size Path
1 1 7 37 50 1 2 2 6 1,72,3.1.1
2 1 12 36 100 1 16 2 20 1723
4 1 7 34 50 B 0 2 8 172310
Ok Cancel

Figure 3.52 — Import Connection Parameters — Select Connection

In order to import all the necessary connection information, the user will need to select both
the appropriate Configuration Tag, and the matching Connection.

The new connection’s configuration data is derived from the selected Configuration Tag,
when the new connection’s parameters are derived from the selected Connection.

Once the appropriate selections have been made, press Ok. The imported data will be
populated into the Connection form.

The user can then modify the Connection Name, Path and RPI as required.

C. IMPORT FROM CONTROLLER L5X FILE

Here the EtherNet/IP connection parameters are imported from a Logix controller’s L5X file.
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PREPARATION

Before the connection information can be imported some preparation is required using
Studio5000:

1. In Studio5000 create a new project and add the required EtherNet/IP device in the 10 tree. If
the device’s profile supports configuration, then configure the device as required.

2. Save the Studio5000 project as an L5X file.

NOTE: When instantiating modules in Studio5000 do not make use of the
“Rack Optimization” communication format.

NOTE: It is possible that not all the connection information will be imported as
it may not be available in the L5X file due to the type of device and Logix
version.

IMPORT L5X FILE

The connection parameters can be imported from the L5X file by selecting the Import
Controller L5X option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - ()
-+] Import | [+ Export  Tools
Import from Online Controller
Import Controller L5X
Import EDS File

Import Connection Library

9 5| ==

Figure 3.53 — Import from Controller L5X

The Import Connection Parameters form will open.

S Import L5X Device Configuration

Logix Designer L5X File

L5X File ‘ E Refresh Configuration

Select Module

Name Catalog Vendor Device Type Product Code ConfigSize

Figure 3.54 — Import L5X Device Configuration — Select L5X

o 4

Click on the Browse (“...”) button to select the previously generated L5X file.
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The modules found in the selected L5X file will then be displayed in the Module List.

5 Import L5X Device Configuration

Logix Designer L5X File
L5X File |C \Temp\Connection Import Example L5X Refresh Configuration
Select Module
Name Catalog Wendor Device Type Product Code ConfigSize
1 | LocalLocal 1756-L85E 1 14 168 0
2 | Local eth0 1756-EN2TR 1 12 200 0
3 eth0 Flex5000 5094-AEN2TRXT/A 1 12 323 0
(VI Flex5000.1B16 5094-IB16XT/A 1 7 412 64
5 |Flex3000.IFG 5094-IF8XT/A 1 115 325 384
6 |Flex5000.0B16 5094-0B16XT/A 1 7 413 64
7 | Flex5000.HSC 5094-HSC/A 1 109 93 112
Ok Cancel

Figure 3.55 — Import L5X Device Configuration

Select the required module and click Ok. The imported data will be populated into the
Connection form.

The user can then modify the Connection Name, Path and RPI as required.

D. IMPORT EDS FILE

The connection parameters can be imported from a suitable EDS file. Typically, this approach
is preferred for devices that do not require configuration data.

To import the connection parameters from a device EDS file, select the Import EDS File option
located under the Import menu of the Class 1 Connection form.

MyMadule - Class 1 Connection - ()
-+] Import | [+ Export  Tools
0 Import from Online Controller
@ Import Controller L5X
&5  Import EDS File |
IT Import Connection Library

Figure 3.56 — Import EDS File

A File Open dialog will open allowing the user to select the EDS file.
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S Select an Electronic Data Sheet - EDS File
«~ v 4 > ThisPC > OS(C) » Temp v (@] O Search Temp
Organize ~ New falder =~ [ 9
~
Name Date modified Type Size
3t Quick access
_] 055A000€006D0100.eds 2023/01/06 06:54 EDS File 35KB
& Aparian

@ OneDrive - Personal
= This PC

¥ Network

+| | Electronic Data Sheet - EDS File v

File name: |055A000C006D0100.eds

Figure 3.57 — Browse to EDS File

The selected EDS file will be imported, and a summary of the connections displayed.

The user will need to select one of the 10 connections.

S Import EDS File Connection

EDS Flle

File: C:ATemp\055A000C006D0100.eds

Vendor:  Aparian

Product: Modbus Router/B (A-MBR/B)

Config

Select Connection
> >
RPI (ms) o->T O->T Size 10 T->0 Size
Instance Instance Instance

Name

/O Connection

cares

Figure 3.58 — Select Connection

The selected connection within the EDS file will be used to populate the Connection

parameters.

The user can then modify the Connection Name, Path and RPI as required.
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E. IMPORT CONNECTION LIBRARY

The connection parameters can be imported from a previously created Connection Library
(.EIPCNX) file.

NOTE: Please contact support to receive a pack of the latest Connection Library
files, for commonly used devices.

To import the connection parameters from a Library file, select the Import Connection Library
File option located under the Import menu of the Class 1 Connection form.

MyModule - Class 1 Connection - (§
-+] Import | [+ Export  Tools
Import from Online Controller
Import Controller L5X

Import EDS File

Import Connection Library |

15 & ==

Figure 3.59 — Import Connection Library File

A File Open dialog will open allowing the user to select the Library (.EIPCNX) file.
The selected Library file will be used to populate the Connection parameters.

The user can then modify the Connection Name, Path and RPI as required.

EXPORT LIBRARY FILE

In order to create a Library file for future use, select the Export Connection Library option
located under the Export menu.

a50940F8

-+] Import |[+ Export | Tools

IT  Export Connection Library H]
Connectrerrrrem

Figure 3.60 — Export Connection Library File
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3.6.3.2. ETHERNET/IP EXPLICIT MESSAGE DEVICE
CONNECTIONS

Up to 10 EtherNet/IP devices can be added for explicit messaging. The user will need to add
each device as explained in the EtherNet/IP Devices section below. Once the EtherNet/IP
devices have been added the user can then configure the required mapping for the
EtherNet/IP Explicit messaging as shown in EtherNet/IP Map section below.

A. ETHERNET/IP DEVICES
This tab is enabled when the Primary Interface is set to EtherNet/IP Originator.

The EtherNet/IP Devices configuration is shown in the figure below. Up to 10 EtherNet/IP
devices can be configured with up to 50 EtherNet/IP mapped items allowing for either explicit
EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any of the 10 configured devices.
The data from each EtherNet/IP device is written to, or read from, an Internal Data Space with
a size of 100Kbytes. See the Explicit EtherNet/IP Messaging section for more details.

The EtherNet/IP Devices configuration window is opened by either double clicking on the
module in the tree, or by right-clicking the module and selecting Configuration.

(CANBRO1 - Configuration E@

General CAMBus CANReceive CANSend EtherNet/IP Devices EtherNetlP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced

Explicit EtherNetIP Device Settings

Scan Class A 500 ms Scan Class C 2000 ms
Scan Class B 1000 ms Scan Class D 5000 ms

Explicit EtherNet/IP Devices (max_ of 10 items._}

Device Name Message Type CIP Path Browse Timeout Retry Count Status IDS
PowerFlex ucmMm ~1192.168.1.100 1000 3 2000
Ok Apply Cancel

Figure 3.61 — EtherNet/IP Devices - Configuration

The EtherNet/IP Devices configuration consists of the following parameters:

Parameter Description

The configurable update rates (in milliseconds) for each scan class in the EtherNet/IP

Scan Class A, B, C, D
Map.
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Device List (per device)

Device Name The user assigned instance name for the specific device.
The module can use either Class 3 or Unconnected Messaging when communicating
Message Type .
to the target EtherNet/IP device.
The CIP Path to the target device. This can either be entered manually or the user can
browse to them by clicking the Browse button. The Target Browser will open and
automatically scan for all available EtherNet/IP devices.
CIP Path If the Ethernet/IP module is a bridge module, it can be expanded by right-clicking on
the module and selecting the Scan option.
The required EtherNet/IP device can then be chosen by selecting it and clicking the Ok
button, or by double-clicking on the target module.
Timeout The amount of time (in milliseconds) the module will wait for a response from the
target EtherNet/IP device.
The number of message retries before the target EtherNet/IP device is considered
Retry Count .
offline.
This is the offset in the Internal Data Space (used to map EtherNet/IP device data)
which provides the communication status of each EtherNet/IP device. The
Comm Status Offset | COMmunication Status is as shown below:
Bit O - (1:Device Online, 0:Device Offline)
Bit 1 to 7 — Reserved.

Table 3.6 — EtherNet/IP Devices configuration parameters

B. ETHERNET/IP MAP
This tab is enabled when the Primary Interface is set to EtherNet/IP Originator.

The EtherNet/IP Map configuration is shown in the figure below. Up to 50 EtherNet/IP
mapped items, either explicit EtherNet/IP Class 3 or Unconnected Messaging (UCMM) to any
of the 10 pre-configured devices can be configured. The data from each EtherNet/IP device is
written to or read from Internal Data Space with a size of 100Kbytes. See the Explicit
EtherNet/IP Messaging section for more details.

The EtherNet/IP Map configuration window is opened by either double clicking on the module
in the tree, or by right-clicking the module and selecting Configuration.
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CANBRO1 - Configuration

Device

L PowerFlex

Explicit EtherNet/IP Map (max. of 50 items_)

= R =
General CANBus CANReceive CANSend EtherNet/IP Devices EtherNei/lP Map Modbus Modbus Auxiliary Map Intemal Map Constanis Advanced
Input Get Qutput Set
Function Scan Service Class Instance  Attribute Offset Length Offset Length Data Type Tag / Static Value
~ A b 1 1 1 4 2
v - ~
Ok Apply Cancel

Figure 3.62 — EtherNet/IP Map configuration

The EtherNet/IP Map configuration consists of the following parameters:

Parameter Description
The device instance name configured in the previous EtherNet/IP Devices tab.

Device
The selected device will be used for executing the communication function.
The user can select one of four functions.
Get
The module will read data from the target EtherNet/IP device by using the Get Single
Attribute CIP function. The received data will be placed into the Internal Data Space at
the Input Offset location configured in this tab.
Set
The module will write data to the target EtherNet/IP device by using the Set Single
Attribute CIP function. The data to be written will be retrieved from the Internal Data
Space at the Output Offset location configured in this tab.

Function Set Static
Similar to the Set function above, but the data to be written will be fixed (equal to the
Static Value) parameter in this configuration window. This function will typically be
used with the single (S) Scan class which means the CAN Bus Router module can be
setup to write the fixed value only once when the target device communication has
been established.
Custom
This function allows the user to use a custom Service to write and read data in the
same transaction. The user will need to see which custom services that target device
supports in that device’s user manual.
Read Tag
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When using a Logix controller as a EtherNet/IP Device, the CAN Bus Router module
can read a Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be saved at the configured Input Offset.

Write Tag

When using a Logix controller as a EtherNet/IP Device, the CAN Bus Router module
can write to Logix tag from the target Logix controller using Class 3 or UCMM
messaging. The value from the tag will be read from the configured Output Offset.

The user can select Scan Class A, B, C or D (which was configured in the EtherNet/IP
Devices tab). The specific mapped item will then be executed at that configured scan
class rate.

Scan The user can also select the S class which means that the mapped item will only
execute once when communication to the target device is established. If the target
device goes offline, then the mapped items with this class will be re-armed, and
resent when communication is re-established.

Service The custom CIP service/function which is only available when the Custom function

vi

has been selected.

Class, Instance,
Attribute

The CIP class, instance, and attribute of the request message to be sent.

Input Offset

The location in the Internal Data Space where the received data will be written.

This will only be available for Get and Custom functions.

Get Length

The length of the data to be received. If the number of bytes received is more than the
Get Length, then the data will not be written to the Internal Data Space.

the number of elements of the configured data type and not the byte

f NOTE: When the function is Logix Read, then the Get Length will be
count.

This will only be available for Get, Custom and Read Tag functions.

Output Offset

The location in the Internal Data Space from where the data to be written to the target
device will be read.

This will only be available for Set and Custom functions.

Set Length

The length of the data to be written.

NOTE: When the function is Logix Write, then the Set Length will be
the number of elements of the configured data type and not the byte
count.

This will only be available for Set, Custom and Write Tag functions.

Data Type

The data type of the Static Value.

This will only be available for Set Static function.
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The value to be written to the target device when the Set Static function has been

selected.
Tag / Static Value
Note: When using the SINT Array data type, the values must be entered as space-

delimited hex values. For example: 05 34 2E Al

Table 3.7 — EtherNet/IP Map configuration parameters

3.6.3.3. INTERNAL DATA SPACE MAPPING

When the module is operating as a EtherNet/IP Originator, the data from the EtherNet/IP IO
devices can be mapped to the CAN Bus interface (via Internal Data Space) using the Internal
Map. The Internal Map configuration window is opened by either double clicking on the
module in the tree or right-clicking the module and selecting Configuration and selecting the
Internal Map tab.

A. IDS COPY — ETHERNET/IP ORIGINATOR SOURCE
When copying data from an EtherNet/IP 10 device the source type needs to be EIP Originator.

Internal Map (max. of 300 items.) Recommend

Source Source  Source Bit Destination Destination ~ Destination Destination

Source Type  SourceInstance g\ 70 Offset Offset  Destination Type Instance Sub-Tag Offset Bt Offset

Count Copy Function Reformat

n v -

Internal

EIP Target
LEIP Originator
MB Register
System

Figure 3.63 — IDS Copy — EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP 10 devices added to the EtherNet/IP IO
tree in Slate.

FrpjeadEpoe ettt > I X
(=& CAN Bus Demo
=+ | CANBRO1 (CANBus Rouler/B)

CANBRO1 - Configuration

_.F Configuration General CANBus CANReceive CANSend EtherNet/IP Devices EtherNet/IP Map Modbu
e EtharNetIP Connections .
A1 FlexOA16 (192.168.1.113,1.0) Internal Map (max. of 300 items.)

| | PF525E (192.168.1.117)
5 T 5 Inst Source Source  Source Bit
ource Type ource Instance Sub-Tag Offsat Offset
» 1 |EIP Originator  * |FlexOA16 ~ | Data b 0
. ~

Figure 3.64 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The
Count is the number of bytes that will be copied. See the Internal Data Space Mapping section
for more information regarding the operation.
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The user can select to copy either the Data, or Status, from the EtherNet/IP connection.

Internal Map {max. of 300 items.)

Source Source Source Bit
Sub-Tag Offset Offset

0

Source Type Source Instance

» 1 |EIP Onginator | |FlexOA16

. LV

Figure 3.65 — IDS Copy — EtherNet/IP Originator Status

When selecting the Status, option the format of the Status information is as follows:

Parameter Data Type Description

EtherNet/IP Originator Connection Status DINT Bit 0 — Connection Ok

Table 3.8 — EtherNet/IP Originator Connection Status

B. IDS COPY — ETHERNET/IP TARGET DESTINATION

When copying data to an EtherNet/IP 10 device device’s Output Assembly, the destination
type needs to be EIP Originator.

Internal Map (max. of 300 items.)

Recommend
Source Source  Source Bit Destination Destination  Destination Destination
Source Type Source Instance g P ottt Oftewt | Destination Type tonce Sub-Tag offect | Bt Offeet  Count  CopyFunction  Reformat
1 |EIP Originator | Flex0A16 ~ | Data ~ 0 Internal ~ 1400 2 Byte to Byte - |None
» 2 |lntemal ~| NaTempertaure Data 4000 v 0 1 Byte to Byte  |None -
- Iniemal -

EIP Target
EIP Originator

Figure 3.66 — IDS Copy — EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP IO devices added to the EtherNet/IP
10 tree in Slate.

Project Explorer X

£ GAN Bus Demo
=~ 1 CANBRO1 (CANBus Router/B)
# Configuration General CANBus CANReceive CANSend EtherNet/IP Devices EtherNet/IP Map Modbus Modbus Auziliary Map Internal Map  Constants  Advan
=S i

CANBROT1 - Configuration

[ FlexOA16(192.168.1.113,1.0)
I PF525E (192.168.1.117)

Internal Map (max. of 300 items.)

Saurce Type Source Instance Source Source  Source Bit Destination Type Destination Destination
Sub-Tag Offset Offset Instance Sub-Tag
1 |EIP Originator |~ |FlexOA16 ~ Data ~ 0 Internal ~
b 2 |Internal ~ | N4Tempertaure Data 4000 EIP Originator |~ | FlexOA16 ~ | Data
w B FlexOA16

PF525E

Figure 3.67 — IDS Copy — EtherNet/IP Originator Destination Instance
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The Destination Offset is the offset in the selected EtherNet/IP device Class 1 Output
Assembly. The Count is the number of bytes that will be copied. See the Internal Data Space
Mapping section for more information regarding the operation.

3.7. INTERNAL DATA SPACE MAP

The internal data map is used to exchange data from the Ethernet interface to the CAN Bus
interface and vice versa. Up to 300 items can be mapped. The Internal Map configuration
window is opened by either double clicking on the module in the tree, or right-clicking the
module and selecting Configuration and then selecting the Internal Map tab.

The Count is the number of bytes that will be copied from the source to the destination.
There are four different Copy Functions that can be used.

Function Description

Byte to Byte Each byte from the source will be directly copied to each byte in the destination.

Each byte from the source will be copied to each bit in the destination. If a value
greater than zero is read from the source byte then a 1 will be written to the
Byte to Bit destination bit address. If a value of zero is read from the source byte then a 0 will be
written to the destination bit address. The destination offset will be the bit offset and
the destination address will be incremented by one bit each time.

Bit to Bit Each bit from the source will be directly copied to each bit in the destination.

Each bit from the source will be copied to each byte in the destination. If a value of one
is read from the source bit then a 1 will be written to the destination byte address. If
Bit to Byte a value of zero is read from the source bit then a 0 will be written to the destination
byte address. The source offset will be the bit offset and the source address will be
incremented by one bit each time.

Table 3.9 — Internal Map Copy functions

The data in the destination source can also be reformatted. The reformat option provides five
different reformat options.

NOTE: The reformat option is only available for Byte to Byte Copy Functions.

Function Description
None No reformatting applied (AA BB CC DD)
BB AA 16-bit Byte swap
BB AA DD CC 32-bit Byte Pair Swap
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CCDD AA BB Word Swap

DD CCBB AA Word and Byte Pair Swap

Table 3.10 — Internal Map Reformat Options

3.7.1. CopY FROM

One of five sources can be selected to copy from:
Internal, EIP Target, EIP Originator, MB Register and System.

CANBRO1 - Configuration E@

General CANBus CANReceive CANSend EtherNeylP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map Intemal Map  Constants Advanced
Internal Map (max. of 300 items.) Recommend
Source Source  Source Bit Destination Destination ~ Destination Destination

Sub-Tag Offset  Offset ~ estination Type Instance Sub-Tag Offset  BitOfiset  -oumt  CopyFunction  Reformat

" v . v

Source Type  Source Instance

Intemal
EIP Target
EIP Originator
MB Register
System

Figure 3.68 — Internal Map — Source Type

3.7.1.1. INTERNAL

When copying data from the internal data space (IDS), the source type needs to be Internal.

S 1 s Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offsat

(4] '

Figure 3.69 — IDS Copy — Internal Source Type

The source instance is Not Applicable for the internal data space. The Source Offset is the
offset in the Internal Data Space (IDS) which has a max of 100,000 bytes. The Count is the
number of bytes that will be copied.

3.7.1.2. EIP TARGET

When copying data from a connection originator (e.g. the output assembly from the Logix
Controller) the source type needs to be EIP Target.

5 T 5 Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |EIP Target ~ {Connection 0 b 0

. R

Figure 3.70 — IDS Copy — EtherNet/IP Target Source Type
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The source instance will be the connection number, which can be connection 0 to 3, based on
the number of connections configured. The Source Offset is the offset in the EtherNet/IP

output assembly from where the data must be copied. The Count is the number of bytes that
will be copied.

3.7.1.3. EIP ORIGINATOR
When copying data from an EtherNet/IP IO device, the source type needs to be EIP Originator.

Source Source Source Bit
Sub-Tag Offset Offset

1 |EIP Originator |~ |FlexOA16 ~ | Data b 0

(4] o

Source Type Source Instance

Figure 3.71 — IDS Copy — EtherNet/IP Originator Source Type

The source instance will be one of the EtherNet/IP IO devices added to the EtherNet/IP 10
tree in Slate.

= £ CAN Bus Demo CANBRO1 - Configuration

E\ i CANBRO1 (CANBus Router/B)
- Configuration General CANBus CANReceive CANSend EtherNet/IP Devices EtherNet/IP Map Modbu
(- EtherNetIP Connecfions ]

I Flex0A16(192.168.1.113,1.0) Internal Map (max. of 300 items.)

|| PF525E (192.168.1.117)

5 T 5 Inst Source Source  Source Bit
ource Type ource Instance Sub-Tag Offsat Offset
» 1 |EIP Originator  * |FlexOA16 ~ |Data ~ 0
. ~ ‘FI

PF525E

Figure 3.72 — IDS Copy — EtherNet/IP Originator Source Instance

The Source Offset is the offset in the selected EtherNet/IP device Class 1 Input Assembly. The
Count is the number of bytes that will be copied.

The user can select to copy the data from the EtherNet/IP connection or the status.

Source Source  Source Bit
Sub-Tag Offset Offset

» 1 |EP Originator |~ | FlexOA16 v 0

® ~ Data

Source Type Source Instance

Figure 3.73 — IDS Copy — EtherNet/IP Originator Status

When selecting the status the format of the Status information is shown below:
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Parameter Data Type Description

EtherNet/IP Originator Connection Status DINT Bit 0 — Connection Ok

Table 3.11 — EtherNet/IP Originator Connection Status

3.7.1.4. MODBUS REGISTER

When copying from Modbus data the source type needs to be MB Register.

5 T 5 Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offset
b 1 |Intemal e 0
* Internal
EIP Target

EIP Criginator |
MB Register
System

Figure 3.74 — IDS Copy - Modbus Source Type

The source instance will be the Modbus register type required.

5 T 5 Inst Source Source Source Bit
ource Type ource Instance Sub-Tag Offset Offset
» 1 |MB Register ~ICS w 0
L] N CS

13

Figure 3.75 — IDS Copy - Modbus Source Instance

The Source Offset is the Modbus Register offset from where the data must be copied. The
Count is the number of bytes that will be copied.

3.7.1.5. SYSTEM

When copying system information, the source type needs to be System.

Source Type Source Instance Source Sourcs Source Bit
yp Sub-Tag Offset Offset
¥ 1 |Internal v 0
. Internal
EIP Target
EIP Originator
|IMB Register

Figure 3.76 — IDS Copy — System Information

The module’s System information has the following format.
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Parameter Data Type | Description

Module Status.

Bit 0 — Module Config Valid

Bit 1 — EtherNet/IP Originator Comms Ok
Bit 2 — Modbus Comms Ok

Bit 3 — EtherNet/IP Target Comms Ok

Status DINT
Bit 4 — Power is applied to the bottom connector
Bit 5 — Power is applied to the front connector
Bit 6 — Controller in Run Mode
Bit 7 — NTP Ok
Bit 8 — CAN Bus Activity Ok

Config CRC INT Configuration CRC Checksum

Transaction Rate INT Number of CAN Bus transactions executed every second.
Current CAN BAUD Rate

Current CAN BAUD Rate SINT
0=10k, 1=20k, 2=50k, 3=125k, 4=250k, 5=500k, 6=800k, 7=1M

Reserved SINT[3] Reserved

Temperature REAL The internal temperature of the module.

Rx CAN Packet Count DINT The number of CAN Bus packets received.

Tx CAN Packet Count DINT The number of CAN Bus packets sent.

The number of received packets where the packet checksum
does not match the calculated packet checksum.

CAN CRC Errors DINT This implies one or more bits in the frame have been corrupted.
May indicate an intermittent CAN cable connection or induced
electrical noise.

The number of transmitted bits where the transmitted bit state
does not match the instantaneous read-back state.

CAN Bit Errors DINT This may indicate that another device is transmitting at the
same time, or one of the CAN lines shorted to power, shorted
together, or incorrectly termination.

The number of frames received where the required inserted
(opposite) bit was not received after 5 identical bits.

CAN Stuff Errors DINT
This may be an indication of bus noise, bad physical cable
connection, or a faulty device.

The number of Bus-Off Events.
A node will enter the Bus-Off state when the transmit Error

Bus Off DINT Count exceeds a certain threshold (typically 125).

This may indicate a cable break or loss of power causing the
Scanner to enter the Bus-Off state.
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The number of transmitted bits that are not read-back and
acknowledged by at least one other node.

Ack Error DINT
Typically seen when the device is alone on the bus, and there is
no other node to acknowledge the frame.
The number of received frames where the fixed format part of
a received frame is invalid, or the Frame structure is non-
Format Error DINT standard. (Frame size/type start delimiter etc.)

May indicate an intermittent CAN cable connection, induced
electrical noise or a node present with an incorrect BAUD rate.

Table 3.12 — System Information Format

3.7.2. CopyTO

One of four destinations can be selected to copy to:
Internal, EIP Target, EIP Originator and MB Register.

CANBRO1 - Configuration E@

General CANBus CANReceive CANSend EtherNet/|P Devices EtherNeyIP Map Modbus Modbus Auxiliary Map IntemalMap  Constants Advanced

Internal Map (max. of 300 items.) Recommend

Source Type | Source Instance Source Source  SourceBit| o . Destination Destination  Destination Destination
P P Instance Sub-Tag Offset Bit Offset

Sub-Tag Offeot Offest Count  CopyFunction  Reformat

Internal
EIP Target

EIP Originator

|MB Register

Figure 3.77 — Internal Map — Destination Type

3.7.2.1. INTERNAL

When copying data to the internal data space (IDS), the destination type needs to be Internal.

Destination Destination  Destination Destination
Destination Type Instance Sub-Tag Offset Bit Offset Count Copy Function Reformat
8100 2 Byte to Byte | ~ | None v

Figure 3.78 — IDS Copy — Internal Source Type
The destination instance is Not Applicable for the internal data space. The Destination Offset

is the offset in the Internal Data Space (IDS) which has a max of 100,000 bytes. The Count is
the number of bytes that will be copied.
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3.7.2.2. EIP TARGET

When copying data to the EtherNet/IP Target input assembly, the destination type needs to
be EIP Target.

- Destination Destination  Destination Destination
Destination Type

Instance Sub-Tag Offset Bit Offset Count Copy Function Reformat
EIP Target ~ | Connection 0 hed 4] 2 Byte to Byte * |None b

~ ~

Figure 3.79 — IDS Copy — EtherNet/IP Target Destination Type

The destination instance will be the connection number, which can be connection 0 to 3,
based on the number of connections configured. The Destination Offset is the offset of the

EtherNet/IP input assembly from where the data must be copied. The Count is the number of
bytes that will be copied.

3.7.2.3. EIP ORIGINATOR

When copying data to an EtherNet/IP 10 device’s Output Assembly, the destination type
needs to be EIP Originator.

- Destination Destination  Destination Destination .
Destination Type Instance Sub-Tag Offset Bit Offset Count Copy Function Reformat
EIP Originator |[FlexOA16 ~ |Data ~ 0 2 Byte to Byte |~ None ~

~ e

Figure 3.80 — IDS Copy — EtherNet/IP Originator Destination Type

The destination instance will be one of the EtherNet/IP IO devices added to the EtherNet/IP
IO tree in Slate.

Project Explorer = PR X
= & CANDus Domo CANBRO1 - Configuration
=- 1 CANBRO1(CANBus Router/B)
-4 Configuration General CANBus CANReceive CANSend EtheiNetIP Devices EtherNeyIP Map Modbus Modbus Auxiliary Map IntemalMap Constants Advanced

[2] <= EtherNet/IP Connections

I Flex0A16{192.168.1.113.1.0)
| PF525E (192.168.1.117)

Internal Map (max. of 300 items.)

Source Type Source Instance Source Source Source Bit Destination Type Destination Destination Destination Destination Count
P Sub-Tag Offset Offset P Instance Sub-Tag Offset Bit Offset

» 1 |Internal ~ 0 FlexOA16 ~ |Data ~ 0 2

FlexOA16
PF525E

EIP Originator

Figure 3.81 — IDS Copy — EtherNet/IP Originator Destination Instance

The Destination Offset is the offset in the selected EtherNet/IP device’s Class 1 Output
Assembly. The Count is the number of bytes that will be copied.
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3.7.2.4. MODBUS REGISTER

When copying data to a Modbus Register, the destination type needs to be MB Register.

Destination Type Dﬁ?“;:g;n Dsej:;rj?ggn De;lflfr;aet‘mn D;;g;;:;n Count Copy Function Reformat
ME Register ~ HR e 1] 2 Byte to Byte |~ None b
Internal w

EIP Target
EIP Originator
MB Register |

Figure 3.82 — IDS Copy - Modbus Destination Type

The destination instance will be the Modbus register type required.

Destination Type Dlis:;g:(t:\gn D;ig??;;n Deétt"lzltmn D;fté)n;;:;n Count Copy Function Reformat
ME Register ~ HR ~ 0 2 Byte to Byte ~ None ~
~ |CS v

1S

Figure 3.83 — IDS Copy - Modbus Destination Instance

The Destination Offset is the Modbus Register offset to where the data must be copied. The

Count is the number of bytes that will be copied.

@ NOTE: For more information regarding the specific Internal Map operation for

specific interfaces, see the setup and configuration sections for the various

CAN Bus and Primary Interfaces.

3.8. CONSTANTS

The Internal Data Constant configuration provides a mechanism to load the Internal Data
Space (IDS) with constant data at module start-up. This is often useful for the pre-population

of configuration data for CAN packets, as well as Modbus and EtherNet/IP devices.

The Constants configuration window is opened by either double clicking on the module in the

tree, or by right-clicking the module and selecting Configuration.
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CANBRO1 - Configuration

Data Type
4 DINT
INT
REAL

General CANBus CANReceive CANSend EtherMNet/IP Devices EtherNet/IP Map Modbus Modbus Auxiliary Map  Internal Map

Internal Data Constant ltems (max. of 100 items.)

Value Offset Reformat
M 345 5000 BB AA DD CC b
34 5200 None
b 23.67 5300 None

Figure 3.84 — Constants configuration

The Constant configuration consists of the following parameters:

Parameter Description
The Data Type of the constant item, either:

e SINT

e INT

e DINT
Data Type e LINT

e REAL

e USINT

e UINT

e UDINT
Value The constant value.
Offset The offset in the Internal Data Space where the constant value will be copied.
Reformat Used to specify how the data is formatted before writing to Internal Data Space:

e None - No reformatting applied. (AA BB or AA BB CC DD).
e BB AA - 16bit Byte swap

e BB AA DD CC - 32bit Byte Pair Swap

e CCDD AA BB - Word Swap

e DD CCBB AA - Word and Byte Pair Swap

3.9.

Table 3.13 — Constants configuration parameters

ADVANCED

The Advanced configuration window is opened by either double clicking on the module in the
tree, or by right-clicking the module and selecting Configuration.
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CANBRO1 - Configuration
General CANBus CANReceive CANSend EtherNet/IP Devices FEtherNet/lP Map Modbus Modbus Auxiliary Map Internal Map Constants Advanced
Time Synchronization

NTP Enable

NTP - Network Time Protocol

Server IP Address | 192 . 188 . 1. 2%

Update Interval (s)

Figure 3.85 — Advanced configuration

The Advanced configuration consists of the following parameters:

Parameter Description

The CAN Bus Router can synchronize its onboard clock to an NTP Server by

NTP Enable .
enabling NTP.

This setting is the IP address of the NTP Server which will be used as a time
source.

NTP — Server IP Address

This setting is the updated interval (in seconds) that the CAN Bus Router will

NTP — Update Interval .
request time from the NTP Server.

Table 3.14 — Advanced configuration parameters

3.10. MODULE DOWNLOAD

Once the CAN Bus Router configuration has been completed, it must be downloaded to the
module. Before downloading the Connection Path of the module should be set. This path will
automatically default to the IP address of the module, as set in the module configuration. It
can however be modified, if the CAN Bus Router is not on a local network.

The connection path can be set by right-clicking on the module and selecting the Connection
Path option.
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S Aparian-Slate - CAN Bus Demo

File Device Tools Window Help
Va0 TR e
Project Explorer ::
[=- & CAN Bus Demo

E| 'l CANBRO1 (CANBus Router,

-4 Configuration # Configuration
|.=: Connection Path

dF Go Online

¥ Download

4+ Upload

Verify Configuration
g Copy

[+ Export

%K Delete

Figure 3.86 - Selecting Connection Path

The new connection path can then be either entered manually or selected by means of the
Target Browser.

CANBRO1 - Connection Path ==l %"
Connection Path
[192.168.1.70 | | Browse
Ok Cancel

Figure 3.87 - Connection Path

To initiate the download, right-click on the module and select the Download option.

S Aparian-Slate - CAN Bus Demo

File Device Tools Window Help
ol (X O[T R
Project Explorer :
(=& CAN Bus Demo
=Rl CANBRO ANBus Route
.4 Configuration # Configuration
= Connection Path
dF Go Online
¥ Download
4+ Upload
Verify Configuration
o Copy
[+ Export
¥ Delete

Figure 3.88 - Selecting Download

Once complete, the user will be notified that the download was successful.

Document No. D165-007 Page 75 of 139
Revision 1.3



Setup

Figure 3.89 - Successful download

Within the Slate environment the module will be in the Online state, indicated by the green
circle around the module. The module is now configured and will start operating immediately.

File Device Tools Window Help

el el ER e

(=& CAN Bus Demo

CANBRO1 (CANBus Router/B)

F Configuration
Ethemnet Port Config

Status
EventViewer

Figure 3.90 - Module online

Document No. D165-007
Revision 1.3

Page 76 of 139



SD Card

4. SD CARD

The CAN Bus Router supports an SD Card (see below) which can be used for disaster recovery.
The SD Card can be pre-loaded with the required firmware and/or application configuration.

ERRER
‘SD (:urﬂJ

)
-
“
3
2l
2
2]

Figure 4.1 — Module Side View —SD Card Slot

FAT32.

NOTE: All needed files must be copied into the root directory of the SD Card.

c NOTE: The user will need to ensure that the SD Card has been formatted for
A The module will not use files which are located in folders.

4.1. FIRMWARE

The user can copy the required firmware (which can be downloaded from the Aparian
website) onto the root directory of the SD Card.
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N B
diel M T

Share

Manage SDHC (D) _ O 1%

View Drive Tools 0

1 Sie > SDHC (D) v U Search SDHC (D) P

% This PC
¥ 3D Objects
I Desktop
=| Documents
¥ Downloads
J‘ Music
&= Pictures
E Videos
L2 05(C)
i SDHC (D)
% SDHC (D)
¥ Network

2 items

A\
A\

~ Name Date modified Type Size

| CANBus RouterB-0ACT.cfg CEGE
| U bND_cang_1001001.afb | 2024/09/04 1257 AFE F

Figure 4.2 — SD Card — Firmware file

NOTE: The filename of the firmware file must not be changed. The specific
module will use only the firmware that is valid (e.g. the CANbus Router/B will
only use the DND_CANB firmware file).

NOTE: If more than one firmware file, with different firmware revisions, of the
same product is on the SD Card it can cause the module to constantly firmware
upgrade the module.

If a faulty module is replaced, the user can insert the SD Card (loaded with the firmware file)
into the new module. While the module is booting it will detect if the firmware on the new
module is different from that on the SD Card. If yes, the firmware will either be upgraded or
downgraded to the firmware revision on the SD Card.

4.2. NETWORK PARAMETERS

When the SD Card has been inserted into the module and the user is online with the module
in Slate, then the user has the option to directly upload the network parameters (e.g., IP
Address, Subnet Mask, etc.) on to the SD Card using the Save Network Parameters to SD Card
option. This will copy the network parameters that has been downloaded to the module
directly to the SD Card.
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Aparian-Slate - CANOpenRouterDemo

File Device Tools Window Help

Vel Xd 0488 e

Project Explorer >3 X
=& CANOpenRouterDemo
:i CANopenR/B (CANP Configuration
- Configuration )
- Ethemet Port Config| = Connection Path
%1 Status &2 Ethernet Port Configuration
T EventViewer - ] .
: Verify Configuration
< CANOpen Packet 1 Veri™y Config
- Slave Devices Identity
. [003] ICPDASCA Status
Go Offline
CANOpen Packet Capture
Generate Status Report

Internal Register Viewer

Modbus Packet Capture

Save Configuration to 5D Card

Save Network Parameters to SD Card
Import from Series A

[+ Export Modbus Report

= Export Configuration File

o R I T I U 2= = P 4

Figure 4.3 — SD Card — Network Parameters

When the module powers up with the SD Card inserted and there are network parameters
saved onto the SD Card, it will update the existing network parameters if they are different.

4.3. CONFIGURATION

If a faulty module is replaced, the user can insert the SD Card (loaded with the configuration
file) into the new module. The new module will determine if the configuration on the SD Card
is different than the currently loaded configuration (even when there is no configuration on
the module). If different, the configuration on the SD Card will be downloaded into the
module’s NV memory before the module starts executing.

The user can add the Slate configuration file to the SD Card root directory in one of two ways.
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Sie | | manage  SDHC (D) e

Home Share View Drive Tools ~ 0

1 5% > SDHC (D) v U | Search SDHC (D) »

&

~
~

B This PC Name Date modified Type Size

¥ 3D Objects | || CANBuUSs RouterB-0ACT.cfg CFG File 2k8
B Deskiop || DND_CANB_1001001.afb 2024/09/04 12557 AFB File 520 K8

Documents
¥ Downloads
) Music

[& Pictures
i Videos
2505 (C)

S SDHC (D3

5% SDHC (D)

ﬂ' Network

2 items E‘ =

Figure 4.4 — SD Card — Configuration file

4.3.1. MANUAL CopY

Once the user has created the needed application configuration in the Slate, the configuration
can be exported to a file that can be used on the SD Card. Once the file has been created the
user can copy this file into the root directory of the SD Card.

Project Explorer
=- & CANbus_test28Aug2024

= Router/BY
Configuration

Connection Path
Ethernet Port Configuration
Verify Configuration

5

B 08

|dentity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Explicit Message Utility

CAMN Bus Packet Capture
Modbus Packet Capture

Save Configuration to SD Card

Hifwa2E %328

Generate Logix L5X

T

Export Modbus Summary CSV
Export Modbus Expanded CSV

Export Configuration File

T

T

&

Figure 4.5 — Configuration Export for SD Card
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Select a Slate Device Config Export File X
1t » ThisPC » OS(C) » Users » GerhardBester > Documents > Aparian > o] Search Aparian R
QOrganize ~ MNew folder 3= -
= This PC ~ Name Date mod f\éd Type Size
# 3D Objects | | CANBus RouterB-0AC1.cfg 2024/09/04 13:18 CFG File 2 KB
I Desktop
= Documents
¥ Downloads
J” Music
== Pictures
B videos
E205(C)
3 SDHC (D)
% SDHC (D) -
File name: "
Save as type: |Slate Device Config Export (*.cfg) e
A Hide Folders Cancel
Figure 4.6 — Configuration Export for SD Card
NOTE: The filename of the configuration file must not be changed. The specific
module will use only the configuration that is valid (e.g. the CANbus Router/B
will only use the CANbus configuration file).
NOTE: If more than one configuration file, with different configuration
signatures, of the same product is on the SD Card then only the last

configuration will be used.

4.3.2. SLATE TRIGGERED UPLOAD

When the SD Card has been inserted into the module and the user is online with the module
in Slate, then the user has the option to directly upload the configuration on to the SD Card
using the Save Configuration to SD Card option. This will copy the configuration that has been
downloaded to the module directly to the SD Card without the need to remove it from the
module and inserted into a PC.

NOTE: All other configuration files in the SD Card root directory will be deleted
when the upload is done.
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File Device Tools Window Help

LR e g

Project Explorer

Configuration
Connection Path

Ethernet Port Configuration
Verify Configuration

.../ Configuration
E3 Ethernet Port Config
=1 Status

BEO8 wf

Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Explicit Message Utility

CAMN Bus Packet Capture
Modbus Packet Capture

Save Configuration to SD Card

Elicodeow 3@ 49 3

# Generate Logix L5X
[+ Export Modbus Summary CSVY
[+ BExport Modbus Expanded C5V

Export Configuration File
T

Figure 4.7 — Save Configuration to SD Card
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5. DEVICE FIRMWARE UPDATE

The CAN Bus Router module supports in-field firmware upgrading. The latest firmware for the
module can be downloaded from the Aparian website www.aparian.com. The firmware is
digitally signed, so only approved firmware can be used.

To firmware upgrade the module, follow the steps below:

e From the Tools menu in Slate, select the DeviceFlash utility.

Aparian-Slate

File Device | Tools | Window Help
-l Target Browser

DHCP Server

Event Viewer

DeviceFlash

;< - |5 4 o

Packet Capture Viewers »

GSD File Management

FF DD Management

CAN EDS File Management
DeviceNet EDS File Management

M Application Settings

Figure 5.1 — Select DeviceFlash utility from Slate

e  When the utility opens, the user will be prompted to select the binary file to be used to
firmware upgrade the module.

S Selecta Device Flash File X

« v 1 » ThisPC > OS(C) » Temp > Aparian ~ O Search Aparian el

Organize New folder = i | o
~

Name Date modified Type Size
st Quick access

| | DND_CANB_1001001.afb 2024/08/29 11:51 AFB File 538 KB
& Aparian
@ OneDrive - Personal
> @ This PC
e 17 (D)

¥ Network

File name: | DND_CANB_1001001.afb v| Device Flash (*.afb) ~

Gz

Figure 5.2 — Select the binary file

o After selecting the file, the user will be prompted to select the device to firmware upgrade on
the local network.
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Device Firmware Update

S Target Browser

192.168.1.7: 1756-EN2TR/C ~
192.168.1.9: 1756-EN2TR/B

192.168.1.30: 1766-L32BXBA B/14.00

192.168.1.113: 1794-AENT/B

192.168.1.151 : ControlNet Router

192168.1.172: PLX51-PBS

i ] | O - O | O ' v

192.168.1.187: PA Link/B

Ok Cancel

Figure 5.3 — Select the device to be updated

e After the device selection the user will be prompted if the device flash must start. The firmware
update will take less than 2 minutes to complete.

Device Flash [E=N N ==
File Tools
Parameter Source File Target Device ~
Path DND_CANB_1001001 192.168.1.70
Product CANbus Router/B CANbus Router/B
Vendor 1370 1370
Device Type 12 12
Product Code 131 131
Revision 1.001 1.001 ~
Flash Cance
Sending Chunk 161 .

Figure 5.4 — Firmware Update Busy

e Once the firmware update has successfully completed, the Target Device textboxes will
display green.

Device Flash E=NAC ==
File Tools
e f
Parameter Source File Target Device ~
Path DND_CANB_1001001 192.168.1.70
Product CANbus Router/B CANbus Router/B
Vendor 1370 1370
Device Type 12 12
Product Code 131 131
Revision 1.001 1.001
Flash Cancel
Complete

Figure 5.5 — Firmware update successfully completed.
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NOTE: If for any reason the firmware update failed (e.g. power down during
the update), then the module will revert back to the bootloader. The user can
then simply reflash the module again to update it to the latest application
firmware.
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6. OPERATION

6.1. CAN BUS

The CAN Bus Router can receive and transmit CAN packets on the CAN Bus network.

6.1.1. CAN RECEIVE

When a CAN packet is received by the CAN Bus Router, it is compared to each of the
configured CAN Receive items, until a match is found.

A match will require the received CAN ID to match the item’s ID Criterion after being bitwise-
AND’ed with the configured ID Mask. (See the CAN Receive Configuration section for more
details.)

If the Data Match option has been selected, then the receive CAN data payload must also
match the item’s configured Data Criterion (after being bitwise-AND’ed with the configured
Data Mask).

If a match is found, then the item’s Count will be incremented, and the received CAN payload
data copied to the configured Internal Data Space offset.

Once a match is found for a particular CAN packet, then no further CAN Receive items will be
tested.

Aparnan
CAN Bus
Router

CAN Bus

Sensors

Figure 6.20 — CAN Receive data flow
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6.1.2. CAN SEND

CAN packets are transmitted by the CAN Bus Router based on the CAN Send configuration.
Each item (with configured CAN ID and Data) will be sent either:

e  On start-up (StartUp enabled),

e At the configured interval (Periodic enabled),

e Onachange of the trigger value (Trigger enabled),

e  Or any combination of the above.

If the StartUp option is enabled, then the CAN packet will be sent when the module powers-
up, or following the download of new module configuration.

If the Periodic option is enabled, then the CAN packet will be sent at the configured Interval
(ms).

If the Trigger option is enabled, then the CAN Packet will be sent each time the 32-bit trigger
value changes. The trigger value is the specified by the item’s Trigger Offset in the Internal
Data Space.

Note that if the CAN Packet is sent due to the trigger value changing, then the Periodic timer
will be reset, and the next packet will only be sent after a complete periodic interval.

Aparian
CAN Bus
Router

A
CAN Bus l

Sensors

Figure 6.20 — CAN Send data flow
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6.1.3. ExpLiCiT CAN MESSAGING

The CAN Bus Router supports the sending of explicit CAN messages from the Explicit Message
Utility in Slate. This is launched by right-clicking on the module, when online in Slate, and
selecting Explicit Message Utility.

S Aparian-Slate - CAN Bus Demo

File Device Tools Window Help
Dl XA L e
Project Explorer s s » B X

=-£ CAN Bus Demo
ER J CANBRO1 (CANBus Rougsagy
... Configuration Configuration
i3 Ethemet Port Config
-1 Status
-Z] EventViewer

Connection Path
Ethernet Port Configuration
Verify Configuration

B00

Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Explicit Message Utility
CAN Bus Packet Capture
Modbus Packet Capture

X Y U= =N

LS

Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded CSV

Figure 6.1 — Launching CAN Bus Explicit Messaging Utility

Once the utility is launched the user will be able to Send an ad-hoc CAN message, or CAN
transaction.

= e ]

CANBRO1 - Explicit Message Utility

Explicit CAN Bus Command

Response Data

Action Transaction ~ l Execute l
CAN ID Type Extended w

Request CAN ID Timeout (ms)

Response CAN ID

Response ID Mask Data Length 3

Request Data

80 FF 00

Reponse Status Pending... Response CAN ID |:|

Response Text

Figure 6.2 — CAN Bus Explicit Messaging Utility
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Parameter Description
Send
The configured CAN ID and payload data is transmitted on the CAN bus
network.

Action Transaction
The configured CAN ID and payload data is transmitted on the CAN bus
network.
The module will then wait for a reply on the network that matches the
Response CAN ID masked by the Response ID Mask and return the data.
CAN ID Type

CAN ID Type Standard - CAN Identifier (11-bit)

Extended - CAN Identifier (29-bit)

Request CAN ID

The transmitted CAN ID.

NOTE: The value can be entered as a decimal or hexadecimal. When using
hexadecimal, in must start with 0x (for example OxA5).

Response CAN ID

The CAN ID required in a received message to be matched with this transaction.

The received CAN ID, and Response CAN ID are both masked (bitwise-AND) with
the Response ID Mask, before making the match comparison. This allows a range
of CAN IDs to be accepted as a valid response.

Applicable only when the selected Action is Transaction.

Response ID Mask

The CAN ID Mask to be used (bitwise-AND) when matching a received message.
Each bit in the mask corresponds to the same bit location in the response, where:
Mask Bit = 0: the bit in received message CAN-ID is ignored.

Mask Bit = 1: the bit in the received message CAN-ID must equal the
corresponding bit in the Response CAN ID.

For example, if:
Response CAN ID = 0x354
Response ID Mask = OxFFC

Then, any message with a CAN ID of either: 0x354, 0x355, 0x356 or
0x357 will be a match.

Applicable only when the selected Action is Transaction.

Timeout

The number of milliseconds before the message times out.

Data Length

The number of bytes to send.

NOTE: This is read-only and will automatically update as data is entered into the
Request Data window.

Request Data

This is the data that must be sent with the CAN message.

NOTE: The data must be entered in hexadecimal and delimited by spaces (as
shown below):

10 ABE5 33

Table 6.1 - CAN Bus Explicit Messaging Utility parameters
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Once the relevant parameters and data have been setup and populated, then the user can
press the Execute button to send the CAN request onto the CAN Bus network via the CAN Bus
Router.

CANBROT - Explicit Message Utility =n ey X"
Explicit CAN Bus Command
Action Transaction ~ E Execute 1
CAN ID Type Extended v
Request CAN ID | Ox18EAD006 | Timeout (ms)
Response CAN ID | Ox18FF0280 |
Response ID Mask | OxFFFFFFFF | Data Length 3

Request Data
80 FF 00

Reponse Status Success Response CAN ID Ox18FF0280

Response Data Response Text
00 00 FF FF FF FF FF FF

Figure 6.3 — CAN Bus Explicit Messaging Utility Executed

6.2. ETHERNET/IP TARGET

A controller (e.g. Logix controller) can own the CAN Bus Router over EtherNet/IP using up to
4 Class 1 EtherNet/IP connections when the CAN Bus Router is operating as an EtherNet/IP
target. This will allow the CAN Bus Router to exchange data with the controller using the input
and output assembly of the Class 1 EtherNet/IP connection.

NOTE: When using EtherNet/IP Target, it is recommended to use the
Recommend button in the Internal Map configuration. This will automatically
map and reformat all the required data in the Internal Map.

6.2.1. CLASS 1 ASSEMBLY MAPPING

When the module operates in a Logix “owned” mode the Logix controller will establish a class
1 cyclic communication connection to the CAN Bus Router. Up to four input and output
assemblies are exchanged at a fix interval (RPI).
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NOTE: The module input and output assembly of each connection will be an
undecorated array of bytes. The imported Logix routine (generated by Slate)
will copy this data to the input and output assemblies.

Once the generate L5X file has been imported (which will match the Internal Mapping in the
configuration), the user will be able to use the tags generated for the specific CAN Bus Router.

The CAN Bus Router System tag is shown below:

Name =z|~ Style Data Type Description
4 CANBO1System CANBusSystemStatus

CANBO1System.ConfigValid Decimal BOOL Configuration Valid
CANBO1System.EIPOriginatorCommsOk ~ Decimal BOOL EtherNet/IP Originator O=Fail, 1=0k
CANBO1System.ModbusOnline Decimal BOOL 0=0ffline, 1=0nline
CANBO1System.EIPOwned Decimal BOOL EtherNet/IP Target: 0=Not-Owned, 1=0Owned
CANBO1System.PowerMainConnector Decimal BOOL Main Power: 0=0ff 1=0n
CANBO1System.PowerCANConnector Decimal BOOL CAN Power: 0=0ff 1=0n
CANBO1System.ControllerRun Decimal BOOL Controller Mode: 0=Program, 1=Run
CANBO1System.NTPOk Decimal BOOL NTP Status: 0=Fail, 1=0k
CANBO1System.CANBusOk Decimal BOOL CAN Bus Status: 0=Fail, 1=0k

> CANBO1System.ConfigCRC Hex INT Configuration Checksum

» CANBO1System.TransactionRate Decimal INT Transactions per second

» CANBO1System.CANBaud Decimal SINT Current CAN Baud: 0=10k, 1=20k, 2=50k, 3=125k, 4=250k, 5=500k, 6=800k, 7...
CANBO1System.Temperature Float REAL Module Temperature (deg C)

b CANBO1System.CANRxPacketCount Decimal DINT CAN Rx Packet Count

b CANBO1System.CANTxPacketCount Decimal DINT CAN Tx Packet Count

b CANBO1System.CANCRCErrors Decimal DINT CAN CRC Errors

b CANBO1System.CANBiItErrors Decimal DINT CAN Bit Errors

» CANBO1System.CANStuffErrors Decimal DINT CAN Stuff Errors

> CANBO1System.CANBusOffCount Decimal DINT CAN Bus-Off Events

» CANBO1System.CANAckErrors Decimal DINT CAN Acknowledgment Errors

Figure 6.4 — Logix System Status Tag

An example of a CAN Bus Receive item’s tags are shown below:

Name =]« Value + Style Data Type
» CANBRO1DashKeys Count 2134 Decimal DINT
» CANBRO1DashKeys_Data {..} Decimal SINT[8]

Figure 6.5 — CAN Receive specific tags

An example of a CAN Bus Send item’s tags are shown below:

Name =z|« Value + Style Data Type
b CANBRO1DashLED_Count 423 Decimal DINT

» CANBRO1DashLED_Data {..} Decimal SINT[8]

b CANBRO1DashLED_Trigger 10 Decimal DINT

Figure 6.6 — CAN Send specific tags

Document No. D165-007 Page 91 of 139
Revision 1.3



Operation

6.2.2. EXPLICIT MESSAGING

The CAN Bus Router allows the user to read PGN data from a CAN Bus IO devices using explicit
EtherNet/IP CIP messages. The required parameters for CAN Bus PGN extraction from a CAN
Bus 10 device are listed below.

6.2.2.1. EXPLICIT CAN MESSAGE
A. CIP MESSAGE

Parameter

Description

Service Code

0x6D (Hex)

Class 0x441 (Hex)
Instance 1
Attribute N/A

Request Data Length 28

®

Table 6.2 — Explicit CAN Message

NOTE: The Explicit CAN Message Request and Response UDTs are included in
the L5X file, when selecting the Generate Logix L5X option.

B. REQUEST DATA

Parameter

Data Type | Description

Command

SINT 0 -Send

The configured CAN ID and payload data is transmitted on the
CAN bus network.

1 - Transaction

The configured CAN ID and payload data is transmitted on the
CAN bus network.

The module will then wait for a reply on the network that
matches the Response CAN ID masked by the Response ID
Mask and return the data.

CAN ID Type

SINT CAN ID Type
0 — Standard CAN Identifier (11-bit)
1 — Extended CAN |dentifier (29-bit)

Reserved

INT (Reserved)
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Request CAN ID DINT

The transmitted CAN ID.

Response CAN ID DINT

The CAN ID required in a received message to be matched with this
transaction.

The received CAN ID, and Response CAN ID are both masked (bitwise-
AND) with the Response ID Mask, before making the match comparison.
This allows a range of CAN IDs to be accepted as a valid response.

Applicable only when the selected Command is Transaction.

Response ID Mask DINT

The CAN ID Mask to be used (bitwise-AND) when matching a received
message.

Each bit in the mask corresponds to the same bit location in the
response, where:

Mask Bit = 0: the bit in received message CAN-ID is ignored.

Mask Bit = 1: the bit in the received message CAN-ID must equal the
corresponding bit in the Response CAN ID.

For example, if:
Response CAN ID = 0x354
Response ID Mask = OxFFC

Then, any message with a CAN ID of either: 0x354, 0x355, 0x356
or 0x357 will be a match.

Applicable only when the selected Command is Transaction.

Timeout INT

The time (in milliseconds ) before the message transaction is marked as
failed in. Default 500ms.

Applicable only when the selected Action is Transaction.

Data Length INT

The size of the data to be sent (0-8 bytes).

Data SINTI]

The data to be sent.

Table 6.3 — Explicit CAN Message Request

C. RESPONSE DATA

Parameter Data Type | Description
Response Status INT This is the status of the request.
0 — Success
1 -Timeout
Data Length INT The size of the response data to follow (0-8 bytes).
Applicable only when the Command is Transaction.
Response ID DINT The CAN ID of the message that was matched as a suitable reply.
Applicable only when the Command is Transaction.
Data SINTI[] The response data from the target CAN Bus device.
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Applicable only when the Command is Transaction.

Table 6.4 — Explicit CAN Message Response

6.2.2.2. SET CAN BAUD RATE
A. CIP MESSAGE

Parameter Description

Service Code 0x10 (Hex) — Set Single Attribute
Class 0x441 (Hex)

Instance 1

Attribute 16

Request Data Length 1

Table 6.5 — Set CAN Baud Rate Message

B. REQUEST DATA

Parameter Data Type | Description

Baud Rate Option SINT 0-10k
1-20k
2 — 50k
3-125k
4 — 250k
5 -500k
6 — 800k
7-1M

Table 6.6 — Set CAN Baud Rate Request

C. RESPONSE DATA

No data is returned for a Set Single Attribute message.
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6.3. ETHERNET/IP ORIGINATOR

The CAN Bus Router module can operate as an EtherNet/IP originator. In this mode the
module can exchange data from the CAN Bus network with EtherNet/IP devices using either
the input and output assemblies of the Class 1 EtherNet/IP connection to the device or using
explicit (Class 3 or UCMM) EtherNet/IP messages.

6.3.1. ETHERNET/IP CLASS 1 CONNECTIONS

In the example below, the CAN Bus Router is sending, and receiving, CAN packets while also
owning two EtherNet/IP 10 modules. The CAN data is being exchanged with the EtherNet/IP
10 modules.

Firstly, the CAN Receive tab is configured to receive the relevant CAN packets. In this example
the CAN bus keypad is transmitting the keypad info on CAN ID 0x18FF0280 and this data is
being mapped to the Internal Data Space at offset 4000. Secondly, the first 2 bytes of this data
(Internal Data Space) is mapped to the Flex output module (1794-0A16).

llluminated
Key Pad

CAN Bus
7
Aparian
CAN Bus \ 4
Router
.

3

’i EtherNet/IP

Flex-10° (1794)

General CANBus CANReceive CANSend EtherNet/IP Devices EtherMelIP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced

CAN Receive ltems (max. of 100 items_) Recommend Offsets
- Data - .
ID Type ID Criterion ID Mask Tag / Description Match Data Criterion Data Mask Size Data Offset  Count Offset
o1 Extended ~ | Ox18FF0280 0x1FFFFFFF DashKeys ] 8 4000 4008
v [
£ CAN Bus Dema2
| CANBRO1 (CANBus Router/B) General CANBus CAN Receive CANSend EtherNet/IP Devices EtherNeyF Map Modbus Modbus Awxiliary Map Intemal Map Constants Advanced
n
Intemal Map (max. of 300 tems.) Recommend
T FledBTE (T2 T8 TTTITT) Source Source  Source Bit Destinaty Destingtion  Destination Destinali
Source Type Source Instance SU‘;}; ) (‘;ﬁs'ﬁ uo;fs:x Destination Type I“‘;L;‘:CE" 5“:;;8;’ ‘gﬁ':‘t"" g‘fo',j’si" Count  Copy Function Reformat
b1 intemal » + 4000 EIP Originator | FlaxOA16 ~ |Data ~ a 2 |BywtoByte  ~ |None

2 EIP Originator  ~ |FlexiB16 ~ |Data v 0 Intarmal od 8000 1 Byte 1o Byte | None

Figure 6.7 — Internal Mapping from CAN Bus to EtherNet/IP Originator
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Similarly, but in the reverse direction, the data received from the Flex input module (1794-
IB16) is mapped to the Internal Data Space at offset 8000.

Using the CAN Send tab, this data (Internal Data Space at offset 8000) is sent to Key Pad to
control its LEDs.

lluminated
Key Pad

CAN Bus

Aparian
CAN Bus
Router

EtherNet/IP

Flex-10® (1794)

= & CAN Bus Demo2 General CANBus CANReceive CANSend EtherNetIP Devices EtherNellPMap Modbus Modbus Awdliary Map |IntemalMap  Constants Advanced
| CANBRO1 (CANBus Router/B)
1 n Internal Map (max. of 300 items. ) Recommen d

an s
FlexDATE (192 1681 113.10;

A T Source Source  Source Bit T Destination Destination ~ Destination Destination F ol
W Fleme (152 1681 173 1.1) SourceType  Sourcelnsisnce TS e oret Destination Type o P et Boa Coum  Copy Function oformet
> 4000 EIP Originotor | FlexOA18 Deto 1 0 2 |pyewsye  ~Inone O
2 |EIP Originstor__~ | FlexB16 ~ |Data ~| o Internal - ] 5000 1 |BywtoBye  ~|None ~|

General CAMBus CANReceive i CANSend | EtherNetfIP Devices EtherNetIP Map Modbus Modbus Auxiliary Mep Intemal Map Constants Advanced

CAN Send ltems (max. of 100 items.) Recommend Offsets
Data Count Interval Trigger
ID Type CAN ID Tag / Description Size Offset Offset Periodic (ms) Trigger Offset StartUp
| » 1 | Extended |v| 0x18A78006 | DashLED 8 3000 8008 ] 3012 ] |
v [ L] L]

Figure 6.8 — Internal Mapping from EtherNet/IP Originator to CAN Bus

6.3.2. ExpLICIT ETHERNET/IP MESSAGING

When using the EtherNet/IP Explicit Messaging, the user can configure up to 10 EtherNet/IP
devices which will be used for the Explicit Messaging. This configuration is accessed in the
EtherNet/IP Devices tab. Following this, the EtherNet/IP Map of explicit messages needs to be
configured. The Explicit Messaging uses the internal data space (IDS) where data can be stored
for exchanges between the explicit EtherNet/IP devices and the CAN Bus network.

The Input and Output IDS Offset is where the Explicit EtherNet/IP device data will be read
from, or written to. The data in the IDS can then, in turn, be copied to or from the CAN Bus
network using the CAN Receive and CAN Send configuration.

In the below example, the CAN bus keypad is transmitting the keypad info on CAN ID
0x18FF0280 and this data is being mapped to the Internal Data Space at offset 4000.
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Secondly, in the Explicit EtherNet/IP Map, the same data (IDS offset 4000) is written to the
Logix tag (SINT Array) “Orig_KeyData[0]".

General CANBus CANReceive CANSend EtherNet/IP Devices EtherMelIP Map Modbus Modbus Auxiliary Map Internal Map  Constants  Advanced

CAN Receive ltems (max. of 100 items_) Recommend Offsets

Data

ID Type ID Criterion ID Mask Tag / Description Match Data Criterion Data Mask Size Data Offset  Count Offset
o1 Extended ~ | Ox18FF0280 0x1FFFFFFF DashKeys ] 8 4000 4008
. v O

General CANBus CANReceive CANSend EtherNet/IP Devices EtherNellP Map Modbus Modbus Auwxiliary Map Intemal Map Constants Advanced

Explicit EtherNet/IP Map (max. of 50 items.)

Device Function Scan Service Class Instance  Attribute g::e‘t LeGnE;th %L::g:: Lesne;;th Data Type Tag / Static Value
1 MyL75 ~| ReadTag ~ A |~ O0x00  Ox0000 0 0 8000 1 0 0 Orig_LEDData[0]
2 MyL75 ~| Write Tag |~ | A ~ | 0x00 0x0000 a 0 0 a 4000 8 Orig_KeyData[0]
3 TSM ~ Get ~| A ~ 0x00 0x0001 1 3 2400 2 0 a a
= = > = =

Figure 6.9 — Received CAN Bus Data to Explicit Logix Tag

In the Explicit EtherNet/IP Map, the Logix tag “Orig_LEDData[0]” (SINT Array) is read from the
Logix controller “MyL75” and the data is copied to Internal Data Space at offset 8000.

This data is then transmitted to CAN Bus keypad as specified in the CAN Send configuration.

General CANBus CANReceive CANSend EtherNet/P Devices EtherNel/IP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced

Explicit EtherNet/IP Map (max. of 50 items.)

Device Function Scan Service Class Instance  Attribute gﬁ:; L;?th %L;:S:: Ljneg;‘th Data Type Tag / Static Value
I Myl75 |~ ReadTag ~| A |~ 0x00 | 0x0000 0 0 8000 1 0 0 Orig_LEDData[0]
2 MyL75 ~ | WriteTag ~| A |~ 0x00 | 0x0000 0 0 0 0 4000 3 Orig_KeyData[0]
3 TSM &2 Get ~ A ~ | 0x00 0x0001 1 3 2400 2 0 0 0
~ v v

General CAMBus CANReceive i CANSend | EtherNetfIP Devices EtherNetIP Map Modbus Modbus Auxiliary Mep Intemal Map Constants Advanced

CAN Send ltems (max. of 100 items.) Recommend Offsets
. . Data Count . Interval . Trigger
ID Type CAN ID Tag / Description Size Offset Offset Periodic (ms) Trigger Offset StartUp
| » 1 | Extended |v| 0x18A78006 | DashLED 8 3000 8008 J 3012 ] |
. v [ L] L]

Figure 6.10 — Explicit Logix Tag Read to CAN Bus

6.4. MODBUS CLIENT

When the CAN Bus Router has the Primary Interface set to Modbus Client, then the CAN Bus
data can be exchanged with one or more remote Modbus servers.
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The internal Modbus Registers are asynchronously exchanged with Modbus devices as
configured in the Modbus Auxiliary Map. In this mapping the user can exchange (read or
write) data between the internal Modbus Registers and a remote Modbus device on Modbus
TCP, RTU232, or RTU485.

In the example below the CAN Bus Router with the Primary Interface set to Modbus Client
will read a Modbus Holding Register from a Modbus Server device and then transmit this data
to the CAN Bus keypad.

lluminated
Key Pad

CAN Bus

Aparian
CAN Bus A

Router

Modbus TCP

Modbus TGP || ©°7°°°
Server

Figure 6.11 — Modbus Client to CAN Bus operation

Firstly, the Modbus Auxiliary Map is configured to read Holding Register 2030-2033 from the
remote Modbus server at IP address 192.168.1.55 and store the result in the internal Modbus
Holding Register 1030-1033.

General CANBus CANReceive CANSend EtherNetIP Devices EtherMet/IPMap Modbus Modbus Auxiliary Map Internal Map Constants Advanced

Modbus Auxiliary Map (max. of 100 items_)

Port Modbus Function Register Type Lacal Reg. Count Remote Reg. IP Address Node Reformat
L TCP i Read 57 HR i 1030 4 2030 192.168.1.55 5 None = I
2 TCP fd Write b HR b 1024 5 2024 192.168.1.104 [ None fd

w ~ w

Figure 6.12 — Modbus Client Auxiliary Mapping

In the Internal Map configuration, the data in Modbus Holding registers 1030-1033 is
transferred to the Internal Data Space starting at offset 8000.
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General CANBus CANReceive CANSend EtherNey/IP Devices EtherNeylP Map Modbus Modbus Auxiliary Map InternalMap  Constants Advanced

Internal Map (max. of 300 items.) Recommend
Source Type Source Instance Ssui':?:g Soc';srif s:.g:;::jn Destination Type Dﬁi‘;‘:gz” D;jﬁ:ﬁ;‘:” Deg'f'f”::“m D;f“&f:;” Count Copy Function Reformat

» 1 [System Status v 0 MB Register v |HR ~ 1000 48 BytetoByte  “ None ~
2 |internal 4000 MB Register v |HR ~ 1024 8 BytetoByte  “ None ~
3 |internal 4008 MB Register v |HR ~ 1028 4 BytetoByte v |None ~
4 |MB Register 1030 Internal ~ DashLED Data 8000 8 BytetoByte v |None ~]
5 |MB Register 1034 Internal ~ DashLED Trigge 8012 4 BytetoByte  “ |None ~
6 |Internal Coun 8008 MB Register v |HR v 1036 4 BytetoByte None v

Figure 6.13 — Modbus Client - Internal Mapping

Finaly, in the CAN Send configuration, the data in the Internal Data Space at offset 8000 is
transmitted to the CAN Bus key pad.

General CAMNBus CANRsceive i CANSend | EtherNstIP Devices EtherNetIP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced

CAN Send ltems (max. of 100 items.) Recommend Offsets
Data Count Interval Trigger
ID Type CAN ID Tag / Description Size Offsat Offsat Periodic (ms) Trigger Offsst StartUp
|» 1| Exended | v| 0x13A78006  DashLED 8 3000 8008 O 3012 [H] |
. v [ L] L]

Figure 6.14 — Modbus Client — CAN Send

6.5. MODBUS SERVER

When the CAN Bus Router has the Primary Interface set to Modbus Server, then the CAN Bus
data can be mapped to and from configurable internal Modbus Registers and offsets using
the Internal Map.

The internal Modbus Registers can then be asynchronously exchanged with one or more
remote Modbus Clients on Modbus TCP, RTU232, or RTU485.

In the example below the CAN Bus Router with the Primary Interface set to Modbus Server,
receives data from the CAN Bus keypad and makes it available to remote Modbus Clients.
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llluminated
Key Pad

CAN Bus
r
Aparian
CAN Bus A 4
Router

l Modbus TCP

Modbus TCP || 777
Client

Figure 6.15 — CAN Bus to Modbus TCP Client

Firstly, the CAN Receive tab is configured to receive the keypad data (CAN ID 0x18FF0280)
and copy this data to the Internal Data Space at offset 4000.

General CANBus CANReceive CANSend EtherNet/IP Devices EtherMetIP Map Modbus Modbus Auxiliary Map Intemal Map Constants Advanced

CAN Receive ltems (max. of 100 items.) Recommend Offsets

ID Type ID Criterion ID Mask Tag / Description !’\E\j:tt:h Data Criterion Data Mask Size  Data Offset  Count Offset
L Extended hed Ox18FF0280 Ox1FFFFFFF DashKeys I:‘ 8 4000 4008
N w ]

Figure 6.16 — Modbus Server — CAN Send

In the Internal Mapping configuration, this data (Internal Data Space at offset 4000) is mapped
to internal Modbus Holding Register 1024-1027.

General CANBus CANReceive CANSend EtherNeylP Devices EtherNet/|P Map Modbus Modbus Auwiliary Map IntemalMap  Constants Advanced

Internal Map (max. of 300 items. ) Recommend
Source Type  Source Instance Ssu‘t’f; Sg;;f S“g;f;ﬁ" Destination Type Dﬁ‘ﬂ;ﬁggn Dseig‘T”::” De;'f'g:;"” Dﬁ"onff;;" Count Copy Function Reformat

» 1 |System v Status v 0 MB Register  ~ |HR v 1000 48 [BytetoByte  ~|None v
2 |Internal v|  DashKeys Data 4000 MB Register v |HR v 1024 8 BytetoByte None v
a3 |Internal v | DashKeys Count 4008 MB Register  ~ |HR ~ 1028 4 BytetoByte - None v
4 | MB Register v HR ~ 1030 Internal v DashLED Data 8000 8 Byte to Byte ~ | None A
5 |MBRegister v HR ~ 1034 Internal v DashLED Trigger 8012 4 BytetoByte None v
& |Internal v DashLED Count 8008 MB Register  ~ |HR v 1036 4 BytetoByte  * None v

Figure 6.17 — Modbus Server —Internal Mapping

NOTE: The user will need to ensure that when writing to the CAN Bus Router
Modbus Holding Registers that the registers holding data from the device are
not inadvertently overwritten.
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7. DIAGNOSTICS

7.1. LEDS

The module provides six LEDs for diagnostics purposes as shown in the front view figure
below. A description of each LED is given in the table below.

Figure 7.1 — CAN Bus Router front view

LED Description
Ok The module LED will provide information regarding the system-level operation of the
module.

If the LED is red, then the module is not operating correctly. For example, if the module
application firmware has been corrupted or there is a hardware fault the module will
have a red Module LED.

If the LED is briefly flashing red, and then returning to either flashing green or solid
green, then there is a duplicate IP address on the Ethernet network similar to that of
the local module.
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If the LED is green (flashing), then the module has booted and is running correctly
without any application configuration loaded.

If the LED is green (solid), then the module has booted and is running correctly with
application configuration loaded.

A/B

The Ethernet LED will light up when an Ethernet link has been detected (by plugging in
a connected Ethernet cable). The LED will flash every time traffic was detected.

This module has two Ethernet ports A and B. Each LEDs represents each specific port.

Act

The Act LED indicates if the module is currently in an active state.

Flashing Green — The LED flashes green each time a valid CAN packet is received which
matches the criteria of an item in the CAN Receive list.

Off - The local CAN Bus Router is not sending or receiving any valid CAN packets.

CAN

The CAN LED indicates the activity on the CAN Bus network.
Flashing Red — A corrupted or incorrect CAN Bus packet was received.
Flashing Green — A valid CAN Bus packet was received.

Off — No CAN Bus packets are being received or sent.

Aux

The Aux LED will flash each time there was activity on any of the primary interfaces.

Flashing Red — A corrupted or incorrect packet was received on one of the Primary
Interfaces (EtherNet/IP, Modbus TCP/RTU232/RTU485).

Flashing Green — A valid packet was received on one of the Primary Interfaces
(EtherNet/IP, Modbus TCP/RTU232/RTU485).

Off — No activity.

Table 7.1 - Module LED operation

7.2. MODULE STATUS MONITORING IN SLATE

The CAN Bus Router provides various statistics which can assist with module operation,
maintenance, and fault finding. The statistics can be accessed in full by Slate or using the web
server in the module.

To view the module’s status in the Aparian-Slate environment, the module must be online. If
the module is not already Online (following a recent configuration download), then right-click
on the module and select the Go Online option.
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5 Aparian-Slate - CAN Bus Demo

File Device Tools Window Help
aE M ¥ 5 8 £ 4
Project Explore|

=) A CAN Bus Demo

&1 ANBRO ANB Ro
L. # Configuration

Configuration
Connection Path
Go Online

Download

REXIEERY:

Upload

Verify Configuration

Figure 7.2 - Selecting to Go Online

The Online mode is indicated by the green circle behind the module in the Project Explorer
tree.

5 Aparian-Slate - CAN Bus Demo

File Device Tools Window Help
FLI G X
Project Explorer ::
=- & CANBus Demo
(=R § CANBRO1 (CANBus Router/B)
# Configuration | & Configuration
-l Ethernet Port Cq oy Connection Path
LT Status
EventViewer |= FEthernet Port Configuration
Verify Configuration
=0 |dentity
|m Status
+H  Go Offline
Generate Status Report
i~ Internal Register Viewer
%  Explicit Message Utility
W CAN Bus Packet Capture
Modbus Packet Capture

Figure 7.3 - Selecting online Status

The Status monitoring window can be opened by either double-clicking on the Status item in
the Project Explorer tree, or by right-clicking on the module and selecting Status. The status
window contains multiple tabs to display the current status of the module.

7.2.1. GENERAL

The General tab displays the general status for the CAN Bus Router module.
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] CANBRO1 - Status

Configuration
EtherNetIP Owned
EtherNet Originator
Modbus Status
Transaction Rate

SR Ao S
MAC Address Power
Firmware Main Connector E
Up Time Front Connector
Temperature DIP Switches
Processor Scan SW1 - Safe Mode
Ethernet Port 1 SW2 - Force DHCP
Ethernet Port 2 SW3 - Lock Config.
Ethernet DLR SW4 - Fixed IP Address
NTP Status (Updated only on boot up.)

Figure 7.4 - Status monitoring — General

The General tab displays the following general parameters:

Parameter

Description

Configuration

Indicates whether the module’s configuration is valid and
provides the configuration’s CRC checksum.

EtherNet/IP Owned

When the module is configured as an EtherNet/IP Target, this will
indicate if the module is owned by an EtherNet/IP connection
originator, as well as the Run/Program state of the controller.

EtherNet/IP Originator

When the module is configured as an EtherNet/IP Originator, this
will show if all the Class 1 and Explicit Message connections to
EtherNet/IP target devices are established and returning valid
data.

Modbus Status

When the module is operating as a Modbus Server, this
parameter will indicate that the module has received a valid
Modbus request within the Modbus Inactivity Timeout time.

When the module is operating as a Modbus Client, this parameter
will indicate that all the mapping items in the Modbus Auxiliary
Map are executing correctly.

CAN Bus

The state of the CAN Bus.

At least one valid CAN Bus packet must be received within the CAN
Bus Active Timeout time.

Transaction Rate

Number of CAN Bus transactions executed per second.

CAN BAUD Current Baud Rate of the CAN Bus.
Note: This may differ from the configured CAN BAUD rate if
Dynamic BAUD Rate Change is used.

MAC Address Displays the module’s unique Ethernet MAC address.

Firmware The version of the module’s firmware.
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Up Time

Indicates the elapsed time since the module was powered-up.

Temperature

The internal temperature of the module.

Processor Scan

The amount of time (microseconds) taken by the module’s
processor in the last scan.

Ethernet Port 1/2

This is the status of each Ethernet port.
Down

The Ethernet connector has not been successfully connected to
an Ethernet network.

Up

The Ethernet connector has successfully connected to an Ethernet
network.

Mirror Enabled

The Ethernet port is mirroring the traffic on the other Ethernet
port.

Ethernet DLR (Device Level Ring)

The status of the Ethernet DLR.

Disabled

Device Level Ring functionality has been disabled.
Linear

The DLR functionality has been enabled and the Ethernet network
architecture is linear.

Ring — Fault

The DLR functionality has been enabled and the Ethernet network
architecture is ring, but there is a fault with the network.

Ring — Ok

The DLR functionality has been enabled and the Ethernet network
architecture is ring and is operating as expected.

NTP Status

The status of the local NTP Client.

Disabled

The NTP time synchronization has been disabled.
Locked

NTP time synchronization has been enabled and the module has
locked onto the target time server.

Not Locked

NTP time synchronization has been enabled and the module has
not locked onto the target time server.

SD Card

Indicates if a SD Card is present or not.

Power

Indication from which port the module is receiving power.
Main Connector

The power is present at the bottom connector.

CAN Connector

The power is present at the CAN connector.

DIP Switch Position

The status of the DIP switches when the module booted.
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NOTE: This status will not change if the DIP switches are altered
when the module is running.

Table 7.2 - Parameters displayed in the Status Monitoring — General Tab

Document No. D165-007 Page 106 of 139
Revision 1.3



Diagnostics

7.2.2. CAN STATISTICS

The CAN Statistics tab displays the statistics associated with the CAN Bus communication
network.

__| CANBRO1 - Status E\@

CAM Receive CAN Send CIP Statistics Ethemet Clients TCP [ ARP

CAN Statistics Clear Counters
Counter Value
Rx CAN Packet Count 35732
Tx CAN Packet Count 1475
CAN CRC Errors o]
CAN Bit Errors o]
CAN Stuff Errors o]
Bus Off Events o]
Ack Error 0
Format Error 0
Figure 7.5 - Status monitoring — CAN Bus Statistics
Statistic Description
Rx CAN Packet Count The number of CAN packets received.
Tx CAN Packet Count The number of CAN packets sent.
CAN CRC Errors The number of received packets where the packet checksum does not
match the calculated packet checksum.
This implies one or more bits in the frame have been corrupted. May
indicate an intermittent CAN cable connection or induced electrical
noise.
CAN Bit Errors The number of transmitted bits where the transmitted bit state does not
match the instantaneous read-back state.
This may indicate that another device is transmitting at the same time,
or one of the CAN lines shorted to power, shorted together, or
incorrectly termination.
CAN Stuff Errors The number of frames received where the required inserted (opposite)
bit was not received after 5 identical bits.
This may be an indication of bus noise, bad physical cable connection, or
a faulty device.
Bus Off Events The number of Bus-Off Events.
A node will enter the Bus-Off state when the transmit Error Count
exceeds a certain threshold (typically 125).
This may indicate a cable break or loss of power causing the Scanner to
enter the Bus-Off state.
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Ack Error

The number of transmitted bits that are not read-back and
acknowledged by at least one other node.

Typically seen when the device is alone on the bus, and there is no other
node to acknowledge the frame.

Format Error

The number of received frames where the fixed format part of a received
frame is invalid, or the Frame structure is non-standard. (Frame
size/type start delimiter etc.)

May indicate an intermittent CAN cable connection, induced electrical
noise or a node present with an incorrect BAUD rate.

Table 7.3 — CAN statistics

7.2.3. CAN RECEIVE STATUS

The CAN Receive Status tab displays the associated count for each configured CAN Receive

item.

_| CANBRO1 - Status

ID Type CAN ID
Standard (x0000007E
Extended 0x000000EB
Extended Ox18FF0280

SN EE =X

General CAN Statistics | CAN Receive | CANSend CIP Statisics Ethemet Clients TGP/ ARP

CAN ID Mask Tagname Count Clear Counters
0x000001C8 N4Tempertaure a

0x000004D2 N4Pressure a

Ox1FFFFFFF DashKeys 29 862

Figure 7.6 - Status monitoring — CAN Receive Status

Statistic Description

CAN ID Type The configured CAN ID Type, either:
Standard — (11-bit CAN Header)
Extended — (29-bit CAN Header)

CAN ID The configured CAN ID required in a received message to be matched
with this transaction.

CAN ID Mask The configured CAN ID Mask to be used (bitwise-AND) when matching a
received message.

Tagname The configured user defined Tag or Description string for the CAN ID.

Count The number of received CAN packets that matched this item.

Table 7.4 — CAN Receive status
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7.2.4. CAN SEND STATUS

The CAN Send Status tab displays the associated count for each configured CAN Send item.

L] CANBRO1 - Status =B
General CAN Statistcs CAN Receive CANSend CIP Stafistics EthemetClients TCP [ ARP
ID Type CANID Periodic Tagname Count Clear Counters
Extended 0x00000159 - E1Config 1
Standard 0x00000160 2000 ms E2Preset 1607
Extended 0x18A78006 - DashLED 1
Figure 7.7 - Status monitoring — CAN send Status
Statistic Description
CAN ID Type The configured CAN ID Type, either:
Standard — (11-bit CAN Header)
Extended — (29-bit CAN Header)
CAN ID The CAN ID of the transmitted CAN packet.
Periodic The configured periodic interval, if applicable.
Tagname The configured user defined Tag or Description string.
Count The number of times this CAN packet has been transmitted.

Table 7.5 — CAN Send status

7.2.5. ETHERNET/IP ExpLiCIT

The EtherNet/IP Explicit Statistics tab displays the statistics associated with EtherNet/IP
Device explicit mapping.

®

NOTE: This tab is only applicable when the module has the Primary Interface
set to EtherNet/IP Originator.
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] CANBRO1 - Status

General CAN Statistics CAN Receive

Explicit EtherNet/IP Statistics

Counter
Read Successes
Write Successes
Transaction Failures
Transaction Timeouts
Callback Id Mismatches
Range Qverruns
Length Overruns
Incorrect CIP Data Type
Incorrect CIP Tagld
CIP Tag Read Successes

CIP Tag Write Successes

[E=3 e &
CANSend EtherNet/IP Explicit EtherNetIP Map EtherNeyIP Originator Logix CIP Statistics EthemetClients TCP / ARP
Explicit EtherNet/IP Devices

Value Device Path Status
26 MyL75 192.168.1.9,1,0 Online
0 TSM 192.168.1.235 Online
0
0
0
0
0
0
0

Figure 7.8 - Status monitoring — EtherNet/IP Explicit

Statistic

Description

Read Successes

The number of successful reads from the target EtherNet/IP device.

Write Successes

The number of successful write to the target EtherNet/IP device.

Transaction Failures

The number of failed reads/writes to the target EtherNet/IP device (e.g. error
response).

Transaction Timeouts

The number of times the target EtherNet/IP device failed to respond.

Callback Id Mismatches

The EtherNet/IP UCMM or Class 3 response does not match the request.

Range Overruns

The number of times the returned data amount runs over the max Internal
Data Space.

Length Overruns

The number of times the returned data is greater than the configured get
length.

Incorrect CIP Data Type

When the Explicit Message Function is a Tag Read/Write, this statistic will
increase when the incorrect CIP data type was returned in the response.

Incorrect CIP Tag Id

When the Explicit Message Function is a Tag Read/Write, this statistic will
increase when the incorrect CIP UDT tag ID was returned in the response.

CIP Tag Read Successes

When the Explicit Message Function is a Tag Read, this statistic will increase
when there was a successful Logix Tag Read.

CIP Tag Write Successes

When the Explicit Message Function is a Tag Write, this statistic will increase
when there was a successful Logix Tag Write.

Table 7.6 — EtherNet/IP Explicit Statistics
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7.2.6. ETHERNET/IP Map

The EtherNet/IP Map tab displays the success counts for each EtherNet/IP device mapped
item.

@ NOTE: This tab is only applicable when the module has the Primary Interface
set to EtherNet/IP Originator.

_ | CANBRO1 - Status

=N ECH >~
General CAN Stafistics CAN Receive CAN Send EtherNet/IP Explicit EtherNetIP Map EtherNet/IP Originator Logix CIP Stafistics EthernetClients TCP /ARP
Map Succes Counts. Clear Counters
Device Function Scan Object Details Successes
MyL75 ReadTag A Orig_LEDTrigger 152
MyL75 WriteTag A Orig_KeyData[0]
TSM Get

152

0x0001 : 01 : 0003 153

Figure 7.9 - Status monitoring — EtherNet/IP Map

Each time a mapped item is executed successfully its associated count will increase. The count
cell will momentarily be highlighted green following a successful transaction.

7.2.7. ETHERNET/IP ORIGINATOR

The EtherNet/IP Originator tab displays the EtherNet/IP Class 1 connection status and
statistics for each configured EtherNet/IP device.

@ NOTE: This tab is only applicable when the module has the Primary Interface
set to EtherNet/IP Originator.

_ | CANBRO1 - Status

ESSEEE 5
General CAN Statistics CANReceive CANSend EtherNet/IP Explicit EtherNet/IP Map EtherNel/IP Originator Logix CIP Statistics Ethemet Clients TCP /ARP
EtherNet/IP Originator Clear Counters.
Name Fwd Open Fwd Close Timeout Tx Count Rx Count Status
FlexOA16 (192.168.1.113,1,0) 2 0 0 1068 1065

Connected

Figure 7.10 - Status monitoring — EtherNet/IP Originator

Statistic

Description
Status

The current connection status of the module.
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Connected

The device is connected and exchanging data using Class 1 cyclic communication.
Offline

The device it offline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection reject, for example:

Ownership Conflict

Connection In Use Or Duplicate Forward Cpen

Class 1 Originator Statistics

Forward Open Count The number of Class 1 Forward Open (connection establishment) messages sent
to this device.

Forward Close Count The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.

Connection Timeouts The number of this connection was closed due to timeouts.
Tx Count Number of Class 1 messages sent to the specific target device.
Rx Count Number of Class 1 messages received from the specific target device.

Table 7.7 — EtherNet/IP Class 1 status and statistics

7.2.8. LOGIX

The Logix tab displays the Logix statistics for the explicit EtherNet/IP Tag Read/Write message
instructions.

@ NOTE: This tab is only relevant when the module has the Primary Interface set
to EtherNet/IP Originator and Logix Tag Read/Write functions are being used
in the EtherNet/IP Explicit Message Map.

_| CANBRO1 - Status EI@

General CAN Statistics CANReceive CANSend EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Logix CIP Statistics EthemetClients TCP/ARP

Logix Statistics Clear Counters.

Counter Value
Current Connections
Connection Failures
Tag Not Exist Errors
Privilege Violations

Tag Reads

o olo|l==|o o|lo =

Tag Writes
ENIP Retries
ENIP Failures

General Access Errors

Figure 7.11 - Status monitoring — Logix Statistics
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Parameter

Description

Current Connections

The number of current open class 3 connections.

Connection Failures

The number of failed attempts at establishing a class 3 connection
with a Logix controller.

Tag Not Exist Errors

The number of tag read and tag write transactions that failed due
to the destination tag not existing.

Privilege Violations

The number of tag read and tag write transactions that failed due
to a privilege violation error.

Note: This may be caused by the External Access property of the
Logix tag being set to either None or Read Only.

Tag Reads The number of tag read transactions executed by the CAN Bus
Router module.

Tag Writes The number of tag write transactions executed by the CAN Bus
Router module.

ENIP Retries This count increases when no response is received from the Logix
Controller within the ENIP timeout.

ENIP Failures This count increases when the ENIP Retry Limit is reached and no

response has been received from the Logix Controller.

Access General Error

This count increases when a tag cannot be accessed for any other
reason not reported above.

7.2.9. MODBUS

Table 7.8 — Logix Statistics Tab

The Modbus tab displays the Modbus statistics for the Modbus Read and Write Message
Exchanges when the module is a Modbus TCP Server or Modbus TCP Client.

NOTE: The Modbus statistics tab is only displayed if the module has the
primary interface set to Modbus TCP Client or Modbus TCP Server.
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_| CANBRO1 - Status

Modbus Statistics

Counter
Tx Packet Count
Rx Packet Count
Checksum Errors
Parity Errors
Timeout Errors
Data Too Large
Map ltem Not Found
Node Mismatch

Data Alignment Errors

General CAN Stalistics CAN Receive CAN Send CIP Statistics MDdbUS Ethernet Clients TCP / ARP

ESE EEl ==

Clear Counters

Value Counter Value
195 llegal Function

198 llegal Data Address

llegal Data Value

Slave Device Failure

Acknowledge - Reponse Delay

Slave Device Busy

Negative Acknowledge

o o o o olo o o

Memory Parity Error

o w o o oo o

Figure 7.12. - Status monitoring — Modbus Statistics

The Modbus tab displays the following parameters:

Statistic

Description

Tx Packet Count

The number of Modbus packets sent by the module.

Rx Packet Count

The number of Modbus packets received by the module.

Checksum errors

The number of corrupted Modbus packets received by the module.

Parity errors

The number of bytes with parity errors received by the module.

Timeout Errors

The number of message response timeouts the module has encountered.

Data Too Large

The number of Modbus requests or responses where the data was too large to
process.

Map Item Not Found

The number of Modbus requests did not match any mapped items.

Node Mismatch

The received Modbus request did not match the module’s Modbus node address.

Data Alignment Errors

The Modbus request and associated mapped item is not byte aligned with the
destination Logix tag.

Illegal Function

The number of times the Modbus device responded with an Illegal Function
exception.

Illegal Data Address

The number of times the Modbus device responded with an Illegal Data Address
exception.

Illegal Data Value

The number of times the Modbus device responded with an Illegal Data Value
exception.

Slave Device Failure

The number of times the Modbus device responded with a Device Failure
exception.

Acknowledge —Response
Delay

The number of times the Modbus device responded with an Acknowledge
exception.

Slave Device Busy

The number of times the Modbus device responded with a Slave Busy exception.
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Negative Acknowledge The number of times the Modbus device responded with a Negative
Acknowledge exception.

Memory Parity Error The number of times the Modbus device responded with a Memory Parity
exception.

Table 7.9 - Modbus Statistics Tab

7.2.10. SERIAL STATISTICS

The Serial Statistics tab displays the Serial statistics for the Modbus Read and Write Message
Exchanges when the module is a Modbus Server or Modbus Client.

NOTE: The Serial statistics tab is only displayed if the module has the primary
interface set to Modbus Client or Modbus Server.

1| CANBRO1 - Status =l
X

General CAN Statistics CANReceive CANSend CIP Statistics Modbus | Senal Statistics | Ethemet Clients TCP / ARP

R5232 Statistics Clear Counters RS5485 Statistics Clear Counters
Counter Value Counter Value

Tx Packet Count 0 Tx Packet Count 1}

Rx Packet Count 0 Rx Packet Count 0

Checksum Errors 0 Checksum Errors 0

Parity Errors 0 Parity Errors 0

Figure 7.13. - Status monitoring — Serial Statistics

The Serial Statistics tab displays the following parameters:

Statistic Description

RS232

Tx Packet Count The number of RS232 packets sent by the module.

Rx Packet Count The number of RS232 packets received by the module.

Checksum errors The number of corrupted RS232 packets received by the module.

Parity errors The number of RS232 bytes with parity errors received by the module.
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RS485

Tx Packet Count The number of RS485 packets sent by the module.

Rx Packet Count The number of RS485 packets received by the module.

Checksum errors The number of corrupted RS485 packets received by the module.
Parity errors The number of RS485 bytes with parity errors received by the module.

Table 7.10 - Serial Statistics Tab

7.2.11. CIP STATISTICS

The CIP tab displays the Ethernet CIP statistics.

| CANBRO1 - Status E@

cs| Ethemet Clients  TCP /ARP

CIP Statistics Clear Counters

Counter Value
Class 1 Timeout Count
Class 3 Timeout Count
Class 1 Fwd Open Count
Class 3 Fwd Open Count
Class 1 Fwd Close Count
Class 3 Fwd Close Count

Class 1 Connection Count

= 0o olo|=|= o

Class 3 Connection Count

Figure 7.14 - Status monitoring — CIP Statistics

Statistic Description
Class 1 Timeout Count The number of Class 1 connections closed due to Timeouts.
Class 3 Timeout Count The number of Class 3 connections closed due to Timeouts.

Class 1 Forward Open Count | The number of Class 1 Forward Open (connection establishment) messages
sent.

Class 3 Forward Open Count | The number of Class 3 Forward Open (connection establishment) messages
sent.

Class 1 Forward Close Count | The number of Class 1 Forward Close (connection termination) messages
sent.

Class 3 Forward Close Count | The number of Class 3 Forward Close (connection termination) messages

sent.
Class 1 Connection Count The current number of active Class 1 connections.
Class 3 Connection Count The current number of active Class 3 connections.
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Table 7.11 — Mapped Item statistics

7.2.12. ETHERNET CLIENTS

The Ethernet Clients tab displays details of the Ethernet and EtherNet/IP clients connected to
the CAN Bus Router.

] CANBRO1 - Status El@

General CAN Statistics CAN Receive CANSend EtherNet/IP Explicit EtherNet/IP Map EtherNet/IP Originator Logix CIP Statistics EthemnetClients TCPjARP

Ethernet Client Counts EtherNet/IP Table
Type Count IP Address Session Handle
ARP Clients 4 192.168.1.9 45002E00
TCP Clients. 4 192.168.1.235 26D914E2

EtherMet/IP Clients

Figure 7.15 —Status monitoring — Ethernet Client Statistics

7.2.13. TCP/ARP

The TCP/ARP tab displays details of the internal Ethernet ARP and TCP lists of the CAN Bus
Router.

_| CANBRO1 - Status EI@

General CAN Statistics CANReceive CANSend EtherNeyIP Explicit EtherNet/IP Map EtherNet/IP Originator Logix CIP Statistics Ethemet Clients TCP /ARP

ARP Table TCP Table
MAC Address IP Address MAC Address Remote Port Local Port
B4:45:06:0E:FB:8E 192.168.1.65 B4:45:06:0E:F6:8E 57254 44818
00:1D:9C:C4:2D:02 192.168.1.9 00:1D:9C:C4:2D:02 44818 15689
00:60:35:20:08:08 192.168.1.235 00:60:35:20:06:08 44818 63469
00:00:BC:61:E1:D1 192.168.1.113 00:1D:9C:C4:2D:02 60765 44818

Figure 7.16 — Status monitoring — Ethernet TCP / ARP Statistics
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7.3. TARGET DEVICE STATUS MONITORING IN
SLATE

The CAN Bus Router can also provide individual statistics and status for each for each of the

EtherNet/IP Class 1 or CAN Bus Cyclic 10 devices when the Primary Interface is EtherNet/IP
Originator.

7.3.1. ETHERNET/IP

When online with the module in Slate, right-click on the desired EtherNet/IP device under the
EtherNet/IP Connections tree in Slate and select Status.

S Aparian-Slate - CAN Bus Demao

File Device Tools Window Help
owl WG B R e

Project Explorer =

(=& CAN Bus Demo
=4 CANBRO1 (CANBus Router/B)
.M Configuration
-k Ethemnet Port Config
LT Status
i~ Event Viewer
(== EtherNet/IP Connections
B W Flex0A16 (1921681113159

Configuration
Status
Rename

aw

0

Duplicate
Delete

Figure 7.17 — EtherNet/IP Device Status — Status selection

7.3.1.1. GENERAL

The General Status for the EtherNet/IP device shows the connection statistics and parameters
associated with the EtherNet/IP Class 1 connection.
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L] CANBRO1 - Class 1 EtherNet/IP Connection - FlexOA16 (192.168.1.113,1,0) Status =N B ™"
{General! InputData Output Data
Connection Status Connected
Class 1 Originator Statistics Connection Details

Clear Counters

Counter Value Serial Number 0x0000795C
Forward Open Count 2

Forward Close Count 0 O =>T Connection Id 0x00C90451
Connection Timeouts 0

Tx Count 7851 T => O Connection Id 0x022A7182
Rx Count 7824

Figure 7.18 — EtherNet/IP Device Status — General Status

Statistic

Description

Connection Status

The current connection status of the module.

Connected

The device is connected and exchanging data using Class 1 cyclic communication.
Offline

The device it offline and not connected

Various response faults

If the connection parameters entered are not correct, then generally the target
device will reply with the specific reason for the connection reject, for example:

Connection Status ‘ Invalid Originator To Target Size |

Class 1 Originator Statistics

Forward Open Count

The number of Class 1 Forward Open (connection establishment) messages sent
to this device.

Forward Close Count

The number of Class 1 Forward Close (connection termination) messages sent or
received from this device.

Connection Timeouts

The number of this connection was closed due to timeouts.

Tx Count

Number of Class 1 messages sent to the specific target device.

Rx Count

Number of Class 1 messages received from the specific target device.

Connection Details

Serial Number

The active connection’s serial number.

O -> T Connection Id

The active connection Originator to Target Connection Id.

T -> O Connection Id

The active connection Target to Originator Connection Id.

Table 7.12 — EtherNet/IP Class 1 Device status and statistics
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7.3.1.2.

INPUT DATA

The Input Data for the EtherNet/IP device shows the Input Assembly associated with the
EtherNet/IP Class 1 connection.

Register
0

~ oo e N =

General |ﬂDU‘D3‘a Output Data

Value (Dec)

olo|lo|lo|lo|lo|lo|o

| CANBRO1 - Class 1 EtherNet/IP Connection - FlexOA16 (192.168.1.113,1,0) Status

Value {Hex
0x00
0x00
0x00
0x00
0x00
0x00
0x00
0x00

E R =

Figure 7.19 — EtherNet/IP Device Status — Input Data

7.3.1.3.

OUTPUT DATA

The Output Data for the EtherNet/IP device shows the Output Assembly associated with the
EtherNet/IP Class 1 connection.

General InputData

Register
0

SN @ e W=

Value (Dec)

olo|lo ololo o o

| CANBRO1 - Class 1 EtherNet/IP Connection - FlexOA16 (192.168.1.113,1,0) Status

Value (Hex)
0x00
000
0x00
0x00
0x00
000
0x00
0x00

=

Figure 7.20 — EtherNet/IP Device Status — Output Data
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7.4. MODULE EVENT LOG

The CAN Bus Router module logs various diagnostic records to an internal event log. These
logs are stored in non-volatile memory and can be displayed using Slate or via the web
interface. To view them in Slate, select the Event Viewer option in the Project Explorer tree.

S Aparian-Slate - CAN Bus Demo

File Device Tools Window Help

om0 TR e

Project Explorer o

=& CAN Bus Demo
E\i CANBRO1 (CANBus Router/B)
i Configuration
E3d Ethernet Port Config
.1 Status
E EventViewer|
[=)- =& EtherNet/IP Connections
| FlexOA16(192.168.1.113.1.0)

Figure 7.21 - Selecting the module Event Log

The Event Log window will open and automatically read all the events from the module. The
log entries are sorted so as to have the latest record at the top. Custom sorting is achieved by
double-clicking on the column headings.

CANBROT - Event Viewer = e

WX 2
Uploaded 251 records. Filter ‘(A”] v|
Index Time Up Time Event ~

108 0000/00/00 00:00:00.000 0d - 00:26:02 Firmware update started
107 0000/00/00 00:00:00.000  Od - 00:00:00 Ethernet Port 2 link down
106 0000/00/00 00:00:00.000 | Od - 00:00:00 Ethernet Port 1 link up
105 0000/00/00 00:00:00.000 0d - 00:00:00 Application code running
104 0000/00/00 00:00:00.000 | Od - 00:00:00 Config valid
103 0000/00/00 00:00:00.000 | Od - 00-00:00 Update NAND Bad block table (0)
102 0000/00/00 00:00:00.000 | Od - 16:49:57 Module reset
101 0000/00/00 00:00:00.000 Od - 16:49:57 Firmware update started
100 0000/00/00 00:00:00.000 | Od - 00:00:20 Config valid
99 0000/00/00 00:00:00.000 |Od - 00-00:00 Ethernet Port 2 link down
98 0000/00/00 00:00:00.000 | Od - 00-00:00 Ethernet Port 1 link up
97 0000/00/00 00:00:00.000 Od - 00:00:00 Application code running
96 0000/00/00 00:00:00.000 | Od - 00:00:00 Config valid
95 0000/00/00 00:00:00.000 | Od - 00:00:00 Update NAND Bad block table (0)
94 0000/00/00 00:00:00.000 | 0d - 00:13:27 Module reset

Figure 7.22 - Module Event Log

The log can also be stored to a file for future analysis, by selecting the Save button in the tool
menu. To view previously saved files, use the Event Log Viewer option under the Tools menu.
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7.5. WEB SERVER

The CAN Bus Router provides a web server allowing a user without Slate to view various
diagnostics of the module. This includes Ethernet parameters, system event log, advanced
diagnostics, and application diagnostics (CAN Bus diagnostics).

@ NOTE: The web server is view only and therefor no parameters or
configuration can be altered from the web interface.

v ¢® Aparian - CANbus Router/B x +

&« C M A\ Notsecure  192.168.1.70
Module: CANbus Router/B Serial: 1DC10000 Firmware Rev: 1.001.001 %’9 ;
aparian
| Overview | Device Name CANbus Router/B
| Ethernet | Serial number 1DC10000
| Event Logs | Firmware Revision 1.001.001
| Diagnostics | Vendor Id 1370
| Application | Product Type 12
Product Code 131
Uptime Im 3s
Date 2024/09/04
Time 11:24:56
Temperature 43.3090°C
Hardware MAC 00:00:00:00:00:00
System MAC 2C:69:1D:C1:00:00
Switches at Starfup 0:0:0:0
Switches Now 0:0:0:0
Eihemet Port | ILDigrkT Lr:ff'\)rror Disabled

Copyright 2024 Aparian. All rights reserved

Figure 7.23 — Web interface

7.6. CAN BUS PACKET CAPTURE

The module provides the capability to capture the CAN Bus traffic for analysis. This will allow
the user and a remote support team to resolve any possible issues on site. To invoke the
capture of the module, double-click on the CAN Bus Packet Capture item in the Project
Explorer tree.

Document No. D165-007 Page 122 of 139
Revision 1.3



Diagnostics

S Aparian-Slate - CAN Bus Demo

File Device Tools Window Help
LIy Nt
Project Explorer =
=+ CAN Bus Demo
= m—
F Configuration # Configuration
3 Ethernet Port Config Connection Path
=1 Status 1 Ethernet Port Configuration
i EventViewer 3 ) i
E| =& EtherNet/IF Connectio Verify Configuration
I FlexOAT6 (192168 oo |gentity
/o Status
4 Go Offline
Generate Status Report
& Internal Register Viewer
%  Explicit Message Utility
~a CAN Bus Packet Capture
Modbus Packet Capture

Figure 7.24 - Selecting CAN Bus Packet Capture

The CAN Bus Packet Capture window will open and automatically start capturing all CAN Bus
packets.

CANBRO1 - CAN Bus Packet Capture =N N=h ™%
X[®o
‘ ‘ Index « Time Status Dirn Format CAN ID Data

Press STOP to view results.

Capturing Packets : 67

Figure 7.25 — CAN Bus packet capture

To display the captured CAN Bus packets, the capture process must first be stopped, by
pressing the Stop button.
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CANBRO1 - CAN Bus Packet Capture =B
HX @0
Index Time Status Dirn Format CAN ID Data 2
66294 0d - 01:28:41.320 Ok Rx Extended Ox18FF0280 80 02 FF 18 00 00 FF FF FF FF FF FF
66295 |0d-01:28:41.420 Ok Rx Extended 0x18FF0280 30 02 FF 18 00 00 FF FF FF FF FF FF
66296  |0d-01:28:41.520 Ok Rx Extended 0x18FF0280 80 02 FF 18 00 00 FF FF FF FF FF FF
66297 0d - 01:25:41.600 Ok Rx Extended 0x18FBDEOG 06 DEFB 18 20 22 20 22 20 22
66288 0d - 01:28:41.600 Ok Rx Extended Ox0CFFFFO6 06 FF FF 0C 00 00 00 00 00 00 00 00
66299 0d - 01:28:41.620 Ok Rx Extended Ox18FF0280 80 02 FF 18 00 00 FF FF FF FF FF FF
66300 0d - 01:28:41.720 Ok Rx Extended Ox18FF0280 80 02 FF 18 00 00 FF FF FF FF FF FF
66301 0d - 01:28:41.820 Ok T Standard 000000160 60 01 00 00 00 00 00 00
66302  |0d-01:28:41.820 Ok Rx Extended 0x18FF0280 80 02 FF 18 00 00 FF FF FF FF FF FF
66303  |0d-01:2841920 Extended 0x18FF0280 80 02 FF 18 00 00 FF FF FF FF FF FF
mm
66305 0d - 01:28:42.120 Extended Ox18FF0280 80 02 FF 18 00 00 FF FF FF FF FF FF
66306 0d - 01:28:42.220 Ok Rx Extended Ox18FF0280 8002FF180000FF FFFFFFFFFF |V
Stopped Packets : 120

Figure 7.26 — CAN Bus Packet Capture complete

The captured CAN Bus packets are tabulated as follows:

Statistic Description
Index The packet index, incremented for each packet sent or received.
Time The elapsed time since the module powered up.
The status of the packet. Received packets are checked for valid CAN Bus
Status .
constructs and valid checksumes.
Dirn The direction of the packet, either transmitted (Tx) or received (Rx).

The format of the CAN header either:
Format Standard: (11-bit)
Extended: (29-bit)

CAN ID The CAN ID of the packet.

Data The raw packet data.

Table 7.13 — CAN Bus Packet Capture fields

The packet capture can be saved to a file for further analysis, by selecting the Save button on
the toolbar. Previously saved CAN Bus Packet Capture files can be viewed by selecting the
CAN Bus Packet Capture Viewer option in the Tools menu.
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File Device Window Help
Target Browser

DHCP Server

Event Viewer

DeviceFlash

2 on S

Packet Capture Viewers DF1 Packet Capture Viewer
DH485 Packet Capture Viewer
Modbus Packet Capture Viewer
DNP3 Packet Capture Viewer
ControlMet Packet Capture Viewer
DeviceNet Packet Capture Viewer
HDLC Packet Capture Viewer

AT Packet Capture Viewer

J1939 Packet Capture Viewer
CANopen Packet Capture Viewer
CAN Bus Packet Capture Viewer
HART Packet Capture Viewer
Profibus Packet Capture Viewer

Foundation Fieldbus H1 Capture Viewer

GSD File Management
FF DD Management
CAN EDS File Management
DeviceNet EDS File Management

Application Settings

S S S 3] EAE S S O O S S S 2 3

Figure 7.27 - Selecting the CAN Bus Packet Capture Viewer

7.7. MODBUS PACKET CAPTURE

The module provides the capability to capture the Modbus traffic for analysis. This will allow
the user and a remote support team to resolve any possible issues on site. To invoke the
capture of the module, double-click on the Modbus Packet Capture item in the Project
Explorer tree.

S Aparian-Slate - CAN Bus Demo*

File Device Tools Window Help
awl (X0 A0 E R e
Project Explorer
=& CAN Bus Demo
=R N CANBRO1 (Cahicaa =Yy
~.# Configuratit #  Configuration
[ EthemetPc e Connection Path
i Status ; .
.70 EventView = Ethfernet Po_rt CorTﬂguratlon
Verify Configuration
o |dentity
/= Status
4 Go Offline
Generate Status Report
& Internal Register Viewer
% Explicit Message Utility
W CAN Bus Packet Capture
|G... Modbus Packet Capture I
@ Generate Logix L5X
[+ Export Modbus Summary CSV
[+ Export Modbus Expanded CSV

Figure 7.28 - Selecting Modbus Packet Capture

Document No. D165-007 Page 125 of 139
Revision 1.3



Diagnostics

The Modbus Packet Capture window will open and automatically start capturing all Modbus

packets.

CANBRO1 - Modbus Packet Capture

Xeor

Index Time Status

Capturing Packets: 34

Port

Press STOP to view results.

Dirn

Node

Description

IR =%

Data

To display the captured Modbus packets, the capture process must first be stopped, by

pressing the Stop button.

Figure 7.29 — Modbus packet capture

CANBRO1 - Modbus Packet Capture

kX @0Y

Index Time Status

165 0d - 01:39:00.280 Ok

166 0d - 01:39:00.280 Ok

167 0d - 01:39:01.280 Ok

168 0d - 01:39:01.280 Ok

169 0d - 01:39:02.280 Ok

170 0d - 01:39:02.280 Ok

171 0d - 01:39:03.280 Ok

172 0d - 01:39:03.280 Ok

173 0d - 01:39:04.280 Ok

174 0d - 01:39:04.280 Ok

175 0d - 01:39:05.280 Ok

176 0d - 01:39:05.280 Ok

177 0d - 01:39:06.280 Ok

Stopped Displaying Packets: 44 of 44

Part
TCP
TCP
TCP
TCP
TCP
TCcP
TCP
TCP
TCP
TCP
TCP
TCcpP
TCP

Dirn
Rx
Tx
Rx
Tx
Rx
Tx
Rx
Tx

Node

1

JREPRR P PO i IS S [ i PSR A

Description

Read HoldingReg - Address 1031,

Read HoldingReg - DataSize 4

Read HoldingReg - Address 1000,...

Read HoldingReg - DataSize 48

Read HoldingReg - Address 1031,...

Read HoldingReg - DataSize 4

Read HoldingReg - Address 1000,

Read HoldingReq - DataSize 48

Read HoldingReg - Address 1031,...

Read HoldingReg - DataSize 4

Read HoldingReg - Address 1000, ...

Read HoldingReq - DataSize 48

Read HoldingReg - Address 1031,...

SN EEE X"

Data
0103 04 07 00 02
0103 04 00 00 FF FF
010303E80018
01033001 EF00002D37000...
010304070002
010304 0000 FF FF
010303 E80018

01033001EF00002D 37000

010304070002
0103 04 00 00 FF FF
010303E80018

01033001EF00002D37000...

010304070002

Figure 7.30 — Modbus Packet Capture complete

The captured Modbus packets are tabulated as follows:

Statistic Description
Index The packet index, incremented for each packet sent or received.
Time The elapsed time since the module powered up.
The status of the packet. Received packets are checked for valid Modbus
Status .
constructs and valid checksums.
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Port Port on where the data was sent or received (TCP, RTU232, RTU485)
Dirn The direction of the packet, either transmitted (Tx) or received (Rx).
Node The Source Node address for the packet

Description Description of the packet that was received.

Data The raw packet data.

Table 7.14 — Modbus Packet Capture fields

The packet capture can be saved to a file for further analysis, by selecting the Save button on
the toolbar. Previously saved Modbus Packet Capture files can be viewed by selecting the
Modbus Packet Capture Viewer option in the Tools menu.

S Aparian-Slate

File Device | Tools | Window Help
el

Target Browser
DHCP Server

Event Viewer

DeviceFlash

£ w4 5o

Packet Capture Viewers » DF1 Packet Capture Viewer
DH485 Packet Capture Viewer

Modbus Packet Capture Viewer

GSD File Management

FF DD Management

CAN EDS File Management
DeviceNet EDS File Management

DNP3 Packet Capture Viewer
ControlNet Packet Capture Viewer
DeviceMNet Packet Capture Viewer
HDLC Packet Capture Viewer

AT Packet Capture Viewer

F Application Settings

N A A ] 1 A

Figure 7.31 - Selecting the Modbus Packet Capture Viewer
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7.8. MODULE STATUS REPORT

For assisting with support Slate can generate a status report for the module which is a
Microsoft Word compatible document that can be emailed to support. To generate this report
the user can right-click on the module (when online in Slate) and select Generate Status
Report.

S Aparian-Slate - CAN Bus Demo

File Device Tools Window Help
DE e Y d 5@ L 4
Project Explorer
= & CAN Bus Demo
B —1
.. & Configuration # Configuration
« i EthemetPort| =  Connection Path
i~ Status I Ethernet Port Configuration
- Event Viewer, ) ) R
Verify Configuration
=0 |dentity
=1 Status
++  Go Offline
‘ Generate Status Report
=1 Internal Register Viewer
¥ Explicit Message Utility
w7 CAN Bus Packet Capture
~~ Modbus Packet Capture

Figure 7.32 — Module Status Report
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7.9. MODBUS SUMMARY CSV

Slate can provide a summary of the Modbus registers being used in the form of a CSV file. This
will assist the user to better understand where what data is being mapped (based on the CAN
Bus Router module configuration). To generate the Modbus Summary CSV, right-click on the

module (when online in Slate), and select Export Modbus Summary CSV.

S Aparian-Slate - CAN Bus Demo

Window Help
+.5 024

File Device Tools

k-0 RN

Project Explorer

=- & CAN Bus Demo

=R J CANBRO1 (CANBus Router/B

F Configuration

&3 EthernetPort Cor)
= Status

T EventViewer

P

=08

A S I I P I

Configuration

Connection Path

Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Explicit Message Utility
CAN Bus Packet Capture
Modbus Packet Capture

Generate Logix LSX

Export Modbus Summary CSV

Export Modbus Expanded CSV

Figure 7.33 — Modbus Summary Report Generation

1 RegType

2 HR
HR
4 HR
5 HR
3 HR
7 HR
HR
9 HR
10 HR
11 HR
12 HR
13 HR
14 HR
15 HR
16 HR
17 G

Modbus Function StartAddress

Read
Read
Read
Read
Read
Read
Read
Write
Write
Read
Write
Read
Write
Write
Read

1000
1024
1025
1027
1029
1031
1035
1037
1039
1041
1043
1046
1048
1052
1054

End Address

1023
1024
1026
1028
1030
1034
1036
1038
1040
1042
1045
1047
1051
1053
1055

Element Count

24

MR RN W NN R NN N =

Description

System.Status
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -
Internal.Data -

Figure 7.34 — Modbus Summary CSV

N4Tempertaure.Data
N4Tempertaure.Count

N4Pressure.Data
N4Pressure.Count
DashKeys.Data
DashKeys.Count
E1Config.Data
E1Config.Trigger
E1Config.Count
E2Preset.Data
E2Preset.Count
DashLED.Data
DashLED.Trigger
DashLED.Count
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7.10.

MODBUS EXPANDED CSV

Slate can provide a detailed version of the Modbus registers being used in the form of a CSV
file. This will assist the user to better understand where what data is being mapped (based on
the CAN Bus Router module configuration). To generate the Modbus Expanded CSV, right-
click on the module (when online in Slate), and select Export Modbus Expanded CSV.

Figure 7.35 — Modbus Expanded Report Generation

S Aparian-Slate - CAN Bus Demo

Device
Dl WY g
Project Explorer

= CAN Bus Demo
- Configuration
-k Ethernet Port Conf|
-1 Status
i-T] EventViewer

Window Help

+.9E8 e

HO8

F P w38 %238

Configuration

Connection Path

Ethernet Port Configuration
Verify Configuration

Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Explicit Message Utility

CAN Bus Packet Capture
Modbus Packet Capture
Generate Logix L5X

Export Modbus Summary CSV

Export Modbus Expanded CSV

Reg Type
HR

1
E HR
4 HR
5 HR
6 HR
7 HR
8 HR
9 HR
] R
11 [
12 [
3 [
14 [
15 [
16 G
17 [
HR
HR
HR
HR
HR
HR
HR
25 [

HR

Madbus Function

Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Write
Write
Read
Write
Read
Write
Write
Read

StartAddress

1000
1002
1003
1004
1006
1008
1010
1012
1014
1016
1018
1020
1022
1024
1025
1027
1029
1031
1035
1037
1039
1041
1043
1046
1048
1052
1054

End Address  Element Count Description
1001 2 RouterStatus.GeneralStatus
1002 1 RouterStatus.ConfigCRC
1003 1 RouterStatus.TransactionRate
1004 1 RouterStatus.CurrentBaudRate
1007 2 RouterStatus.Temperature
1009 2 RouterStatus.RxCanPacketCount
1011 2 RouterStatus.TxCanPacketCount
1013 2 RouterStatus.CANCRCErrors
1015 2 RouterStatus.CANBitErrors
1017 2 RouterStatus.CanStuffErrors
1019 2 RouterStatus.BusOffCount
1021 2 RouterStatus.CANAckErrors
1023 2 RouterStatus.CANFormatErrors
1024 1 Internal. Data - NATempertaure.Data
1026 2 Internal.Data - N4Tempertaure.Count
1028 2 Internal.Data - N4Pressure.Data
1030 2 Internal.Data - N4Pressure.Count
1034 4 Internal.Data - DashKeys.Data
1036 2 Internal.Data - DashKeys.Count
1038 2 Internal.Data - E1Config.Data
1040 2 Internal.Data - E1Config.Trigger
1042 2 Internal.Data - E1Config.Count
1045 3 Internal.Data - E2Preset.Data
1047 2 Internal.Data - E2Preset.Count
1051 4 Internal.Data - DashLED.Data
1053 2 Internal.Data - DashLED.Trigger
1055 2 Internal.Data - DashLED.Count

Figure 7.36 — Modbus Expanded CSV
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7.11. INTERNAL REGISTER VIEWER

The module provides an Internal Register Viewer that allows the user to view the data
registers in the Internal Data Space (IDS) and Modbus Registers.

Aparian-Slate - CANBusRouterDemo

File Device Tools Window Help

Project Explorer
=& CANBusRouterDemo

=R ] CANbus (CA

- Configuration &  Configuration
Ed Ethernet Port| .
&1 Status = (Connection Path
Ethernet Port Configuration
Verify Configuration

E 0

Identity
Status
Go Offline

Generate Status Report
Internal Register Viewer
Explicit Message Utility
CAN Bus Packet Capture
Modbus Packet Capture
[ Save Configuration to SD Card

A B B = =

# Generate Logix L5X
Export Modbus Summary CSV
Export Modbus Expanded CSV

= Export Configuration File

Figure 7.37 — Internal Register Viewer - Select

Once opened, the register type can be selected. Note that the Modbus Registers will only be
available if the Primary Interface configured is for Modbus Server or Modbus Client.

1] CANbus - Register View ==

Register Selection

Register Type Modbus HR

Start Index Modbus IR

Modbus CS
Modbus IS

Internal Data Table

Register Value (Dec) Value (Hex)

Figure 7.38 — Internal Register Viewer — Register Type
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The Start and Stop Index can then be selected to determine how much data to display and
refresh.

Bl CANbus - RegisterView | = | B wad|

Register Selection

Register Type Modbus HR ~
Sartindex [0 | Lengh
stop

| Register Value (Dec) Value (Hex)

Figure 7.39 — Internal Register Viewer — Indexes

The data will appear and start refreshing by pressing the Start button.

Bl cANbus -RegisterView | = | 2 |

Register Selection
Register Type Modbus HR
Sertindex [0 ] Lengin
siar
Register Value (Dec) Value (Hex)
0 0 0x0000
1 0 0x0000
2 0 0x0000
3 0 0x0000
4 0 0x0000
5 0 0x0000
6 0 0x0000
7 0 0x0000
8 0 0x0000
9 0 0x0000
| Running | 2

Figure 7.40 — Internal Register Viewer — Running
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8. TECHNICAL SPECIFICATIONS

8.1. DIMENSIONS

Below are the enclosure dimensions as well as the required DIN rail dimensions. All
dimensions are in millimeters.

116 34
o) ( h [elnelye]
N Uﬂ o 0o
7
Q
2 I |k
Uy )
| [ ]
93
Figure 8.1 — CAN Bus Router enclosure dimensions
By
<73- 1+0.04 -T—-—
] wpa
f/ _[’ RO8
\ J | |
- 35203 [ RS e
| s ¥
| Z;‘ l ——L—I;ON \
. ‘L Sezione A / Section A R1.2
e = [ - j‘2:2 min. fino 0/ To 2,5 max
2'3 ezione A / Section A
Figure 8.2 - Required DIN dimensions
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8.2. ELECTRICAL

Specification

Rating

Power requirements

Input: 10 — 32V DC

Power consumption

2.2 W (Max.)
Current: 180 mA @ 10V
Current: 85 mA @ 24 V

Connector

3-way terminal

Conductors

24-18 AWG

Enclosure rating

IP20, NEMA/UL Open Type

Temperature

-20-70°C

Earth connection

Yes, terminal based

Emissions IEC61000-6-4
ESD Immunity EN 61000-4-2
Radiated RF Immunity IEC 61000-4-3

EFT/B Immunity

EFT: IEC 61000-4-4

Surge Immunity

Surge: |IEC 61000-4-5

Conducted RF Immunity

IEC 61000-4-6

Table 8.1 - Electrical specification

8.3. ETHERNET

Specification Rating
Connector RJ45
Conductors CATS5 STP/UTP
ARP connections Max 100

TCP connections Max 100

CIP connections Max 15
Communication rate 10/100Mbps
Duplex mode Full/Half
Auto-MDIX support Yes
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Embedded switch

Yes, 2 x Ethernet ports

Device Level Ring (DLR)

Supported

Network Time Protocol (NTP)

Supported

Table 8.2 - Ethernet specification

8.4. SERIAL PORT (RS232)
Specification Rating
RS232 Connector 9-way terminal (shared with RS485)
RS232 Conductor 24 - 18 AWG
Electrical Isolation 1000 Vdc

BAUD 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
Parity None, Even, Odd

Data bits 8

Stop bits 1

8.5.

Table 8.3 — RS232 Serial Port specification

SERIAL PORT (RS485)

Specification

Rating

RS485 Connector

9-way terminal (shared with RS485)

RS485 Conductor

24 - 18 AWG

Electrical Isolation

1500 Vrms for 1 minute.

BAUD 1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200
Parity None, Even, Odd

Data bits 8

Stop bits 1

Table 8.4 — RS485 Serial Port specification
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8.6. CAN BUS

Specification Rating

Connector 5-way terminal, 5.08mm pitch.

Max CAN Receive Items 100

Max CAN Send Items 100

Passthrough Messaging Supported

Supported BAUD Rates 10k, 20k, 50k, 125k, 250k, 500k, 800k, 1M
CAN Terminator 120 Q - Software Enabled

Table 8.5 — CAN Bus specification

8.7. ETHERNET/IP TARGET

Specification Rating
Class 1 Cyclic connection count 4
Logix Direct-to-Tag Supported Yes

Table 8.6 — EtherNet/IP Target specification

8.8. ETHERNET/IP ORIGINATOR

Specification Rating

Class 1 Cyclic Connections Supported Yes

Class 3 / UCMM Connections Supported | Yes

Class 1 Connection Count 10
Class 3 / UCMM Target Device Count 10
Class 3 / UCMM Mapping Count 50

Table 8.7 — EtherNet/IP Originator specification
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8.9. MODBUS CLIENT

Specification Rating

Modes Supported Modbus TCP, Modbus RTU232, Modbus RTU485
Modbus RTU485 Termination 125 Q - Software Enabled

Max. Modbus Server Devices 20

Max. Modbus Mapping 100

Mapping Ranges Holding Register 0 — 65535

Input Register 0 — 65535
Input Status 0 — 65535
Coil Status 0 — 65535

Base Offset Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port Yes

Data Reformatting Supported BB AA
BB AA DD CC
CCDD AA BB
DD CC BB AA

Table 8.8 — Modbus Client specification

8.10. MODBUS SERVER

Specification Rating

Modes Supported Modbus TCP, Modbus RTU232, Modbus RTU485 (simultaneous)
Modbus RTU485 Termination Software set

Mapping Ranges Holding Register 0 — 65535

Input Register 0 — 65535
Input Status 0 — 65535
Coil Status 0 — 65535

Base Offset Modbus (Base 0)
PLC (Base 1)

Configurable Modbus TCP Port Yes

Table 8.9 — Modbus Server specification
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8.11.

CERTIFICATIONS

Certification

Mark

CE Mark

C€

RoHS2 Compliant

RoHS2

UL Mark
File: E494895 C us
LISTED
CLASS 1, DIV 2, GROUPS A, B,C, D
UKCA l ' K
ATEX
I13GExeclICT5
-25°C<Ta<70°C
ODVA Conformance

EtherNet/IP

Table 8.10 — Certifications
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CAN BUS, 124

CAN BUS general configuration, 26, 28, 30, 32

CAN BUS parameters, 26

CAN BUS Router, 7, 13, 14, 17, 25, 90, 113

CAN BUS Router, 7

CAN BUS Router, 74

CAN BUS Router, 102

CAN BUS Router, 113

CAN BUS Router, 121

CAN BUS Router, 122

CAN BUS Router general configuration, 43, 45, 46, 48,
63, 65

Connection path, 74

Contact Us, 12

D
DC power, 13
DHCP, 14, 19, 20, 21, 22
dimensions, 133
DIN rail, 15, 16, 133
DIP, 14

E

Ethernet connector, 18

Ethernet/IP, 60

EtherNet/IP, 7, 60

EtherNet/IP Devices configuration, 59
EtherNet/IP Map configuration, 60, 61, 72, 73, 74

F

firmware upgrade, 26

9. INDEX

Input assembly, 107, 108, 109
input voltage, 16, 18
IP Address, 20, 21

L
LED, 101, 102

M
MODBUS, 114

o)
output assembly, 90

R
Rockwell Automation, 24
RS232, 13, 14, 17
RS232/RS485, 17
RSLinx, 24

S

Safe Mode, 14
Serial, 135

Slate, 26, 76, 102, 118, 121, 122

statistics, 111, 112, 113, 117, 119, 124, 127

Statistics, 102
Support email, 12
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Target Browser, 22, 23, 60, 75

W

web server, 102, 122
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