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1 Installing the RadioLinx Industrial
Hotspot Browser

Use the RadioLinx Industrial Hotspot Browser Configuration Tool (hereafter called the IH
Browser) to set up and configure the RLX2/ELXM series radios. It is designed for personal
computers running the Microsoft Windows operating systems.

1.1 IH Browser System Requirements
The IH Browser is designed to run on Microsoft Windows, and is supported on the following
versions:

e Microsoft Windows 7 Professional 32- or 64-bit, with Service Pack 1

e Microsoft Windows 10

e Microsoft Windows 11

Other Microsoft Windows operating system versions may work but have not been tested by
ProSoft Technology and are not officially supported.

1.2 Installing IH Browser Software
Install the RadioLinx Industrial Hotspot Browser (IH Browser) software to discover and connect
to the radio as the RLX2/ELXM series radios are not shipped with a default static IP Address.

1 Open your web browser and navigate to www.prosoft-technology.com

2 Use the search box on the ProSoft Technology page to search for “IH Browser” and
then click the link for the RadioLinx IH Browser.

3 Click the Download tab and then click RADIOLINX IH BROWSER to download the latest
version of the IH Browser.

4 Choose SAVE or SAVE FILE when prompted.
5 Save the file to your Windows Desktop.

6 When the download is complete, locate and double-click the zip file to extract the
installation file (RadioLinx IH Browser 3.130.msi or a newer version).

7 Double-click the .msi file to install the IH Browser.

If your computer does not have access to the Internet, you must download the software from the
ProSoft Technology website to removable media, and then copy it to your computer.
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2 Using the IH Browser to Manage your
Radios

Start the IH Brower. If the RLX2/ELXM series radio is powered up and connected, it appears in
the IH Browser. Note that the MAC address is the same address as that of the label on the

radio.
The List view displays the radios on the same network as the computer running the IH Browser.

% RadioLinx Industrial Hotspot Browser

File MNetwork Actions Info View Help

Age|lagma@ S AR TXG(TRN 7|
Name Mis... P MAC Parent Ho... SSID Channel/... S
HB Intel(R) Ethernet Connection ... 10.23.1.109  A4:BB:6D:9C:58:BE .
R RLX2Repeater 0 10.23.1.105 00:0D:8D:F0:E8:C9 00:0D:8D:AA:09:92 2 Network11 44, 20MHz

Note: You can perform many common tasks by right-clicking on the radio and choosing a command.

2.1 Refreshing the Display in the IH Browser

If the radio's configuration has been changed, refresh the IH Browser by clearing and scanning
the display using the buttons on the toolbar.

"%/ The Erase button clears the radios from display (or from the FILE menu choose CLEAR).

#  The Scan button rescans the network for RLX2/ELXM series radios (or from the FILE menu
choose SCAN).
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2.2 Defining the Scan Parameters in the IH Browser

Use the Scan Setup dialog box to specify how the IH Browser refreshes the display when
scanning the network. By default, the program sends a broadcast Scan message to all the
radios at the same time, then waits for them to respond. Broadcasts are limited to a local
network, and will not be passed through a router.

If there is a router between the PC running the IH Browser and the radio, enter the IP address of

a single radio or the range of IP addresses of multiple radios. This adds them to the IP

addresses the |IH Browser scans.

To define the scan parameters, from the NETWORK menu, choose SCAN SETUP.

Scan Setup Dialog

Metwark Scan

Remate Device Discovery
Ernable Fast Discovery
Additional P addreszes and ranges to scan:

101010107 - 101010125

Mew address / range;

Fram | : . : |

To|

Additional named devices to scan

Mame IP

TestRadio urresolyved
RHO-CFIROST 101210165

Load File I:l Browse ...

Scan Results File

File Output B

Your network will be scanned every zeconds.

[Enter zero to dizable automatic scanning or 5-3600 secs)

Remowe

Add P

Refresh NS

Remove

Add Mame(z)

*
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Parameter

Description

Network Scan

Local network scanning

interval

Specifies how often the IH Browser scans the network and updates the display.
Enter 0 to disable automatic scanning. You can still scan the network manually.

Remote Device

Discovery

Parameters related to communicating to radios that are on a different subnet
than the PC running the IH Browser.

Enable Fast Discovery

The additional addresses or names will be discovered in the background. By
selecting this option, the discovery will proceed at a faster rate at the expense of
network traffic.

Additional IP addresses

Displays the IP addresses the IH Browser scans at the scanning interval.

Remove

Removes the selected IP address or range. Click on an IP address or address
range to select it.

New Address / Range

Enter the new IP address (in FRom) or range of IP addresses (in FRom and To)
and then click App IP button.

Additional Named

Displays the Device Names to scan. (Requires that the name of the RLX2 or

Devices ELXM radio has been registered with a DNS server.)
Name Adds a new name to the list.

Load File Adds a list of names from a text file.

Refresh DNS Updates the results of a DNS query on each name.
Remove Removes the selected name from the list.

Add Name(s)

Adds the individual name or list of names to the list. A DNS query will be
completed for each name.

Scan Results File

Parameters related to writing status of radios discovered by the IH Browser to a
json formatted output_log.json file in a Windows hidden folder.

To locate the file, enter C:\ProgramData\Prosoft\ in the Windows File Explorer
Address Bar.

File Output

Select box with options to:

Disable: Disable outputting to the file.

All Devices: Output data on all discovered radios.

AP Only: Output data only on discovered Access Points.
Clients: Output data only on discovered Client radios.

Output Period

The interval in minutes which the json formatted file is overwritten with the
current snapshot of information on radios known to the IH Browser.

2.3 Freezing the Display in the IH Browser

Freezing the display in the IH Browser prevents it from updating with new data.

F | The Freeze button on the IH Browser toolbar prevents the display from updating (or from the
FILE menu choose FREEZE).

Click the Freeze button again to start updating the display.
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24 Changing IH Browser Columns in List View

You can change the columns that appear in the IH Browser main window in List View.
1 From the VIEW menu, click SELECT COLUMNS.

2 Inthe Select Columns dialog box, click the check boxes for the columns you want to appear
in the window.

To reset the columns in the IH Browser window to the default, from the VIEW menu, click RESET
COLUMNS.

2.5 Switching between List and Topology Views

You can switch between the List and Topology Views in the IH Browser main window.

e The List View is the default view, and shows a list of all the connected radios in a grid,
similar to a spreadsheet.

e The Topology View shows a diagram of the network’s wireless connections. If a radio does
not appear in the view, it is not connected to the network. The Topology View is display-
only.

To switch between the List and Topology views

e = The List View button switches to the List View (or from the VIEW menu choose LIST
VIEW). For a description of the available columns, see section 2.5.1 List View Columns.

o 45 The Topology View button switches to the Topology View (or from the VIEW menu
choose TOPOLOGY VIEW). For a description of the Topology View, see section 2.5.2
Topology View Description.

To change the columns in the List View

To resize a column, click between column headers and drag left or right.

To re-order the columns, click a column header and drag it to the left or right.

To sort the radios, click a column header to change the sort order

To change the displayed columns, from the VIEW menu choose SELECT COLUMNS.

To zoom in and out in the Topology View

e ®/ The Zoom In button magnifies the Topology View (or from the VIEW menu choose Zoom
IN).

o R The Zoom Out button shrinks the Topology View (or from the VIEW menu choose Zoom
our).

. The Zoom to Fit button resizes the Topology View to fit the window (or from the VIEwW
menu choose Zoom To FIT).

To sort radios alphabetically in the Topology View

e ™= The Sort Alphabetically button sorts the radios in the by name Topology View (or from
the VIEW menu choose SORT ALPHABETICALLY).

To change a radio’s confiquration in either view

Double-click a radio to launch a web browser to the login page of the radio. See Chapter 6
Connecting to the Radio Configuration Interface.
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2.5.1 List View Columns

This topic describes the available columns in the List View. See section 2.5 Switching between
List and Topology Views for more information on the List View columns.

Note: You can display most of the same information for the radio in the Detailed Information dialog box the IH
Browser. For more information, see chapter 3 Viewing the Radio Properties.

Column Name Description
Name Displays the radios in the IH Browser. Names appear in a nested tree order. The icons on
some entries help identify the type of radio.

S Computer

B# Network Interface

M Master Radio

R Repeater Radio

@i Ethernet Bridge Radio

C Client Radio
B¢ Bridging Client Radio

U Un-commissioned Radio
Mode Displays a text description of the radios in the IH Browser.

THis UTiLiTy: This instance of the IH Browser.
UTiuty: Other instances of IH Browsers running on other systems on the same network.

LocAL INTERFACE: A network interface detected on the computer running this instance of the
IH Browser.

MASTER: A radio on the network in Master mode.

CLIENT: A radio on the network in Client mode.

BRIDGING CLIENT: A radio on the network in Bridging Client mode.
ETHERNET BRIDGE: A radio on the network in Ethernet Bridge mode.

REPEATER: A radio in the network in Repeater mode.

MAC Displays the physical Media Access Control (MAC) address of the radios. All ProSoft
Technology radios have a MAC address in the form 00:0D:8D:XX:YY:ZZ.

IP Displays the IP addresses assigned to the radios.

Mask Displays the network mask for the radio.

Gateway Displays the IP address of the network gateway for the radio.
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SSID

Displays the Service Set Identifier (SSID). This is a name assigned to a wireless network
radio. Repeater and Client radios must be configured with the same SSID to connect. Note
that Master radios typically broadcast their SSID. However, you can disable SSID
broadcasting so that other wireless radios cannot detect the Master radio. If a Master is not
broadcasting its SSID, this field includes the word HIDDEN along with the SSID of the radio;
for example, ProSoft/hidden.

Connection

Displays the connection state for a Repeater radio.
SCANNING: The radio is searching for a Master radio.
CONNECTED: The radio is linked to a Master radio.

Signal (dBm)

Displays the signal strength in dBm of a Repeater or Client radio’s link to a Master radio.
Master radios do not report signal strength.

Hops

Displays the number of wireless connections from the radio to the wired connection of a
Master. This value is always 1 for a Master radio. For Repeater radios, the value is at least 2
but can be higher if there are more hops to the Master radio. Client radios do not display a
hop value.

Parent

Displays the MAC address of the Parent radio to which this Repeater or Client radio is
linked. This is blank for Master radios.

Associations

Displays the number of non-bridge wireless connections to this radio. Client or Bridging
Client radios that are connected always show 1 in this column (and 0 in the Bridges
column).

Bridges

Displays the number of non-bridge wireless connections to this radio. Client or Bridging
Client radios that are connected always show 1 in this column (and 0 in the Bridges
column).

Tx (kbits/sec)

Displays a moving average of transmit throughput in kilobits/second. It does not count
packet overhead, and only counts payload data. For Repeater radios, this shows the
throughput only for the radio link to the Parent radio. For Master radios, this is the
throughput sum of all the Master's radio links.

Rx (kbits/sec)

Displays a moving average of receive throughput in kilobits/second. It does not count packet
overhead, and only counts payload data. For Repeater radios, this shows the throughput
only for the radio link to the Parent radio. For Master radios, this is the throughput sum of all
the Master’s radio links.

FW Ver

Displays the firmware version number.

For IH Browser entries, this is the version of the IH Browser itself.

For radios, this is the version of the firmware code in the radio. This is not the version of the
image file installed into the radio (for that information see IMAGE VER described below).

Boot Ver

Displays the boot loader code version number.

For IH Browser entries, this is the version of the network communication engine in the IH
Browser (e.g. WinXP, WinVista).

For radios, this is the version of the boot loader code in the radio.

Image

Displays the type of the firmware image that the radio is currently running (PRIMARY or
SECONDARY). Each radio has two copies of operating firmware installed, and the radio will
automatically switch from one to the other if one of them becomes corrupted.

Compression

Displays the compression state of the firmware images in the radio (COMPRESSED or
UNCOMPRESSED).

Ethernet

Displays the Ethernet status for the radio.
ATTACHED: The radio is connected to a wired Ethernet network.
DETACHED: The radio is not connected to a wired Ethernet network.

Channel/Width

Displays the operating channel and channel width. The width value can be 20MHz, 40MHz
or 80MHz.
Example: 48, 20 MHz for channel 48 with a 20 MHz channel width.

Security

Displays the encryption type setting for the radio. Some valid settings are AES, TKIP,
AES&TKIP, WEP128 TKIP, WEP128, WEP64.

Misses

Displays the number of times the IH Browser has failed to receive a response from the radio
after a scan. Ideally this number should always be 0.

ProSoft Technology, Inc.
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RSTP Displays the setting for RSTP in the radio (ENABLED, DISABLED, and STP). The STP state is
a legacy "non-rapid" Spanning Tree mode that the radio automatically uses if it detects a
peer wired bridge in STP mode. All radios on a network must have the same RSTP state to
link properly.

Link Time Displays the link time of the radio. For example, 24d,13h,10m,32s. This time resets to 0 on
a Roam, or if the link is dropped and re-established with the same Parent radio.

Tx Rate Displays the current modulation data rate that the radio is using for transmission. This may
be slower than the configured nominal rate because of retries or other environmental
factors.

For 802.11a/b/g radios, the data rate is expressed in kilobits or megabits per second (for
example, 54Mb/s).
For 802.11n/ac/ax radios, the data is expressed in MCS rates from 0 to 15 (for example,

MCS7).

Retries(%) Displays the ratio of packet re-transmission to total packet transmissions during the last five-
second interval for the radio.

Uptime Displays the amount of time the radio has been running since the last power cycle or reset;
for example, 1d,4h,13m,25s.

Product Displays the model number of the RLX2 radio; for example, RLX2-IHA, RLX2-IHG, RLX2-
IHFN, RLX2-IHFN-W, or RLX2-IHW.

Image Ver Displays the name of the image file loaded into the radio; for example, RLX2_v0036_R.

Tx Pkts/Sec Displays a moving average of transmitted data packets/second. For Repeater radios, this

shows the data packet rate transmitted over the radio link to the Parent radio. For Master
radios, this is the transmitted data packet rate sum on all the Master's radio links.

Rx Pkts/Sec Displays a moving average of received data packets/second. For Repeater radios, this
shows the data packet rate received over the radio link to the Parent radio. For Master
radios, this is the received data packet rate sum on all the Master's radio links.

25.2 Topology View Description

This topic describes the Topology View. See section 2.5 Switching between List and Topology
Views for more information on the Topology View.

Topology View Description
|;| g Indicates the Master radio; always shown at the top.
M Master
169.254.198.250
SSID: Internal

R Radio! Z Indicates a radio linked to the network.

169.254.198.254
R Radiod Indicates a radio not linked to a Parent radio, but on the same network as the
169.254.198.254 computer hosting the IH Browser.

Indicates that an Ethernet connection exists to the radio but does not indicate
the number of radios on the connection.

Indicates that wireless clients (such as laptops and tablet computers) are
linked to this radio. The number of clients linked is indicated by the number of
boxes and/or a number.

Indicates signal strength between radios. The width of the line is not
calibrated, but a wider line indicates a relatively stronger signal strength.

. Indicates links to alternate Parent radio candidates that could be chosen if
-------------------- the current Parent link drops or degrades.
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2.6 Printing the View in the IH Browser
You can print the current view in the IH Browser.
e To print the current view, from the FILE menu choose PRINT.
e To define the page orientation, paper source, and size, from the FILE menu choose

PRINT SETUP.

o To preview the printed view, from the FILE menu choose PRINT PREVIEW. This can help
you adjust the view in the IH Browser so it does not break across pages when printed.

¢ Inthe Topology View, to display a border around the area to be printed, do one of the

following:

o From the VIEW menu, choose PRINT AREA.
o On the IH Browser toolbar click the (3’ Show Page Outline button.

2.7 Importing and Exporting IH Browser Data

You can export data from, and import data into, the IH Browser. Exporting data creates and
saves an XML file containing the current configuration and status of all radios discovered by the
IH Browser. You can use this command under the direction of ProSoft Technical Support, for

troubleshooting purposes. Importing data brings in the data from a previously created IH

Browser XML file.

e To export data from the IH Browser, from the FILE menu choose EXPORT. You can

choose to include the data from the current Wireless Client, Ethernet Nodes, Scan List,
and Port Table tables. See chapter 5 Viewing Additional Data in the IH Browser for more

information.

Export Dialog

Export options

Include AP List data (Always)

Include data from the AP's tables (the dient,
ethernet node, scan, and port tables)?

Indude config settings from APs

Output Filename

| c:\apdata.xml Browse...

The output file can be viewed by importing it back into
(the same wersion) of the utility.

Status

Cancel

¢ To import data from an export file created in the IH Browser, from the FILE menu choose

IMPORT.

ProSoft Technology, Inc.
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2.8 Hiding the Toolbar and Status Bar in the IH Browser

You can hide and display the Toolbar and Status bar in the IH Browser window.
¢ To hide and show the Toolbar (1 in the image below), from the VIEW menu choose

TOOLBAR.
¢ To hide and show the Status Bar (2 in the image below), from the VIEW menu choose
STATUS BAR.
_# RadioLinx Industrial Hotspot Browser = EoR=<=
File MNetwerk Actions Info View Help
#< e [EEETEYY 2@
MName Misses P MAC Parent Hops  SSID Channel/Width Sip ~
=4 BFDREARMES
B VMware Virtual Ethemet Adapter for ... 192.168.242.1 00:50:56: C0:00:08 =
EBVMware Virtual Ethemet Adapter for ... 192168.44.1 00:50:56:C0:00:01
BB Broadcom NetLink (TM) Gigabit Eth... 192.168.2.200 00:25:64:DA:82:34
R sapphire 0 192.168.2199 00:00:80:F0:79:97 15 Minerals 40, 20MHz -
rl 11} 3
RadioLinx Industrial Hotspot Browser e NUM
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The Detailed Information dialog box shows information about the currently selected radio.
1 Inthe IH Browser, select (click) a radio in either the List View or Topology View.
2 From the INFO menu choose PROPERTIES, or right-click the radio and choose
PROPERTIES.
Detailed Information for Sapphire -7 =
MAC 00:00:80:F0:79.97 Mode Master
IP 192168.2199 SSID Minerals
Tx Rate M aster
Rx Rate Signal
| [1]9 | [ Moe.
3 Click MoRE to display more information.
Detailed Information for RLX2Repeater ? X Detailed Information for RLX2Repeater ? x
L 53D 0 58D
Tx Rate Master TxFiale Master
Rk Rate signal R Fix Rate sign (N
Less Less
Connection  version Connection  Version
Mask Product ‘ RLX2-THNF-4] ‘
e Image Version | RLX2_v0040B_R |
. |
Bridges Override Version | RLX2_Dfit_Ovrd_vo02 ‘
Hop Count Software
Channel Kernel Build | #1Tue Feb 6 14:58:11 EST 2018 ‘
Ethernet EIP Version:
Security AES Supplicant Version

7

Missed Responses

Note: You can display most of the same information in the List View in the IH Browser. For more information, see

section 2.5.1 List View Columns.

Parameter Description

MAC Displays the MAC address of the selected radio.

IP Displays the IP address of the selected radio.

Mode Displays the mode of the selected radio (MASTER, REPEATER, BRIDGE, CLIENT,
BRIDGING CLIENT)

SSID Displays the SSID of the selected radio.

TX Rate Displays a green bar when there is transmit activity.

RX Rate Displays a green bar when there is receive activity.

Master Displays the MAC address of the radio's current Master radio.

ProSoft Technology, Inc.
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Parameter Description
Signal Displays a green bar when there is a signal.
More / Less Click MoreE to expand the dialog box and display more information.

Click LEss to reduce the dialog box and display less information.

Connection / Version tabs

Tabs showing information related to the radio’s connection and the version of the
radio’s various components.

Connection

Mask Displays the network mask for the current radio.

Gateway Displays the network gateway IP for the current radio.

Connection Displays the connection state for a Repeater radio.

SCANNING - The radio is searching for a Master radio.
CONNECTED - The radio is linked to a Master radio.

Associations Displays the number of non-bridge wireless connections to this radio. Client or
Bridging Client radios that are connected always show 1 in this column (and 0 in the
Bridges column).

Bridges Displays the number of non-bridge wireless connections to this radio. Client or
Bridging Client radios that are connected always show 1 in this column (and 0 in the
Bridges column).

Hop Count Displays the number of wireless connections from the radio to the wired connection of
a Master. This value is always 1 for a Master radio. For Repeater radios, the value is
at least 2 but can be higher if there are more hops to the Master radio. Client radio
does not display a hop value.

Channel Displays the operating channel for radio.

Ethernet Displays the Ethernet status for the radio.

ATTACHED - The radio is connected to a wired Ethernet network.
DETACHED - The radio is not connected to a wired Ethernet network.
Security Displays the encryption type setting for the radio. Some valid settings are AES, TKIP,

AES&TKIP, WEP128 TKIP, WEP128, WEP64.

Missed Responses

Displays the number of times the IH Browser has failed to receive a response from the
radio after a scan. Ideally this number should always be zero.

Version

Product Displays the radio’s Model Name.

Image Version Displays the software Image File version that the radio is currently running.

Web Version Displays the version of the set of web pages used by the radio’s web server.

Override Version Displays the version of a file containing factory defaults that differ from built-in values.

Software Displays the version of the firmware wireless code in the radio. This is not the Image
Version of the image file installed into the radio.

Kernel Build Displays the build time of the Kernel running in the radio

EIP Version Displays the version of the EtherNet/IP agent running in the radio.

Supplicant Version

Displays the version of the WPA Supplicant running in the radio.

ProSoft Technology, Inc.
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4 Setting the Radio IP Address in the IH

Browser

If the radio is on a network with a DHCP server, it gets an IP address through DHCP.

If the radio is not on a network with a DHCP server, the radio appears with an IP address of

0.0.0.0. Assign a temporary IP address to assist with configuring the radio. For more

information, see section 4.1 Assigning a Temporary IP Address.

41 Assigning a Temporary IP Address

A temporary |IP address allows you to access and configure a radio when the radio either does
not have an IP Address or it has an IP Address that is on a network subnet different than the PC

running the IH Browser.

1 Inthe IH Browser, right-click the radio and then click ASSIGN IP.

BB Intel(R) Ethernet Connection (7) 1219-L... 10.23.1.109 A4:BB:6D:9C:58:BE
R RLX2Repeater . g’ 3.1.102 00:0D:8D:F0:CE:28

00:0D:8D:F0:E8:DE
Connect

Assign P
Update F/W
Ping Device
Wireless Clients
Ethernet Nodes
Scan List

Port Table

Event Log

Update Config

Properties

2 This opens the Assign Temporary IP Address dialog.

Assign Temporary IP Address | & |
Fiadio S apphire
MAC Address 00:0D:80:F0.79:57

Subnet 255.255.2550
Giateway 19216821

IP Address 15216821593
192168 2 254

Unused IPs: | 192.166.2 253
— |1921682249
Find More |

Cance

ProSoft Technology, Inc.
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3 The UNUSED IP’s list are the IP addresses that are currently available on the network.

4 The IH Browser suggests the network parameters for the temporary IP address. It
queries the IP addresses and displays them if it does not receive a response. Click one
of the unused IPs, or enter an unused IP address, and click OK. The IH Browser warns
you that the IP address is temporary.

Radiolinx Industrial Hotspot Browser &J

This IP address is temporary and will only be in effect until the next time
! % the AP is reset. To set the IP Address permanently please modify the
settings through the Web Management Interface.

[ OK l | Cancel |

5 Click OK and refresh the display in the IH Browser. The radio should now appear in the
IH Browser window with the temporary IP address.

6 To set a permanent IP address for the radio, see Configuring a Radio - Getting Started
in the RLX2 User Manual. It can be downloaded at www.prosoft-technology.com.
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5 Viewing Additional Data in the IH
Browser

Start the IH Brower. If the radio is powered up and connected, it appears in the IH Browser.
Note that the MAC address is the same address as that of the label on the radio.

The List view displays the RLX2/ELXM series radios (or previous generation RLXIB radios,
except the RLCIB-IHN) on the same network as the computer running the IH Browser.

%, RadioLinx Industrial Hotspot Browser

File Network Actions Info View Help

- I I EAQv AR EXSGIARN 7]
Name Mis... IP MAC Parent Ho.. SSID Channel/... S
HB Intel(R) Ethernet Connection ... 10.23.1.109  A4:BB:6D:9C:58:BE .
R RLX2Repeater 0 10.23.1.105  00:0D:8D:F0:E8:C9  00:0D:8D:AA:09:92 2 Networkl1 44, 20MHz

Note: You can perform many common tasks by right-clicking on the radio and choosing a command.
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6 Connecting to the Radio Configuration
Interface

This section describes how to configure a radio using a web browser such as Internet Explorer
or Firefox on your PC or other network-enabled device.

Important: Your computer or other device must be connected to the same network as the RLX2/ELXM series radio.

1 Log into the radio. You can do this in any of three ways:

e Inthe IH Browser List view or Topography view, right-click the radio and then click
CONNECT.

e Inthe IH Browser List view or Topography view, double-click the radio.

e Open a web browser on your PC, and then in the address bar, enter http://,
followed by the IP address for the radio, and then press ENTER. For example,
http://192.168.6.10.

2 The login screen appears in the web browser.

A Fado ConfigunisonTi % | &

= o
O 180254255253 +r =@ & |

1
Login RLX2 Master
|

Password |
 Login | Cancel |

3 Enter the password and then click LOGIN. The default password is password.

Note: If the radio is using its factory defaults you will need to enter a new password before you can proceed
to make changes to the settings.

4 |If you have lost the password for the radio, you can reset the radio to its default settings.
See Resetting a RLX2/ELXM Series Radio in the RLX2 User Manual. It can be
downloaded at www.prosoft-technology.com.

5 This opens the main webpage for the radio. Note that some parameters may be different
from the following image depending on your specific radio model.
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Radiolinx’

Radio Mame:

R Signal Strength: Master
Radio MAC: 0 Psrent MAC: none Availzble Parsnts
Radio Type: RLX2-HNF-A Branch Length: 1 Address Table
Update every: 15 |s8C # Radios Linked: 1 Port Status
Up Time: 0 Day 0 Hr. 1 Min. 6 Sec. Current Channel: 43
Link Time: nfa Link Mode: 802.11n 20MHz channel
Basic Advanced Parent Advanced Network Serial QoS WLAN MAT About
Settings Settings Link Settings Settings
Basic Wireless Settings Wireless Security Settings Access Settings
Radio Mame:  |RLX2 Master 1 Security Mode: | WPA/WPA2 Bersoni ¥ Obtain IP address - DHCP
Network SSID: |Networki Eneryption: AES T | ® use the following IP address
WPA Phrase: FEEE .
802.11 Mode: | 802.11n A IP Address: 10,231,114
§ : MAC Filter | Edit Filter _
= \Master 48 (5240 MHz) A Subnet Mask: |255.255.255.0
Hide Network SS1D
Repester  ParsntAuto Select 1as Hetwor Def: Gateway: |10.23.1.1
Bridging Client
Alt IP Address:  |0.0.0.0
Client Auto Specify
- Alt Subnt Mask: |0.0.0.
Client MAC |00.00.00.00.00.00 S
Download Config
[ Factory Defautts | el |
|Radi0 Mame: 1 to 31 characters. For user's identification of radic only. |

Tip: You can display the help topic for any parameter by clicking the parameter name. The parameter name
turns blue when you move the cursor over a parameter with a help topic. There is also a short description of
the cursor control at the bottom of the window.
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7 Updating the Radio Firmware

ProSoft Technology may release new firmware for the RLX2/ELXM series radio that may
include new features and corrected anomalies. We recommend that all RLX2/ELXM series
radios in a network use the same firmware version. If your network has a mix of RLX2/ELXM
series models, you can load the same firmware image file into each of them.

Update RadioLinx Firmware [ =
Mame RL¥2FR epeater
P 192.168.2.204
Boat Yersion 42

Software Wersion  05.5e.06.27.53.42

Paszword

Image File

Browse ...

[ Update | | Close |

1 Download the radio firmware image from www.prosoft-technology.com and save it to a
known location (such as the Windows Desktop).

2 Start the IH Browser and click on an RLX2/ELXM series radio to select it.

3 From the ACTIONS menu choose UPDATE FIRMWARE. You can also right-click the radio
and choose UPDATE F/W.

4 Enter the password for the radio. This is the same password that you use to log into the
radio web interface.

5 Click BROWSE to locate the firmware image file to load.
6 Click UPDATE to begin copying the new firmware to the radio.

Important: Do not turn off power to the radio during this operation.
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71 Updating the Radio’s Configuration

This feature allows a user to configure the settings of an RLX2/ELXM series radio from a saved
configuration file. The user would need to save the settings from an existing unit. This can be
done through the radio’s webpage.

1 Save the configuration file of an RLX2/ELXM series radio via its web interface to a
known location (such as the Windows Desktop).

2 Start the IH Browser and click on an RLX2/ELXM series radio to select it.

3 From the ACTIONS menu choose UPDATE CONFIG. You can also right-click the radio and
choose UPDATE CONFIG.

Connect

Assign IP

R [T S
|
|
|

Update F/W

Ping Device

Wireless Clients
Ethernet Nodes
Scan List

Port Table

Event Log

Update Config

Properties

4 Inthe Update RLX Config dialog, enter the following parameters.

Update RLX Config ? X

[ Mew Device Configuration

Mame | RL=2Repeater
IJsing DHCP
P 10.231.102

M aintain Current Channel [

Configuration Flags
[ User Defaults Save only, Don't apply

Un-Cormmizsioned ] Mame Detection

Boot Wersion
Software Yersion | 05.78.0e.35.53.40

Password | |

Config File

| | Browse ...

[JInclude Firmware Image

Browse ..
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Parameter Description
New Device If this checkbox is selected all the parameters in this dialog will be remembered for the
Configuration next radio that is to be configured.
Name The name to be assigned to this radio.
Using DHCP Select this checkbox if radio will use DHCP.
IP address IP address to assign to this radio.
Maintain Current (Masters only) If this checkbox is selected the currently configured channel will be
Channel maintained overriding the channel specified in the configuration file.

Configuration Flags These flags save configuration options in addition to those in the configuration file.

UseRr DerAuLTS: This will save the configuration file to the radio as the User defined
Defaults.

SAVE ONLY; DON’T APPLY: This checkbox is enabled when the USER DEFAULTS
checkbox is checked. When checked it will save the configuration file as the user
defaults but will preserve the current configuration as the operating configuration.

UN-CommissiONED: This checkbox is enabled when the USER DEFAULTS checkbox is
checked. The un-commissioned parameter in the configuration will set to true. When
the radio is reset to User Defaults it will then advertise itself as un-commissioned.

NAME DeTECTION: (Clients Only) When checked will add the Learn name number flag
to the configuration. When the radio adopts this configuration, it will inspect DHCP
Requests from Ethernet devices attached to this radio and extract any trailing number
and append that number to the Name parameter in the configuration.

Boot Version The current version of Boot code in the radio that is being updated.

Software Version The current version of Software running in the radio that is being updated.
Password The password for this radio.

Config File The name/location of the configuration file.

NetMode This will display the Network Mode (Master/Client) of the selected configuration file.
Include F/W image Select this checkbox if you would also like to update the firmware of the radio.
Firmware file The name/location of the firmware file.

5 Click UPDATE to begin copying the new configuration to the radio.

Important: Do not turn off power to the radio during this operation.
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8 Pinging Radios on the Network

You can use the Ping command to test the latency of the network link between the PC running
the IH Browser and any other PC that is also running the IH Browser (called Ping Stations).

Note: Currently there is no location information when a ping station responds to an IH Browser scan. Therefore, all
Ping stations are shown connected to the top main network. It is also possible to select an RLX2/ELXM series radio
and start a Ping Session with it.

1 Start the IH Browser on your computer.

2 To start the ping session, do one of the following:
e From the VIEW menu choose SHOW PING STATIONS.
e &I Click the Show Browsers button on the toolbar.

%, Radiolinx Industrial H B E

File MNetwerk Actions Info View Help

Ase @i =D ks SREN|T

o L e L e B R

M RLX2B BFL-79ZYK32 bfldgonzalez7
192.168.0.141 192.168.10.50 10.12.1.110

SSIDIH et
R RLX2A % R RUGE T~ RRL2D Ty
102.168.0.121 102.168.0.142 102.166.0.143

< 1 b

RadicLinx Industrial Hotspot Browser MUM

3 Click (highlight) one of the other computers visible in the IH Browser.
4 From the ACTIONS menu choose PING DEVICE to open the Ping Results Dialog box.

Ping Results Dialog (23]

Show results for RLX2 Master

Session #1 ; interval=1000 ms, buffer=0 bytes

Result period cumulate @&l

Packets Tx/Rx 8/8 (ost0-0.00%)

Round-trip time 890 f 1312 [ 2043 (1413)
(in usec's) Min fAva [Max (Last)

| Start Session | [ Show Options ] [ Close: l

5 This dialog box displays statistics on the minimum, maximum and average latency
between two points on the network.
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6 Click SHow OPTIONS to change the Ping parameters. For more information, see section
8.1 Setting the Ping Parameters.

Note: If there is no PC with an IH Browser behind a remote RLX2/ELXM series radio, you can select and ping
the radio itself to test its wireless link.

8.1  Setting the Ping Parameters

Use the Ping Options dialog box to choose Ping parameters, logging options, and response to
other stations.

==

Ping Options

Ping Parameters

Send Interval | Y ~ | ms (minimum 10}

Buffer Size 0 * bytes

Events to Log

Start and Stop Pinging

/| Every Send
/| Every Response
/| Missed Responses
visibility
/| Respond when another utility pings you

+|Log these reponses.

When applied, these become the
default for all new ping sessions.

[ Apply ] | Cancel
Parameter Description
Ping Parameters
Send Interval Specifies the time between ping signals in milliseconds. The minimum
interval is 10 ms.
Buffer Size Specifies the buffer size in bytes (the number of bytes sent on the ping).

Events to Log
Start and Stop Pinging

Logs the beginning and ending of the ping session.

Every Send
Every Receive
Missed Responses

Logs every ping signal sent.

Logs every ping response received.

Logs every missed ping response (when a radio does not respond to a
ping signal.

Visibility

Respond when another utility pings you

Select this check box to reply to a ping request from another radio.

Log these responses

Logs each ping response sent to another radio.

When applied, these become the default
for all new ping sessions

Select this check box to use these settings for all future ping sessions
with any radio.
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9 Viewing Network Data in the IH Browser

The IH Browser INFO feature allows you to monitor the network connections for the selected
radio in either the List View or Topology View. The feature shows:

e Wireless clients attached to the radio.
e [nformation about devices detected via the Ethernet interface of the radio.
e The 802.11 Access Points that are detected by this particular radio.

e The active

ports on the radio.

9.1 Viewing Wireless Clients in the IH Browser

The Client List dialog box can be opened to show information about wireless clients connected

to the currently sel

ected radio. Radios with wireless clients are identifiable as shown by the red

outline in the List and Topology Views.

1 Inthe IH Browser, select a radio in either the List View or Topology View.

2 From the INFO

menu choose WIRELESS CLIENTS, or right-click the radio and choose

WIRELESS CLIENTS.

&, Radiolinx Industrial Hotspot Browser

File Metwork Actions Info  View Help
e |lafye SE0R]RLREIRVE
M Master, - M Master
10.;13.:11_? ﬁ 15.;13.1t.1n_:
SSID: WLAN_8th_Fibor SSID: WLAN_8th_Fior
R Re.m,jfo R Rpffoaﬂp_sfo """
10.23.1.111 10.23.1.126 10.23.1.123
B 7| Client list for Master_& = =
Close Refresh |manually - | | MNow
P h MAC Signal (dBm)  Age (sec)
10.23.1.119 d4.53.83.fd.51.1a -57 2
10.23.1.122 44,91.60.82.a0.0d -59 27
2 L
e | =
Parameter Description
Refresh Data refresh interval in seconds or minutes. Select MANUALLY to prevent the IH Browser from
automatically updating the data.
Now Click Now to manually update the data.
IP Displays the IP addresses of the wireless clients connected to the radio.
MAC Displays the MAC addresses of the wireless clients connected to the radio.
Signal (dBm) Displays the signal strength from the wireless clients connected to the radio.
Age (sec) Displays the age of the connection to the wireless clients connected to the radio (the amount

of time since a packet has been received from that radio).
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9.2 Viewing Ethernet Nodes in the IH Browser

The Ethernet Node List dialog box shows information about radios detected by the Ethernet
interface to the currently selected radio.

1 Inthe IH Browser, select a radio in either the List View or Topology View.
2 From the INFO menu choose ETHERNET NODES, or right-click the radio and choose
ETHERNET NODES.

. RadioLinx Industrial Hotspot Browser ===

File Network Actions Info View Help

wge @ SEO:MLIXAN] 2

cu

R RLX2E
105.102.0.142

aar?

MRLX2B BFL-T9ZYK32
105.102.0.52 00.0.0

SSIDTIH et

......... % “.“."""--......
-_ y
R RLX2A R RLX2D
105.102.0.121 105.102.0.143
5| Ethernet node list for RLX28 o (2=

RadioLinx Industrial Hotspot Browser

Close Refresh manualy  ~| [Tiow.
P MAC Age (s=c)

105.102.0.2 00.50.56.20.67.4c 7
105.102.0.3 50.3f,56.00.c1.14 0

Parameter Description

Refresh Specifies the data refresh interval in seconds or minutes. Select MANUALLY to prevent
the IH Browser from automatically updating the data.

Now Click Now to manually update the data.

IP Displays the IP addresses of the wireless clients connected to the selected radio.

MAC Displays the MAC addresses of the wireless clients connected to the selected radio.

Age (sec) Displays the age of the connection to the wireless clients connected to the selected

radio (the amount of time since a packet has been received from that radio).
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9.3 Viewing the Scan List in the IH Browser

The Scan List dialog box shows all 802.11 Access Points known to the selected radio on this

channel (through beacons), even if the Access Point is not linked to the radio (has a different
SSID or uses different encryption).

Note: This list shows some of the same information available in the Available Parents table in the web interface. For
more information, see section 9.6 Viewing Parent Radios in the IH Browser.

1 Inthe IH Brows

er, select a radio in either the List View or Topology View.

2 From the INFO menu choose SCAN LIST, or right-click the radio and choose SCAN LIST.

File MNetwerk Actions Info

% RadioLinx Industrial Hotspot Browser E@
Mg r|lagpayr SEO: (@ RKENO[?

View Help

P

R RLX2E
105.102.0.142

J U § g0

M RLX2B BFL-T9ZYK32
105.102.0.52 0.0.00

R RLX2A RRLX2D Y7
105.102.0.121 105.102.0.143

1 Scan

list forRLX2B  (a star indicates an alternate path) = =] ]

Close Refresh | manually | | MNow

BSS ID {name) Cost Ch... 55D S Hop Count Age (sec)
00.0d.8d. f0.8d.df 107 1 ModBus16A0TL -55 1 a
00.0d.8d.f0.59.90 3 Box_11 1] a 4
00.0d.8d.f0. 76.6e RLXZA 95 1 H -11 2 o
00.0d.8d.f0.95.ba 144 1 ModBus16A0L -56 2 1]
00.0d.8d. f.95.cf RLX2D 208 1 H 65 2 a
00.0d.8d.0.96.a2 269 1 ModBus16A0L -71 2 o
RadicLinx Industrial

List entries marked

with an asterisk * indicate that the entry is an alternate path, which you can

also see if you select the & Parents button from the toolbar in the Topology view (blue lines
link the radio to its alternate parents).

Parameter Description

Refresh Specifies the data refresh interval in seconds or minutes. Select MANUALLY to prevent the IH
Browser from automatically updating the data.

Now Click Now to manually update the data.

BSS ID Displays the Basic Service Set Identifier. This is the MAC addresses of the wireless clients
known to the selected radio.

(name) The name for RLX2/ELXM series radios.

Cost Displays the calculated parent selection cost. The radio evaluates the link it has to its parent
once per second to determine if this link is the best parent to use. The radio calculates the
cost for each entry. The cost calculation is based not only on the strongest signal, but on
several other factors to provide optimum network communication.

Channel

The radio channel on which the radio is transmitting. The channel list indicates the channel
number as well as the frequency (2.4 GHz or 5 GHz bands).

Important: The RLX2/ELXM series radio is supplied with a dual-band antenna that supports
both frequency ranges. If you use a different antenna with the RLX2/ELXM series radio, you
must choose a channel and frequency range supported by the antenna.
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Parameter Description
SSID Displays the network name (Service Set Identifier) of the Ethernet device to which the radio
is connected. The radio name appears for RLX2/ELXM series radios.
Signal (dBm) Displays the strength of the signal from the wireless clients connected to the selected radio.
Hop Count Displays the number of hops to the Master radio. A value of 0 appears for non-ProSoft
Technology devices.
Age (sec) Displays the age of the connection to the wireless clients connected to the selected radio

(the amount of time since a packet has been received from that radio).
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9.4 Viewing the Port Table in the IH Browser

The Port List dialog box shows all active ports on the selected radio when the Spanning Tree is

enabled on the radio.

1 Inthe IH Browser, select a radio in either the List View or Topology View.

2 From the INFO menu choose PORT TABLE, or right-click the radio and choose PORT TABLE.

File Network Actions Info View Help

Mg e @y SEQE @ RKAND 7

% RadioLinx Industrial Hotspot Browser E@

2 v J 7 2 Yy

M RLX2B BFL-79ZYK32
105.102.0.52 0000
SSIDIH e

L
R RLXZE R RLX2A R RLX2D
105.102.0.142 105.102.0.121 105.102.0.143

7 | Portlist for RLX2B - ROOT = @
Close Refresh | manually | | MNow
Fort # Type Designated Bridge State Peer name Peer MAC
child {4) designated 80:01:00:0D:8D:F0:6B:A5 forwarding RLX2E 00:0D:8D:F0: 76: A2
child (5) designated 80:01:00:00:80:F0:66:A5 forwarding RLX2A 00:0D:80:F0: 76:6E
ethernet  designated 80:01:00:00:8D:F0:58:A5 forwarding RLX2E 00:0D:80:F0:68: A5
RadicLinx Industrial

The port table is a list of all the active ports on the radio. Each RLX2/ELXM series radio has up
to 252 active ports: one Ethernet wired port, one parent radio frequency link, and up to 250 child

radio frequency links.

Parameter Description

Refresh Specifies the data refresh interval in seconds or minutes. Select MANUALLY to prevent the IH
Browser from automatically updating the data.

Now Click Now to manually update the data.

Port # Displays the selected radio's port number.

Type Displays the type of the port (ETHERNET PORT, PARENT RF LINK, CHILD RF LINK).

Designated Bridge The next bridge toward the Spanning Tree root for this port.

State Displays the current Spanning Tree state of the port (BLOCKING, LEARNING, LISTENING, and
FORWARDING). Forwarding packets can be transferred.

Peer Name Displays the name of the Master radio if the current radio is a Repeater radio.

Peer MAC Displays the MAC address of the Master radio if the current radio is a Repeater radio.
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9.5

Viewing the Radio Event Log in the IH Browser

The Event Log dialog box displays the history of events that have been recorded by the
currently selected radio. This can be useful for troubleshooting problems.

1

In the IH Browser, select a radio in either the List View or Topology View.

2 From the INFO menu choose EVENT LOG, or right-click the radio and choose EVENT LOG.

The Event Log shows the history of a particular radio. You can save the Event Log to a text file
for troubleshooting purposes.

i RadioLinx Industrial Hotspot Browser =N
File Network Actions Info View Help
Mg e @B F =ED:EsRRIN0 2
|
M RLX2B BFL-T9ZYK32
105.102.0.52 0.0.00
SSIDIIH e
R RLXZE \ R RLX2A R RLX2D /
105.102.0.142 105.102.0.121 105.102.0.143
| Event Log for Sapphire (displaying 1672 events) = (=2
Close Refresh |manually - Save Filter Dialog
# Date hh:mm:ss ms.ug EventID  Message i
46338 20151218 09:40:24 578.569 &4 IGMP: Ra'd Membership Report from 50:3f:56:00:c1: 14 for Mcast 01:00:5e:00:00:fc
46335 2015f12/18 09:40:24 578.577 &6 IGMP: Propagating IGMP v2 Membership Report Frame to Port [6]
45340 2015f12/18 09:40:24 578.678 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [17]
46341 2015/12/18 09:40:24 578.796 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [23]
46342 2015/12f18 09:40:27 555,547 64 IGMP: Rx'd Membership Report from 50:3f:56:00:c1: 14 for Mcast 01:00:5e:00:00:fb
46343 2015/12f18 09:40:27 555,555 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [6]
46344 2015/12/18 09:40:27 555,668 &6 IGMP: Propagating IGMP v2 Membership Report Frame to Port [12]
46345 20151218 09:40:27 555.75% &6 IGMP: Propagating IGMP v2 Membership Report Frame to Port [23]
46346 2015/12/18 09:40:30 832,723 13 MON: STATS - 005ee2a8 0001032 00748833 0000008 0000039 00000000 00003821 O
46347 2015/12/18 09:40:40 585.719 13 MON: STATS - 005ee692 0001043 00748c5f 0000008a 00000595 00000000 00003a21 00
] T v
RadioLinx Ind;
Parameter Description
Refresh Specifies the data refresh interval in seconds or minutes. Select MANUALLY to
prevent the IH Browser from automatically updating the data.
Now Click Now to manually update the data.
Save Click SAVE to save the Event Log to a file for troubleshooting or sending to ProSoft
Technology Technical Support.
Filter Dialog Click FILTER DIALOG to change the Event Log filtering to show or hide certain

events. For more information, see section 9.5.71 Setting the Event Log Filter.

ProSoft Technology, Inc.

Page 32 of 78



IH Browser ¢ PSW-RLX-IHB
Viewing Network Data in the IH Browser User Manual

9.5.1 Setting the Event Log Filter

The Event Filter dialog box allows you to include or exclude specific event types from the Event
Log. The filter conditions that you set in this dialog box affect both the display of events in the
Event Log dialog box, and the events in the file you create when you click SAVE in the Event
Log dialog box.

Note: The filter conditions are reset to the default state (include all events) when you close the Event Log dialog box.
1 Inthe IH Browser, click on a radio in either the List View or Topology View.

2 From the INFO menu choose EVENT LOG, or right-click the radio and choose EVENT LOG.
3 Inthe Event Log dialog box, click FILTER DIALOG.

-
7 | Event Log for Sapphire (displaying 1672 events) o (8]
Refresh | manually v | FNow § Save Filter Dialog

= Date hh:mm:ss ms.us EventID Message &
46338 2015/12/18 09:40:24 578.569 64 IGMP: Rx'd Membership Report from 50:3f:56:00:c1: 14 for Mcast 01:00:5e:00:00:fc
46339 2015/12/18 09:40:24 578.577 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [6]

46340 2015/12/18 09:40:24 578.678 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [12]

46341 2015/12/18 09:40:24 578.796 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [23]

46342 2015/12/18 09:40:27 555,547 64 IGMP: Rx'd Membership Report from 50:3f:56:00:c1: 14 for Mcast 01:00:5e:00:00:fb
46343 2015/12/18 09:40:27 555.555 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [6]

46344 2015/12/18 09:40:27 555.668 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [12]

46345 2015/12/18 09:40:27 555.789 66 IGMP: Propagating IGMP v2 Membership Report Frame to Port [23]

46346 2015/12/18 09:40:30 632,723 13 MON: STATS - 005ee2a8 00010f32 00748833 0000008a 0000093 00000000 00003321 O(
46347 2015/12/18 09:40:40 585.719 13 MON: STATS - 005ee692 00010f43 00748c8f 0000008a 0000093 00000000 00003321 00
< m »

4 Double-click on an event in the EVENT LIST to add it to the SELECTED EVENTS list. An
asterisk (*) appears next to the event types in the Selected Events list.

Event Filter Dialog (==
Event List Show all events? [
D # Sample i

13 B33 MOM:STATS - 9172 9002 02 i e 1 miv|e
32 474 S5TPPR(PR]-77

55 474 IGMP: Adding Mcast *7? ta Table.

56 35 IGMP: Adding Part [*7] ta Meast 17

E7 040 WZRAD: Addun kdemed 77 b Ceree 37
“ 1 3

Double-click on an event in the list above to add it to or remave it from

Selected Events

13§ Events should be
) Included
@ Excluded
Parameter Description
Event List Displays a list of different types of events in the log, sorted by EVENT ID. By

default, this list only includes event types that are in the radio's Event Log.
» Double-click an event type to add it to the Selected Events list.
» Double-click the event type again to remove it from the Selected Events list.
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Parameter Description
Show all events Select this check box to show all event types, even if the type is not in the radio's
Event Log.
Selected Events Displays the list of selected event types.
Events should be Specifies whether to include only the selected events, or exclude them.

INcLUDED: Show only the selected events in the Event Log.
ExcLupeb: Show all events in the Event Log except the selected events.

5 You can double-click on the event in the EVENT LIST a second time to remove it from the
SELECTED EVENTS list.

6 Use the EVENTS SHOULD BE parameters to include only the selected events, or exclude
the selected events.
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9.6 Viewing Parent Radios in the IH Browser
You can show the current Parent radio or all possible alternate Parent radios for the Repeater

radios in the Topology View.

& The Show Selected Parents button (from the VIEW menu choose SHOW PARENTS -
ONE) shows the link from Repeater radios to their current Parent radio in red.

[ %, Radiolinx Industrial Hotspo

File MNetwork Actions Info View Help

MyeladpE=sEos wE@SQQAN|?

L 9 F g g J § [

M RLX2B BFL-TOZYK32 W RLX2A
105.102.0.52 0.0.00 105.102.0.121
SSID: IH . SSID: IH

B

. -

.......
ot

.

l‘.
R RLX2E R RLX2D
105.102.0.142 105.102.0.143

NUM

RadioLinx Industrial Hotspot Browser

e & The Show All Parents button (from the VIEW menu choose SHOW PARENTS - ALL)
shows links to alternate Parent radios in blue (If the Repeater radios can detect other
radios in the network). This gives a graphical representation of the number of alternate

paths available to a radio should its parent link go down.

| &, Radiolinx Industrial Hotspo

File MNetwork Actions Info View Help

Age gy @ =@~ [@alQe@D 2

2 ¢ 2 7y 2 Y

M RLX2B BFL-TOZYK32 W RLX2A
105.102.0.52 0.000 105.102.0.121
SSID: IH . SSID: IH

e

- fo
----------
-----------
.................

NUM

RadioLinx Industrial Hotspot Browser

Note: You can also display a detailed list of each of the alternate Parent radios by right-clicking a radio and choosing
ScAN LisT. This list shows the RLX2/ELXM series radios in the same network and all 802.11 Access Points on other
networks. For more information, see section 9.3 Viewing the Scan List in the IH Browser.
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10 Extracting Serial Logs from RLX2/ELXM
Radios

This feature allows you to simultaneously retrieve the serial log from multiple RLX2/ELXM series
radios, and for an extended period. The serial logs can be used to analyze performance and aid
in debugging.

The Serial Logging Dialog window can be opened by clicking on NETWORK > SERIAL LOGGING,
or by clicking the LOGGING icon in the shortcuts bar.

#% RadioLinx Industrial Hotspot Browser

File = Metwerk Actions Info View Help

¢ Scan Setup | (R)= % o
Marr Scan Ctrl+5 P MAC
miR Settings Viewer
| - : 3.56.1 0A:00:27:00:00:0F
Serial Logging
-} 1108 A4BB:6D:9C:58:BE

Foreign AP Detection 1114 00:0D:8D:AA:22:63

Device Management 1104  00:0D:3D:FO:EB:DE

10.1 Serial Logging Dialog

When the Serial Logging Dialog window is opened, all detected RLX2/ELXM series radios in the
network are listed. By default, all of the radios are selected to be part of the logging session.
The Monitor SSID parameter is set to Custom as shown in the figure below.

Note: Only radios that are on the same subnet as the IH Browser PC will be able to participate in the logging

§  Serial Logging D»logi_- g
-
Monder SSID L ) |
Al
Network3
Networkl Auto Indusion : OFF
V| Name MAC » SSID Status
V) RLX2Master 00:00:80:F0:E8:C9 10.23.1.119  Networkl Not Logging
V! RLX2Repeater 00:00:8D:F0:5C:AC 10.23.1.117  Networkl Not Loggng
V! RLX2Repeater 00:00:8D:F0:5C:08 10.23.1.116  Networkl Not Logong
V| RLX2Repeater 00:00:80:F0:8A:CA 10.23.1.118  Networkl Not Loggng
V] RLX2Repeater 00:00:80:F0: 79:80 10.23.1.115  Networkl Not Logging
V) RLX2_B_Master 00:00:8D:F0:8A:C7 10.23.1.112  Network3 Not Loggng
V| RLX2Master 00:00:80:FO:ES:2A 10.23.1.114  Network3 Not Loggng
V| RLXRepeater 00:00:80:F0:CB:89 10.23.1.85 Network3 Not Logging
[
OutputDrectory :  priprosoft Engneering\H | Browse ... | StartLog Tme :
Elapsed Time :

Session Log
Starting Logging Session - 04/22/2019-12:48:40

Select Units to Log and press start!
04122/2019-12:48:40- All: Initialize Comm successful.

Start Logging | Close
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10.1.1 Monitor SSID

The Monitor SSID parameter has three options to select which RLX2/ELXM series radios to be
included in the logging session.

Monitor SSID option Description

Custom Manually selects each RLX2/ELXM series radio from the list to be included in the
logging session

All Selects all RLX2/ELXM series radios in the list

Specific SSID Selects the RLX2/ELXM series radios by SSID

The columns are sortable by clicking on the column header. You can also utilize a group
selection by using the standard ‘Shift’ key method.

The All and Specific SSID options automatically enable the Auto Inclusion feature. This adds an
RLX2/ELXM series radio that is discovered by the IH Browser after a logging session has
started. For the Specific SSID option, it must also have the same SSID that was selected.

The Custom option disables the Auto Inclusion feature and only the selected RLX2/ELXM series
radios will be included.
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10.1.2 Output Directory

Select the file location to store the Serial Logging Dialog files by clicking on the BROWSE button
in the Output Directory parameter.

[¥] Name Status

[V] RLX2Master 00:00:80:F0:E8:C9 10.23.1.119  Networkl Not Loggng

[V] RLX2Repeater 00:00:8D:F0:5C:AC 10.23.1.117  Networkl Not Logging

(V] RLX2Repeater 00:00:80:F0:5C:08 10.23.1.116  Networkl Not Loggng

[V] RUX2Repeater 00:00:80:F0:8A:CA 10.23.1.118  Networkl Not Loggng

[V] RLx2Repeater 00:00:80:F0: 79:80 10.23.1.115  Networkl Not Logging

[¥] RLX2_B_Master 00:00:8D:F0:8A:C7 10.23.1.112  Network3 Not Logging

[¥) RLx2Master 00:00:8D:F0:E5:2A 10.23.1.114  Network3 Not Logging

[V] RiX2Repeater 00:00:80:F0:C8:89 10.23.1.85 Network3 Not Logging

il [0 ] 0

| OutputDrectory 1 p:\proSoft Engneering\H I oy e :

Elapsed Time :
Session Log

Starting Logging Session - 04/22/2019-12:48:40

Select Units to Log and press start!!
04/22/2019-12:48:40- All: Initialize Comm successful.

|nlg Compu‘terl
a £, 0sDisk (Cy)
I3 SRecycleBin
bl SWINDOWS.~BT
b Autodesk
1 Cenfig.Msi
@ Documents and Settings
I Intel
, M50Cache
| Perflogs
J Program Files
/ Program Files (x86)

. ProgramData

Folder: Computer

Make New Folder |

Within the base output directory, a separate subdirectory of active logs for each 24 hour day is
created (mm.dd.yyyy).
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10.1.3 Session Log

The Session Log is located at the bottom of the Serial Logging Dialog. It contains a session log
of all the events and state changes that took place during logging.

» Status
V| RLX2Master 10.23.1.119  Networkl Not Loggng
V| RLX2Repeater 10.23.1.117  Networkl Not Loggng
V| RLX2Repeater 10.23.1.116  Networkl Not Logong
V| RLX2Repeater 10.23.1.118  Networkl Not Logong
V] RLX2Repeater 10.23.1.115  Networkl Not Logging
(V] RLX2_B_Master 10.23.1.112  Network3 Not Logong
V| RLX2Master 10.23.1.114  Network3 Not Logging
V| RLXRepeater 10.23.1.85 Network3 Not Logging
£ ]
OutputDirectory 1 proSoft Engineering JH it log Tme

SascedTme

Session Log

Starting Logging Session - 04/22/2019-12:48:40

Select Units to Log and press start!!

The Session Log is saved to the base Output Directory with the following format:

04/22/2019-12:48:40- All: Initialize Comm successful.

session_mm.dd.yyyy-hh.mm.ss.txt

Example: session_03.06.2019-13.56.39.txt

The date and time in the session log name is the time that the Session was started (i.e. the

Dialog was opened).

Name

J. 04152019
) 04.222019

W7 session_04.15.2019-11.18.22.rtf

¥ session_04.22.2019-12.28.17.4f
|| session_04.22.2019-12.28.17.b¢
|| session_04.22.2019-12.48 40.txt

Date modified Type

4/15/201912:00 PM  File folder
4/22/201912:53 PM  File folder
4/15/201912:03 PM  Rich Text Format
4/22/20191247PM  Rich Text Format
4/22/20191245PM  TXT File
4/22/201912:48 PM  TXT File

6 KB
1KB
1 KB
0KB

ProSoft Technology, Inc.

Page 39 of 78



IH Browser ¢ PSW-RLX-IHB
Extracting Serial Logs from RLX2/ELXM Radios

User Manual

Within the daily directories the individual hourly logging file will be created with the following

format:
APname-IPaddr-mm.dd.yyyy.hh.mm.ss.txt

Example: RLX2Master-10.23.1.111-03.01.2019.03.00.00.txt

The time in the first file’s name will be the time of the oldest print in the backlog, downloaded
after a telnet session is started. New files are created on the hour.

Mame

| RLXZ B Master-10.23.1.112-0415.2019.11.25.18.txt
| RLXZ_B Master-10.23.1.112-04.15.2019.12.00.00.tt
| RLxZMaster-10.23.1.114-04.15.2019.09.28.08 b
| RLX2Master-10.23.1.114-04.15.2019.10.00.00.tt
| RLX2Master-10.23.1.114-04.15.2019.11.00.00.tt
| RLXZMaster-10.23.1.114-04,15.2019.12,00.00.tt
| RLXZ2Repeater-10.231.85-04.15.2019.08.40.04 <t
| RLXZ2Repeater-10.231.85-04.15.2019.09.00.00
| RLXZ2Repeater-10.231.85-04.15.2019.10.00.00
| RLXZ2Repeater-10.231.85-04.15.2019.11.00.00 txt
| RLX2Repeater-10.231.85-04.15.2019.12.00.00 txt

* Date medified

4/15/201912:00 PM
4/15/201912:03 PM
4/15/2019 11:21 AM
4/15/201911:21 AM
4,/15/201912:00 PM
4/15/201912:03 PM
4/15/201911:21 AM
4/15/2019 11:21 AM
4/15/2019 11:21 AM
4,15/2019 12:00 PM
4/15/201912:03 PM

Type

TXT File
TXT File
TXT File
TXT File
TXT File
TXT File
TXT File
TXT File
TXT File
TXT File
TXT File

Size
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10.2 Starting the Logging Session
In the example below, all RLX2/ELXM series radios that use the Network1 SSID will be logged.

' Seria ing Dia E
LS | Logging Dialog

Monitor SSID Ejll-litom
MNetwork3
[yr—— Auto Indusion : ON
Name MAC P S50« Status
RL¥2Master 00:00:80:FO:E3:C9 10.23.1.119 Metwork1 Mot Logging
RL¥2Repeater 00:00:80:F0: 5C:AC 10.23.1.117  Metworkl Mot Logging
RLXZ2Repeater 00:00:80:F0: 5C:0B 10,23.1.116 Metwork1 Mot Logging
RLXZRepeater 00:0D:8D:FO:8A: CA 10.23.1.118 Network 1 Mot Logging
RLX2Repeater 00:0D:80:F0: 79:BD 10.23.1.115 Network1 Mot Logging
|:| RLX2_B_Master 00:0D:80:F0:8A:C7 10.23.1.112 Network3 Mot Logging
D RL¥2Master 00:00:80:FO:ES: 24 10.23.1.114  Metwork3 Mot Logging
|:| RL¥2Repeater 00:00:80:F0:CB:BS 10.23.1.85 Metwork3 Mot Logging

-

1 Click the START LOGGING button at the bottom of the dialog. The STOP LOGGING button
activates once logging is started.

2 While logging, you can hide the Serial Logging Dialog. It can be brought forward by

clicking on NETWORK > SERIAL LOGGING, or by clicking the LOGGING icon in the shortcuts

bar.

3 When logging starts, the Session Log window lists all events and actions taken by the

Logging Session.

E Serial Logging Dialog E

Monitor 55ID | Custom
All
MNetwork3
T — Auto Inclusion : ON

Mame MAC P SSID s Status
RLX2Master 00:0D:8D:F0:E8:C9 10,23.1.119  Networkl Waiting for Backlog
RLX2Repeater : 10,23.1.117  Metworkl Waiting for Backlog
RLX2Repeater 10.23.1.116  Networkl Connected Waiting Data
RL¥2Repeater 10.23.1.118  Networkl Intializing
RLX2Repeater 10,23.1.115  MNetworkl Intializing
I:‘ RLX2_B_Master 10,231,112 Network3 Mot Logging
I:‘ RLX2Master 10.23.1.114  Network3 Mot Logging
D RLX2Repeater 10.23.1.85 Network3 Mot Logging
< . 3
QOutput Directory : P:\ProSoft Engineering\iH | Brovise .. StartLog Time : Mon Apr 22 12:51:34 2019

Elapsed Time :  00:00:14
Session Log

Stop Logging

Start Logging

04/22/2019-12:51:35- 10.23.1.119: Backlog of 17374 lines
04/22/2019-12:51:42- 10.23.1.117: Next Connecting to RLX2Repeater (2 of 5)
04/22/2019-12:51:42- 10.23.1.117: Status = Connecting
04/22/2019-12:51:47- 10.23.1.117: Connected [10.23.1.1171/23
04/22/2019-12:51:47- 10.23.1.117: Status > Connected Waiting Data
04/22/2019-12:51:47- 10.23.1.117: Status -> Checking for Start Session
04/22/2019-12:51:47- 10.23.1.117: Drift factor set 0.006667
04/22/2019-12:51:47- 10.23.1.117: Status > Waiting for Backlog
04/22/2019-12:51:48- 10.23.1.117: Found Escape Session Start
04/22/2019-12:51:48- 10.23.1.117: Backlog of 9552 lines
04/22/2019-12:51:50- 10.23.1.116: Next Connecting to RLX2Repeater (3 of 5)
04/22/2019-12:51:50- 10.23.1.116: Status -> Connecting
04/22/2019-12:51:55- 10.23.1.116: Connected [10.23.1.116]/23
04/22/2019-12:51:55- 10.23.1.116: Status > Connected Waiting Data

n

e ———

-
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Each of the radios in the session indicates one of the following states in the Status column:

State Description

"Not Logging" The radio is not selected for logging.
"Initializing" The radio is selected for logging.
"Connecting" Attempting to connect to the radio.

"Connected Waiting Data" Connected to the radio and waiting to receive first data.
"Waiting for Backlog" Has received data from the radio and now waiting to receive the
acculmulated backlog.

"Synced" The backlog has been received and is fully time synced.
"Stopping" The utility is stopping its logging session to the radio.
"Resyncing" The time sync is being reestablished (occurs every hour).
"Reconnecting"” Attempting to reconnect to the radio.

“Failed” The radio experienced some failure, should attempt to reconnect.
"NoRx" No Data received in the previous 5 sec period (not an error).
"Failed - Stopped" The logging session to that unit has failed.

By design, the logging of each RLX2/ELXM series radio is staggered. Approximately one radio
connects every 10 seconds. When a radio is first connected, there are up to 20,000 lines of
historical backlog in the radio that will all be retrieved by the IH Browser.

Once this backlog is fully downloaded, the utility will calculate a time sync so that the log entries
can be timestamped accurately:

Sesmon Log

:N"R 2015124411 10.22.4.416; Create new hourly logfie - RLQRepeater-10.22.1. 11604 22.2019.1.00.00 a2 -
DA222008- 124411 10.22.1.116: Completed Processing Backlog

WDA222099-13:44:06- 10.23.1.113: Backiog Complete

WA22201913:44:06. 10.23.1.913: Status > Synced

DAR22019.12:44:96. 10.22.1.418; Bogin Processing Backiog

D222099.1 24406 10.22.1.418: Create new hourly loghie - RUQRepeater-10.23.1.113-04. 22.2019.12.57 570
DA222019.12:44:46- 10.23.1.113: Create new hourly loghle - RUCQRepeater-10.23.1.112-04.22.2019.13.00.00.txt
DU222019-13:44:96. 10.23.1.113: Comnpleted Processing Backlog

42220991 3:44:56. 10234915 Backiog Complete

DE22201913:44:96. 10.22.4.415 Status > Synced

:-0#2270!9.\]:“:16. 1023 1.115 Begin Processing Backiog

DL222009-13:44:16- 10.23.1.115: Create new hourly loghle - RURepeater-10.23.1. 91504 22 2019.12.57 57
WA2019 134416 10.23.1.115: Croate new hourly logfle - RUCQRepeater 10.23.1,115.04.22.2019.13.00.00. 2xt
BDA22209813:44:46. 10.23.1.11% Completed Processing Backiog

5300 Lopang rede
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11 Settings Viewer

This feature allows you to view the current settings of RLX2/ELXM series radios on the network.
The RLX2 must be running firmware RLX2_v0037F_R or later to use this feature and is
supported in all ELXM firmware versions.

The Settings Viewer Dialog window can be opened by clicking on NETWORK > SETTINGS
VIEWER, or by clicking the SETTTINGS VIEWER icon in the shortcuts bar.

#% Radiolinx Industrial Hotspot Browser

sy

File = Metwork Actions Info View Help

i i Scan Setup | % & |
MAC

Marr Scan Ctrl+5 Ip

SR ¢ Settings Viewer 23
=]

Serial Logging

3560  0A:00:27:00:00:0F
1108 A4:BB:6D:0C:58:BE
1114 00:0D:BD:AA:22:63
Device Management ! 00:0D:8D:F0:E8:DE

Foreign AP Detection

All detected radios on the network are listed in the Settings Viewer Dialog window. The view is
updated automatically each time the IH Browser detects a new radio on the network.

~

7 Settings Viewer Dialog 23
Select Type RLX2 Select SSID  WLAN_8th_Floor - Generate Report
Property Value

+ Master A-1023.1.114

+ Master_B - 10.23.1.105

+ Master_C - 10.23.1.108

+ Repeater_1-10.23.1.111
Repeater_2 - 10.23.1.126
Repeater_3 - 10.23.1.123
Repeater_4 - 10.23.1.112
Repeater_5 - 10.23.1.124
Repeater 6 - 10.23.1.125
Repeater_7 - 10.23.1.127

3 HEEBE

Display View

@) Settings Auto Compare Import Compare ... Save Settings
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11.1

Select Type

The Select Type option filters the available radios of a common network, as identified by their
Product Type, RLX2 or ELXM.

11.2 Select SSID

The Select SSID option filters the available radios of a common network, as identified by their
SSID. The ALL option displays all radios detected, regardless of their SSID. The list will be
empty for an SSID that does not have any radios of the Type selected.

B ' Settings Viewer Dialog

28

Select Type RLX2

Select SSID WLAN_8th_Floor

Propery

4 Master A-10.23.1.114
+ Master_B - 10.23.1.105

+ Master C-10.23.1.108

+ Repeater_1-1023.1.111
+ Repeater 2 - 10.23.1.126
10.23.1.123
10.23.1.112
10.23.1.124
10.23.1.125
10.23.1.127

4] Repeater 3 -
4] Repeater_4 -
+ Repeater 5 -
4 Repeater_6 -
+ Repeater_7 -

Display View

Q) Settings Auto Compare

Antm- 19
{
(ALL I

Save Settings

Import Compare ...

hd Generate Report

11.3 Display View

The Settings Viewer Dialog window has three different views:

and highlighting the differences.

The Settings view displays the current setting values of any radio.
The Auto Compare view compares the settings of the displayed units by grouping them

The Import Compare view compares the settings of the displayed units against settings

that were previously saved using the SAVE SETTINGS button. This mode is useful in
quickly determining if any unit has been inadvertently changed.

B 7 Settings Viewer Dialog

PX3

Select Type RLX2

SelectSSID  WLAN_8th_Floor

- Generate Report

Property

7 Master A-10.23.1.114
+ Master_B - 10.23.1.105

+ Master_C - 10.23.1.108

¥ Repeater_1-10.23.1.111
+ Repeater_2 - 10.23.1.126
¥ Repeater_3 - 10.23.1.123
+ Repeater_4 - 10.23.1.112
+ Repeater_5 - 10.23.1.124
+ Repeater_6 - 10.23.1.125
¥ Repeater_7 - 10.23.1.127

Value

Display View

@) Settings Auto Compare

o,

Import Compare ...

Save Settings
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11.4 Settings Viewer

The Settings Viewer allows you to browse the current settings of a radio. Clicking on the “+”
symbol expands the parameter list. The same can be achieved by double-clicking anywhere in a
row that has a “+” symbol.

-

B ' Settings Viewer Dialog

Select Type RLX2

Select SSID WLAN_8th_Floor

-

Property
# Master_A-10.23.1.1

+ Basic Settings

+ Advanced Settings
+ Advanced Network
+ Seral Settings

+ QoS Settings

+ VLAN Settings

Repeater_2 - 10.23.1
Repeater_3 - 10.23 1
Repeater_4 - 10.23.1
Repeater_5 - 10.23.1
Repeater_6 - 10.23.1
Repeater_7 - 10.23.1

H B

Display View
@) Settings

Repeater_1- 10.23.1.

14

+ Master_B - 10.23.1.105
& Master C-10.23.1.108

Settings

111
126
123
.12
124
125
127

Auto Compare

Value

Import Compare ...

Save Settings

The revealed sub-groups match the tabs of the radio’s web interface.
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11.4.1 Basic Settings

B 7 Settings Viewer Dialog

Select Type RLX2

Select SSID  WLAN_8th_Floor

Property

Value

[+ Master A-10.23.1.114
[+ Master_B - 10.23.1.105
= Master_C - 10.23.1.108

= Basic Settings
[=| Basic Wireless Settings

Radio Name

Network SSID

802.11 Mode

RLX2 Mode

Channel
= Wireless Security Settings

Security Mode

Encryption

Hide Network SSID

MAC Fitter
= Access Settings

Obtain IP Address
Advanced Settings
Advanced Network Settings
Serial Settings
QoS Settings
VLAN Settings
Repeater_1 - 10.23.1.111
Repeater_2 - 10.23.1.126
Repeater_3 - 10.23.1.123
Repeater_4 - 10.23.1.112
Repeater_5 - 10.23.1.124
Repeater_6 - 10.23.1.125
Repeater_7 - 10.23.1.127

B EEE

#

BEEEDEE

Display View
@ Settings () Auto Compare

Master_C
WLAN_8th_Foor
802.11n

Master

165

WPA/WPAZ Personal
AES

Off

Off

DHCP

(©) Import Compare ... Save Settings
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11.4.2 Advanced Settings

17 Settings Viewer Dialog

Select Type RLX2

Select SSID  WLAN_8th_Floor

Propetty

Value

# Master A-10.23.1.114
# Master B - 10.23.1.105
= Master_C - 10.23.1.108

= Advanced Wireless Settings
Max Data Rate
Min Data Rate
Max Basic Rate
Optmize For
Immediate Bcasts
Ignore Probes
Prosoft-only Clients
Range
uwAPSD Support
TX Attenuation (dBm)
Active Antennas
TX Stale Time(msec)
= Roam Control
Disable FT
Disable Blackout

None
= Location Services
AeroScout
= Personality Module
SD Mode
Advanced Network Settings
Serial Settings
QoS Settings
Y VLAN Settings
[+ Repeater_1-10.23.1.111
[+ Repeater_2 - 10.23.1.126
Display View
© Settings

H H| =

-
L

w

() Auto Compare

[~ Parameters Advertised to Children

Disabled

Auto Write & Clone Enabled

(©) Import Compare ...

Save Settings
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11.4.3 Advanced Network Settings
7 Settings Viewer Dialog L = |
SelectType  RLX2 SelectSSID  WLAN_8th_Fioor Generate Report
Property Value -
[+ Master_A-1023.1.114
# Master B - 10.23.1.105
= Master C - 10.23.1.108
[+ Basic Settings
Advanced Settings
=/ Advanced Network Settings
= IGMP Settings
IGMP Mutticast Fitering Enabled
Default Propagation Action Flood
IGMP Query Generation Timed Interval
IGMP Query Interval (s) 60
Multicast Stale Count (Query frames) 3 L
= STP Settings r
Spanning Tree Disabled
Ethemet Edge Port Enabled
® Bridge Times
[+ Path Costs
= SNMP Agent
SNMP Enabled
Manager Permission Allow Any Manager
Manager IP 0.0.0.0
Community String public
Access Pemmission Read Only
= Other Protocols
PTP Fiter Disabled I
ARP Proxy Disabled
Cable Break Detection Disabled
Cable Break Threshold (dB) 10
¥ Serial Settings
# QoS Settings
# VLAN Settings
+ Repeater_1-10.23.1.111
[+ Repeater_2 - 10.23.1.126 r
Display View
@ Settings () Auto Compare  (*) Import Compare ... Save Settings
>
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11.5 Auto Compare View

The Auto Compare view compares the settings of the displayed units by grouping them and
highlighting the differences. Repeaters are only compared against other Repeaters, and
Masters against other Masters.

The largest group of Repeaters and the largest group of Masters with common settings
becomes the Reference. The differences between the Repeaters/Masters and their respective
References are displayed.

The example below shows that all units have the same settings. All Repeaters are a part of the
Reference Repeater group and all Masters are a part of the Master Reference group.

You can browse the settings by expanding (+) the Reference xxx Settings groups.

( B
B | Settings Viewer Dialog X4
SelectType  RLX2 Select SSID  WLAN_8th_Floor -
Property Value -
- Masters

-] Reference Masters - 3
+ Reference Master Settings
Master_A - 10.23.1.114
Master B - 10.23.1.105
Master_C - 10.23.1.108

- Repeaters/Clients

-I Reference Repeaters/Clients - 7
+ Reference Repeater/Client Settings
Repeater_1-10.23.1.111
Repeater_2 - 10.23.1.126
Repeater_3-10.23.1.123
Repeater_4-10.23.1.112
Repeater_5-10.23.1.124
Repeater_6-10.23.1.125
Repeater_7 - 10.23.1.127

Display View

Settings Import Compare ... Save Settings

m
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The example below shows three Repeaters that have setting differences from the Reference
Repeaters. Two of the Repeaters have the same differences and are displayed in their own
group labeled Group A. Another Repeater has an additional difference from the Reference
Repeaters and is labeled Group B.

In these difference groups, only the settings that are different are shown and highlighted in red.
Where possible, the Reference value for the setting is shown in brackets.

7 B

B ° Settings Viewer Dialog =
Select Type RLX2 Select SSID  WLAN_8th_Floor - Generate Report
Property Value
-] Masters

- Reference Masters - 3
+ Reference Master Settings
Master_A-10.23.1.114
Master_B - 10.23.1.105
Master_C - 10.23.1.108
= Repeaters/Clients
- Reference Repeaters/Clients - 4
+ Reference Repeater/Client Settings
Repeater_1-10.23.1.111
Repeater_3-10.23.1.123
Repeater 5-10.23.1.124
Repeater_7-10.23.1.127
= Group A Repeaters/Clients different from reference units - 2
- Group A Repeater/Client settings differences
= Parent Link
= Parent Selection Method
Branch Length 1
- Repeater Parameters
Signal Strength Threshold (dBm) -45 - (-35)
Repeater_4-10.23.1.112
Repeater_6-10.23.1.125
= Group B Repeater/Client different from reference units - 1
- Group B Repeater/Client settings differences
= Advanced Settings
-I Advanced Wireless Settings
Active Antennas A&C-(Aonly)
Repeater_2 - 10.23.1.126

Display View
*) Settings @) Auto Compare *) Import Compare ... Save Settings
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11.6 Import Compare

The Import Compare button allows you to select a previously saved .settings file.

i ° Settings Viewer Dialog =
SelectType  RLXZ SelectSSID  WLAN_8th_Floor v [ GenerateReport |
Property Value

Master_A-10.23.1.114 i B
er B-10.23.1.105 %, XML Settings Import File

+
+
+ Master_C - 10.23.1.108 « 2 Bl > ThisPC > Desktop » v
+ Repeater_1-10.23.1.111
+ Repeater_2 - 10.23.1.126 Organize v New folder
+/ Repeater_3-10.23.1.123
+ Repeater_4 - 10.23.1.112 # Quick access :
+/ Repeater_5 - 10.23.1.124 I Desktop NewProject
+/ Repeater_6 - 10.23.1.125 & Downloads
+/ Repeater_7 - 10.23.1.127
Display View
Settings Auto Compare @) Import Compare ...
\ —

Once the file is selected, the settings of the radio that have been discovered by the IH Browser

are compared against the settings of the radio in the imported settings file.
The comparison results are separated into 4 groups:

e Units with Differences

o Units that have one or more different settings than the settings previously saved.

o The setting differences are highlighted in red.

e Missing units

o Units that were in the import file but not currently discovered by IH Browser.

¢ No Change in Settings

o Units whose settings are exactly the same as in the imported settings file.

¢ New Units
o Units that are currently present but are not in the imported settings file.
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~

' Settings Viewer Dialog

Select Type

RLX2

Select SSID

WLAN_8th_Floor -

Property

Value

B

Units with Differences (3)
= Repeater_6 - 00:0D:8D:F0:E5:25
[= Parent Link
= Parent Selection Method
Automatic
= Repeater Parameters
Signal Strength Threshold (dBm)
= Repeater_4 - 00:0D:8D:F0:8A-CA
[= Parent Link
= Parent Selection Method
Automatic
= Repeater Parameters
Signal Strength Threshold (dBm)
=l Repeater_2 - 00:0D:8D:F0:5C:DB
=l Advanced Settings
= Advanced Wireless Settings
Active Antennas
Missing Units (0)
No Change in Settings (9)
[+ Master_B - 00:0D:8D:F0:8A-C7
Master_C - 00:0D:8D:F0:E8:C9
[+ Repeater_7 - 00:0D:8D:F0:5C-C8
# RLX2nC-76 - 00:0D:8D:F0:D6:76
+# Repeater_3 - 00-:0D-8D:F0-E5:27
Repeater_1 - 00:0D:8D:F0-.CB:B9
[+ Repeater_5 - 00:0D:8D:F0:E7:70
[+ Master_A - 00:0D:8D:F0:E5:2A
[+ RLX2Nb-19 - 00:0D:8D:F0:79:19
New Units - Not in import (2)

Enabled

-45 - (-39)

Enabled

45 - (:35)

A&C-(Aonly)

# RLX2Master - 10.23.1.120 ( No Settings )
# RLX2Repeater - 10.23.1.121 ( No Settings )

Display View

() Settings (©) Auto Compare

@ Import Compare ...

save Settings | [ Reload Import |

| »

[ ]
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11.7 Save Settings Button

You can save the settings of all units that are known by the IH Browser so that they can be used

as a reference when doing an “Import Compare”.

-
B " Settings Viewer Dialog

Select Type Select SSID

RLX2 WLAN_8th_Floor

Froperty Value
# Master A-10.23.1.114
# Master B - 10.23.1.105
+ Master C - 10.23.1.108
Repeater_1-10.23.1.111
Repeater 2 - 10.23.1.126
Repeater_3 - 10.23.1.123
Repeater_4 - 10.23.1.112
Repeater 5 - 10.23.1.124
Repeater_6 - 10.23.1.125
Repeater_7 - 10.23.1.127

EEEEREBE®EE

Display View
@ Settings

") Auto Compare ") Import Compare ...

[ ]

The SAVE SETTINGS button allows you to select the folder to save the .settings file. The default

file name is: “IHB_Settings_dd_mm_year.settings”.

%, Config Settings Save File X
&« v 4 « Desktop > New folder v 0 Search New folder P
Organize v New folder Fs w (2]
o~ Name Date modified
s Quick access
[ Desktop + No items match your search.
w‘ Downloads *
v £ >
File name: | IHB_Settings_07-30-2019.settings v
Save as type: | Settings Files (*.settings) v
A Hide Folders Save Cancel
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11.8 Generate Report Button

You can create a Word document that contains an expanded view of all the unit settings by

clicking on the GENERATE REPORT button.

-
B ' Settings Viewer Dialog

Select Type RLX2 Select SSID  WLAN_Sth_Floor

Property Value
+ Master A-10.23.1.114 )
+ Master_B - 10.23.1.105

+ Master_C - 10.23.1.108
Repeater_1-10.23.1.111

Repeater_2 - 10.23.1.126

Repeater_3 - 10.23.1.123
Repeater_4 - 10.23.1.112

Repeater 5 - 10.23.1.124

Repeater_6 - 10.23.1.125

Repeater_7 - 10.23.1.127

CHCHOCROCRCRCNRS

Display View
@) Settings Auto Compare Import Compare ...

[ ]

The GENERATE REPORT button allows you to select the folder to save the .rtf file. The default file

name is: “IHB_Report_Settings_mm.dd.year_hh.mm.ss.rtf".

&% Config Settings Report File X
& = v 4 > ThisPC > Desktop v & | Search Desktop 0
Organize v New folder - @
2 Name Date modified N
»# Quick access
New folder 7/30/2019 1:30 PM
B Desktop *
& Downloads »
v
N B >
File name: | IHB_Report_Settings_07.30.2019_13.29.43.rtf v
Save as type: | Report Files (*.rtf) v
A Hide Folders Cancel
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11.8.1 Example Report
Display Settings Report
RLX2 -192.168.2.201
Basic Settings

Basic Wireless Settings
Radio Name RLX2
Network SSID Network1
802.11 Mode 802.11n
RLX2 Mode . Master
Channel 43

Wireless Security Settings
Security Mode WPA/WPA2 Personal
Encryption AES
Hide Network SSID oft
MAC Filter off

Access Settings
Obtain IP Address DHCP

Advanced Settings

Advanced Wireless Settings
Max Data Rate 54 Mbis
Min Data Rate MCS0
Max Basic Rate 24 Mb/s
Optmize For RLX2 Bridging
Immediate Bcasts on
Ignore Probes On
Prosoft-only Clients on
Range Long
Range (km) 25
HARPSN Qunnnrt On
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12 Foreign AP Detection

This feature retrieves scan information from radios that have responded to the IH Browser and
appear in the main list view. This scan data can be used to detect the presence of rogue foreign
Access Points that are operating on the same channel as the radios and can become a source
of serious interference.

The IH Browser maintains a whitelist which allows the IH Browser to differentiate between
detected APs that are meant to be present on that channel and APs that have come online in
the facility either by error, or with malicious intent. A foreign AP is therefore defined as any AP
that is not in the whitelist.

12.1 Navigation

The Foreign AP Detection dialog window can be opened by clicking on NETWORK > FOREIGN AP
DETECTION, or by clicking the FOREIGN AP DETECTION icon in the shortcuts bar.

% Radiolinx Industrial Hotspot Browser

P

File | Metwork | Actions Info  View Help

&k Scan Setup | | & 'E@‘:} |
Marr Scan Ctrl+5 P PAE
BaR Settings Viewer

H 3.56.1 0A:00:27:00:00:0F

Serial Legging

H S 1109 A4BE:AD:9C:58BE
== = 1114 00:0D:8D:AA:22:63

e T 1104 O0:0D:8D:FO:E8:DE

The dialog window initially opens in the disabled state as shown below. Clicking on the ENABLE
button will enable the feature and the IH Browser will commence pulling scan information from
the radios.

5 Foreign AP Detection @

MAC SSID Channel RSSI Detected By First Detected  Last Detected  Is ProSoft RLX2 Name WL Added
Fareign APs
- Connected RL¥2s
= White List APs
Active
- Mot Scanned

Disable ReScan MextScan:  Disabled Settings ... | | Color Key ... |

‘SESSIunLugDir‘--‘ |Vwew5&ssiunlug LogFile : c:\temp\ForeignAP_log_03.30.2020-20.32. 15.csv IC‘“L/
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When first enabled the dialog populates the Connected RLX2s section of the display with all
radios (including ELXM radios) that are present in the main view of the IH Browser. These are
the radios that will be used as a source of Scan information to populate the other sections of the

display.
51 Foreign AP Detection [
MAC SSID Channel RSSI Detected By First Detected  Last Detected  Is ProSoft RLX2 Name WL Added
#- Foreign APs
- Connected RLX2s
- 00:0D:8D:F0:5C:DB line_1 48 -58 Master2 (10.23.1.121) 21:31:24 00:00:00 Yes R1
- 00:0D:BD:F0:E5:2A line_1 48 -54 Rl (10.231.133) 2:31:24 00:00:00 Yes Master2
00 FO:E5:27 line_2 143 -3 R3 (10.231.119) 21:31:22 00:00:02 Yes R2
- 00: FO:E8:D6 ling_2 149 -20 R2(10.231.117) 21:31:24 00:00:00 Yes Master2
00:0D:8D0:F0:8A:CA line 2 143 -5 R2 (10.231.117) 21:31:24 00:00:00 Yes R3
- White List APs
Active
- Not Scanned
NextScan: 5250 (s ] [ coormevon ]
l Session Log Dir ... I WEW Session Log I LogFile : c:\temp'ForeignAP_log_03.30.2020-21.31.21.csv

When any Foreign APs are detected the following pop up appears. Clicking the OK button will
expand the Foreign APs section and display all APs that have currently been detected.

Foreign AP Detected @

Mew AP(s) have been detected
l " Please Resolve on the Foreign AP Dialog

MAC SSID % Channel RSSI
= Foreign APs
[ 2AeN5ER3RACN4 Manrkernech 149 i
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In the Foreign AP Detection dialog shown in the example below, the whitelist is currently empty
as we have not yet assigned the known good APs to the whitelist. Therefore all detected APs
are initially displayed in the Foreign APs section.

5| Foreign AP Detection ==
MAC SSID [} Channel RSSI Detected By First Detected  Last Detected Is ProSoft RLX2 Name WL Added
=) Foreign APs
26:05:88:38:4C:CD 149 -75 R3(10.231.119) 22:12:08 00:00:00 No
26:05:88:38:6C:01 149 -70 R3(10.231.119) 22:12:08 00:00:00 No
26:05:88:38:4B:FD 149 -86 R2(10.231.117) 22:12:08 00:00:00 No
00:0D:8D:F0:CB:B6  ~  eeeeeeeeee 149 -6 R3(10.23.1.119) 22:12:05 00:00:03 Yes
7C:5A:1C:44:73:21 COE Open 149 -70 Masterl (10.23.1.107) 22:12:07 00:00:01 No
7C:5A1C:44:73:05 COE Open 149 -79 Masterl (10.23.1.107) 22:12:00 00:00:08 No
86:5A:1C:44:73:21 COE_Enterprise 48 <75 Masterl (10.23.1.107) 22:12:08 00:00:00 No
82:5A:1C44:73:21 COESecure 149 -80 Masterl (10.23.1.107) 22:12:04 00:00:04 No
82:5A:1C:44:73:05 COESecure 149 -1 Masterl (10.23.1.107) 22:12:06 00:00:02 No
00:0D:8D:F0:5C:C8 line_3 149 -19 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:FO:E5:25 line_3 149 -15 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:F0:E7:70 line 3 149 -10 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:F0:E8:C9 line_3 149 -17 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:F0:D6:77 line_3 48 -1 R1(10.231.133) 22:12:08 00:00:00 Yes
24:05:88:38:6C:04 Manrkemesh 149 -71 Masterl (10.23.1.107) 22:12:08 00:00:00 No
24:05:88:38:4B:FD Manrkemesh 149 -79 R3(10.231.119) 22:12:08 00:00:00 No
24:05:88:38:4C:CE Manrkemesh 149 -75 R3(10.23.1.119) 22:12:08 00:00:00 No
24:05:88:38:6C:00 Manrkemesh 149 -1 R3(10.231.119) 22:12:08 00:00:00 No
6C:3B:6B:3F:DF:0F MikroTik-3FDFOF 48 -50 Masterl (10.23.1.107) 22:12:08 00:00:00 No

+)- Connected RLX2s
= White List APs
Active
Not Scanned

[ ossbe | [ Resan | ewsan: i04secs [ settngs... | [ cdorkey. ]

‘\75555'0" Log Dir .. J [ View Session Log ] LogFile : c:\temp\ForeignAP_log_03.30.2020-22.12.05.csv Hide
Column Description
MAC MAC address of the AP.
SSID The SSID that the AP is advertising in its Beacon.
Channel The channel number on which the AP was detected.
RSSI The signal strength of the AP as measured by the detecting unit.

Note: If more than one radio has detected the device the table will display the information
from the radio that measured the highest RSSI.

Detected By The name and IP Address of the Connected RLX2 that detected the AP with the strongest
RSSI.

First Detected The date/time that the AP was first detected by any Connected RLX2. Only the time is
shown if the date is the same as the current date.

Last Detected The elapsed time since information was last received for the AP. Can occur if an AP is
powered down or moved out of range.

Is ProSoft Indicates Yes if the AP is a ProSoft Technology RLX2 radio, No otherwise.

RLX2 Name The name of the radio if it is an RLX2. This column will only contain a value in the
Connected RLX2s section.

WL Added The time that an AP was added to the whitelist.

Right-clicking on any AP row in the view will present the following action menu. Only actions
allowed or relevant are enabled with the others grayed out.

Add to Whitelist
Remowe from Whitelist

Reassign to Whitelist

Clear AP
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12.2 Adding APs to the Whitelist

The following SSID sorted list shows that there are 4 other systems on the channels of our
network plus two single APs. In all cases the actions to take are as follows:

e |f an AP or set of AP’s belong to your organization and should be operating on the these
channels, then they can be whitelisted.

e |f an AP or set of AP’s belong your organization but should not be operating on these
channels, then your IT department should move them to a different channel.

o Ifan AP or set of AP’s does not belong to your organization, then take steps to identify
its location. If it's deemed legitimate (e.g. a neighbor’s system) then whitelist, otherwise
remove the AP.

7| Foreign AP Detection (=5
MAC SSID l} Channel  RSSI Detected By First Detected  Last Detected Is ProSoft RLX2 Name WL Added
=)- Foreign APs
26:05:88:38:4C:CD 149 -75 R3(10.231119) 22:12:08 00:00:00 No
26:05:88:38:6C:01 [ @ 149 -70 R3(10.23.1119) 22:12:08 00:00:00 No
26:05:88:38:4B:FD 149 -86 R2(10.23.1117) 22:12:08 00:00:00 No
00:0D:8D:F0:CB:B6 ~ eeeeeeeees 149 -6 R3(10.231119) 22:12:05 00:00:03 Yes
TC5A:1CA4:73:21 - COE Open 149 -70 Masterl (10.23.1.107) 22:12:07 00:00:01 No
7C:5A:1C:44:73:05 COE Open 149 -9 Masterl (10.23.1.107) 22:12:00 00:00:08 No
86:5A:1C:44:73:21 COE _Enterprise @ 48 -75 Masterl (10.23.1.107) 22:12:08 00:00:00 No
82:5A:1C:44:73:21 COESecure 149 -80 Masterl (10.23.1.107) 22:12:04 00:00:04 No
82:5A:1C:44:73:05 L COESecure 149 -1 Masterl (10.23.1.107) 22:12:06 00:00:02 No
00:0D:8D:F0:5C:C8 — line_3 149 -19 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:F0:E5:25 line_3 149 -15 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:F0:E7:70 line_3 @ 149 -10 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:F0:E8:C9 line_3 149 -17 Master3 (10.23.1.108) 22:12:08 00:00:00 Yes
00:0D:8D:F0:D6:77 = line_3 48 -11 R1(10.23.1133) 22:12:08 00:00:00 Yes
24:05:88:38:6C:04 —  Manrkemesh 149 71 Masterl (10.23.1.107) 22:12:08 00:00:00 No
24:05:88:38:4B:FD Manrkemesh 149 -9 R3(10.231119) 22:12:08 00:00:00 No
24:05:88:38:4C:CE Manrkemesh 149 -75 R3 (10.23.1.119) 22:12:08 00:00:00 No
24:05:88:38:6C:00 b Manrkemesh 149 -1 R3(10.231.119) 22:12:08 00:00:00 No
6C:3B:6B:3F:DF:0F MikroTik-3FDFOF 48 -50 Masterl (10.23.1.107) 22:12:08 00:00:00 No

+)- Connected RLX2s
= White List APs
Active
Not Scanned

Disable ReScan |  MNextScan: 104secs Settings ... | ColorKey vee |
(L Dsstle ] [ Resn ] [ setings... | [ coorkey.. |

Session Log Dir ... } [szSerssPanpQJ LogFile : c:\temp\ForeignAP_log_03.30.2020-22.12.05.csv Hide

In our example there are 6 sets of APs that have to be addressed.

1 This set of 3 APs has no SSID displayed which means the APs have ‘hidden’ their SSID.
In this case the only identification that can be used to find these APs are their MAC
addresses.

2 This “COE” system has 3 related SSIDs but have APs on both of our channels (48 and
149). Its RSSls indicate that it is not very close to our system.

3 This “line_3” network is made up of ProSoft units. Since it did not appear in the list of
“Connected RLX2s” it means that these units’ Ethernet network is isolated from the
Ethernet of line_1 and line_2 but within wireless range. In fact they are probably co-
located as their RSSI is very strong.

4 The “Manrkemesh” system has 4 APs on channel 149. Given its RSSls are very low this
system is also not close by.

The AP with SSID “--------- “is an RLX2 unit in Repeater mode but configured to not allow other
Repeaters to connect to it (Allow Children parameter set to No).
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To add an AP to the whitelist right-click on the AP (or multiple AP’s) and click on the ADD TO
WHITELIST option.

.
| Foreign AP Detection =l
MAC = Channel  RSSI Detected By First Detected  Last Detected  Is ProSoft RLX2MName WL Added

- Foreign APs -
26:0588:38:4C:CD 149 75 R3 (10.23.1.119) 11:40:51 00:00:00 No M

260 5C:01 149 70 R3 (10.23.1.119) 11:40:51 00:00:00 No

26:05:88:38:4B:FD 149 86 R2 (10.231117) 11:40:51 00:00:00 No

BBS e 149 5 R3 (10.231.119) 11:40:48 00:00:03 Ves

21 COE Open 149 -7 Masterl (10.231107) 11:40:50 00:00:01 Neo

:05 COE Open 149 75 Masterl (10.231107) 11:40:43 00:00:08 No

il COE_Enterprise 48 70 Masterl (10.231107) 11:40:51 00:00:00 No

2 COESecure 149 -86 Masterl (10.231107) 11:40:47 00:00:04 Neo

Adglto Whitelist
Remove from Whitelist

Reassign to Whitelist

Connected RLX2s Clear AP
White List AP R
i Active
. Not Scanned -
[ Eebe | [ osale | [ Resen | Nextsam 34secs Setings... | [ Coorkey.. |
[ SessionLogDir... | [ viewSessionLog | LogFie : c:\temp\ForeignaP _log_04.02.2020-11.40.46.csv

The selected APs now appear in the White List APs section as Active nodes. The WL Added
column now shows the time that these APs were added to the whitelist.

5| Foreign AP Detection
MAC 55D Channel  Rss Detected By First Detected  Last Detected  Is ProSoft RLXZName WL Added
£ Foreign APs B
26:05:88:38:4C:CD 149 75 F3 (1023.1119) 11:40:51 00:00:00 No m
A 149 -0 F3 (1023.1119) 00:00:00 No
149 -8 R2 (10231117) 00:00:00 No
---------- 149 6 F3 (1023.1119) 00:00:03 Ves
COE Open 149 79 Masterd (10.231107) 00:00:01 No
COE Open 149 75 Master (10221107) 11:40:43 00:00:08 No
COE_Enterprise 1 0 Masted (10221107) 1140551 00:00:00 No
COESecure 149 86 Mesterl (10231107) No
COESecure 149 73 Masterl (10.22.1107) 2 No
- ! MikroTik-3FDFOF Maste 107)
Connected RLGs E
White List APs
- Active
line3 149 19 Mested (10.231108) 00:00:00 Yes 131246
line 3 149 15 Mested (10.231108) 00:00:00 Yes 131246
; : line 3 149 10 Mestedd (10.231108) 00:00:00 Yes 131246
- 00:0D:8D:FO:ES:CO line 3 149 A7 Mested (10231108) 00:00:00 Yes 131246
0D:8D:F:06:77 line 3 4 E Rl (1023.1133) 00:00:00 Yes 131246
C:04 Manrkemesh 149 70 Masted (10.231.107) 00:00:00 Ne 131247
24:05:88:384B:FD Manrkemesh 149 - R3 (10.23.119) 11:40:51 00:00:00 Ne 131247
CCE Manrkemesh 149 75 R3 (10.231.119) 11:40:51 00:00:00 Ne 131247 | |
05:88:38:6C:00 Manrkemesh 149 Bl R3 (10.231.119) 11:40:51 00:00:00 Ne 131247
Mot Scanned -
| Enable | [ Disable | [ Rescan | mextseam: 3secs N Settings... | [ Colorkey.. |
[(sessionLogDir ... | [ViewSessionLog |  Logie : ctemn \ForeignAP_Jog _04.02.2020-11,40. 4.c5v
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12.3 Removing APs from the Whitelist

If an AP is mistakenly added to the whitelist it can be removed by right-clicking on the AP’s row
and selecting the REMOVE FROM WHITELIST option.

£ White List APs

- Active

- 00:00:BD:FO:5 CCR line_3 149 -19 Master3 (10.23.1
... 00:00:80:FO:E5:25 line_3 149 -15 Master3 (10.23.]
... 00:00:80:FO:ET:T0 line_3 149 -10 Master3 (10.23.]
- 00008 D:FO:EB: C9 line_3 149 -17 Master3 (10.23.1
... 00:0D:80:FO:DG:T7 line_3 43 -11 R1(10.23.1.1:
.. 24:05:88:38:6C:04 Manrkemesh 149 =70 Master] (10.23.]
.. 24:05:88:38:4B:FD Manrkemesh 149 -79 R3 (10.23.1.1:
... 24:05:88:38:4 C:CE Manrkemesh 149 -75 R3 (10.23.1.1:
- 24:05:88:38:6C:00 Manrkemesh 149 -7l R3 (10.231.1:
™6 C:3B:6B:3F.DF:OF MikroTik-3FDFOF - -

Mot Scanned Add to Whitelist

Rermovr from Whitelist

Enable [ Disable ] [ ReScan ] Mext Scan: 54 Reassign te Whitelist

Clear AP

SessionLogDir ... | | View Sessionlog | LogFie : c:\temp\Fore _

12.4 Forcing a Scan

The Foreign AP Detection window requests new scan data from the Connected radios every
120 seconds by default. This value can changed using the Settings dialog (for more information,
see section 12.5 Foreign AP Detection Settings.

The time to the next scan event is shown in the display:

)
v Session Log LogFile : c:\tempForeignAP_log_

MNext Scan: 104 secs

Clicking on the RESCAN button will initiate an immediate scan and the timer will reset to the
scan interval value.
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12.5 Foreign AP Detection Settings
Clicking on the SETTINGS button opens the Foreign AP Detection Settings dialog.

CaDiein]

N

Close

Scan Settings

V| Masters

120

Enable Notifications

| Foreign APs

+|Pop Up

Foreign AP Detection Settings

| Repeaters

Scan Period (secs)

New Connected RLX2

Communication Settings

[ Save Settings

Whitelist Operations

| Delete |

2 | | Expart ...

Close

Scan Settings Description

Masters Uses all Connected Masters as a source of scan data.

Repeaters Uses all Connected Repeaters as a source of scan data.

Scan Period Sets the time interval at which the IH Browser queries enabled Masters and/or

Repeaters for their scan information. Enter a value between 30 and 3600 seconds.

Enable Notifications

Foreign APs

A notification is made when a new Foreign AP is detected.

New Connected RLX2

A notification is made when a new RLX2 is added to the Connected RLX2s section.

Communication Settings

Pop Up

A pop-up is used as means of a notification.
Note: At present this is the only communication mechanism for notification events.

Whitelist Operations

Delete Click to delete the current whitelist.

Import... Click to import a whitelist file.
Note: This will overwrite any whitelist currently being maintained by the Foreign AP
Detection feature. First perform an export to save the current whitelist if you wish to
retain the current whitelist for future use.

Export... Click to export the whitelist to a file. This file can then be imported by any IH Browser

that wishes to use this whitelist.

Save Settings

Saves any changes made to the settings in this dialog.
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12.6 Session Log

The Foreign AP Detection window maintains a session log with information on each event that
occurs such as detecting a new Foreign AP as well as moving APs from/to the whitelist.

Disable ReScan Mext Scan:  Disabled

[ Session Log Dir ... ] [ViEW Session Log ] LogFile : c:\temp\ForeignAP_log_04.02.2020-14.03.08.csv

The session log location is shown at the bottom of the Foreign AP Detection window. To change
the directory the log is written to, click the SESSION LOG DIR... button.

Each time Foreign AP Detection is enabled, a new session file is started in the directory. The
session file is a CSV and can be opened by any spreadsheet program. The file name used
includes the date and time the session file was started.

H ©- = ForeignAP_log_04.02.2020-13.26.32 - Excel 2 ®m - 0
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW Tom Tsoulagiannis ~
L _ . s o~ == . = . |::-—| E“Imsert' > - A
D B - Calibri 11 A A =_ & =¢ Wrap Text General - ,;‘J D Ey Delcte - m i ZY H]
Pate . B I U- - D-A- S== &3 EMegesCenter - § - % » | W Fcnfmfnfl- Format = sff" B rormat - | @ - SOtE Find&
Clipboard & Font ) Alignment ) MNumber ) Styles Cells Editing
F11 - Jx || Load whitelist Entry from File
A B C D E F G H I il
1 |Time MsgID BSSID Channel SSID Message RSSI  Detected By First Detected
2 2020/04/02-13:26:32 9 00:0D:8D:F0:5C:C8 149 line_3 Load Whitelist Entry from File
3 12020/04/02-13:26:32 9 00:0D:8D:F0:E5:25 149 line_3 Load Whitelist Entry from File
4 2020/04/02-13:26:32 9 00:0D:8D:FO:ET:70 149 line_3 Load Whitelist Entry from File
5 12020/04/02-13:26:32 9 00:0D:8D:F0:ES:C9 149 line_3 Load Whitelist Entry from File
6 |2020/04/02-13:26:32 9 00:0D:8D:F0:D6:77 43 line_3 Load Whitelist Entry from File
7 2020/04/02-13:26:32 9 24:05:88:38:6C:04 149 Manrkemesh Load Whitelist Entry from File
8 2020/04/02-13:26:32 9 24:05:88:38:4B:FD 149 Manrkemesh Load Whitelist Entry from File
9 2020/04/02-13:26:32 9 24:05:88:38:4C:CE 149 Manrkemesh Load Whitelist Entry from File
10 |2020/04/02-13:26:32 9 24:05:88:38:6C:00 149 Manrkemesh Load Whitelist Entry from File
11 | 2020/04/02-13:26:32 9 6C:3B:6B:3F:DF:0F ag MikroTik-3FDFOF Load Whitelist Entry from File |
12 2020/04/02-13:26:38 2 24:05:88:38:6C:04 149 Manrkemesh Detected New Foreign AP o Masterl (10.23.1.107) 13:26:38
13 2020/04/02-13:26:38 2 6C:3B:6B:3F:DF:0F 48 MikroTik-3FDFOF Detected New Foreign AP o Masterl (10.23.1.107) 13:26:38
14 2020/04/02-13:26:38 2 FC:5A:1C:44:73:21 149 COE Open Detected New Foreign AP o Masterl (10.23.1.107) 13:26:37
15 2020/04/02-13:26:38 2 FC:5AC:44:73:D5 149 COE Open Detected New Foreign AP o Masterl (10.23.1.107) 13:26:30
16 2020/04/02-13:26:38 2 82:5A:1C:44:73:21 149 COESecure Detected New Foreign AP o Masterl (10.23.1.107) 13:26:34
17 2020/04/02-13:26:38 2 82:5A:1C:44:73:D5 149 COESecure Detected New Foreign AP o Masterl (10.23.1.107) 13:26:36
18 2020/04/02-13:26:38 2 86:5A:1C:44:73:21 43 COE_Enterprise Detected New Foreign AP o Masterl (10.23.1.107) 13:26:38
19 2020/04/02-13:26:38 5 00:0D:8D:F0:5C:DB 43 line_1 Detected New RLX2 attached Unit -58  Master2 (10.23.1.121) 13:26:38
20 2020/04/02-13:26:38 2 00:0D:8D:F0:5C:C8 149 line_3 Detected New Faoreign AP -19 Master3 (10.23.1.108) 13:26:38
A1 [annnalfnalan 1900 c00 Bl AN O M AEE A 1an limm 2 Prtnrtnd Rlm Carmime AN 1c Blmmtmaed F10 37 1 A0 ERTE TR T
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12.7 Hiding the Foreign AP Detection window

When the Foreign AP Detection feature is active, the button at the bottom right of the window
changed from CLOSE to HIDE. Note that the IH Browser cannot be closed if the feature is
running. Clicking on the HIDE button closes the window but the feature remains active.

Mo il

Settings ... ] [ Color Key ... ]

5

The current status of the Foreign AP Detection function can always be viewed from the IH
Browser’s Toolbar. When the feature is active, the Foreign AP Detection icon is green.

H. Radiolinx Industrial Hotspot Browser

File MNetwork Actions Info View Help
<o e YIRS L1 7
MName M... P VMAC Parent

If a Foreign AP is detected while the window is closed, the icon turns red.

H RadioLlinx Industrial Hotspot Browser

File MNetwork Actions Info View Help
Lo [BE-EILNIEN -1 | ?
| MName M... P V MAC Parent
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13 Device Management

This feature allows for the detection and commissioning of new RLX2/ELXM series radios that
are added to the network. An un-commissioned radio is one that has been reset to its Default
state.

In addition, it continually monitors operational wireless radios to determine if they are compliant
to network administrator rules configured into this feature.

The following are the key capabilities of the Device Management feature:

e Uses a CSV file prepared by the network administrator to specify how the radio should
be configured.

¢ Identify un-commissioned RLX2 or ELXM radios.

o Commission the radio with the correct operating firmware and configuration.
e Monitor operational radios whose configuration is non-compliant.

e The following are checked against the content of the CSV file:

The radio Name

The configuration image signature

The firmware image version

The User Default configuration image signature

For radios in AP mode, the channel number and transmit power

DHCP is enabled or, the configured IP Address.

O O O O O O

13.1 CSV File

Device Management is accomplished using a CSV file that contains the list of RLX2/ELXM
series radios to be managed. Columns in the CSV file define settings to be used for each radio.
The Device Management feature is enabled as soon as a CSV file is loaded. Removal of the
CSV file disables the Device Management feature.

When a CSV file is loaded it will be internally saved. Subsequent changes to the CSV file will
not have any effect. To adopt the changes the CSV file must be reloaded.

The CSV file will be validated and checked for errors when it is loaded.

e Firmware or Configuration files referenced in the CSV will be accessed to ensure they
are present.

e Version or Signature information will be extracted from the files and stored.

e Ensure that the Mode field is specified in each row and verify that the Operating
Configuration image in the row matches the specified Mode.

e Any errorin a row will prevent the updating of a radio that matches the row until the row
is corrected.

¢ A notification is made in the Device Management dialog’s Show CSV File Entries list
view Notes column.

e Column order does not matter and all columns do not need to be present. The Column
Name in the 1st row indicates the field in the column.
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The following examples show a partial view of the CSV file columns as they appear when
opened in a spreadsheet program.

Note: This CSV file is loaded into the IH Browser from Device Management dialog. Once loaded it is active.

13.1.1 Spreadsheet View

MacAddr UnitName SSID Mode IPAddr UsingDCHP  Operation ConfigFile FWFile

* agv Net1 Client true Both C:\Netl.cfg C:\RLX2_v040A R
00.0D.8D.F0.5C.C9 SC-AP4 AP true Monitor C:\Netl.cfg C:\RLX2_v040A R
000D8DF07919 SC-AP3 AP true Monitor C:\Netl.cfg C:\RLX2_v040A R
00:0D:8D:F0:E8:C4 SC-AP2 AP true Monitor C:\WNet1.cf[g C:\RLX2_v040A_R
00.0D.8D.AA.03.CD SC-AP1 AP 192.168.1.2 false Commission C:\Netl.cfg C:\RLX2_v040A_R

13.1.2 Text Editor View

MacAddr, UnitName, SSID, Mode, IPAddr, UsingDHCP, Operation, ConfigFile, FWFile

*, agv,Netl, , AP, , true, Both, C:\Netl.cfg, C:\RLX2_v0040A_R

00.0D.8D.F0.5C.C9, SC-AP4, , AP, , true, Monitor, C:\Netl.cfg, C:\RLX2_v0040A R

000D8DFO7919, SC-AP3, , AP, , true, Monitor, C:\Netl.cfg, C:\RLX2_v0040A R

00:0D:8D:F0Q:E8:C4, SC-AP2, , AP, , true, Monitor, C:\Netl.cfg, C:\RLX2_v0040A R
00.0D.8D.AA.03.CD, SC-AP1, , AP, 192.168.1.2, false, Commission, C:\Netl.cfg, C:\RLX2_v@040A R

13.1.3 CSV Column Description

Column/Field Name Values Description/Use
MacAddr XX.XX.XX.XX.XX.XX Or The MAC address of the radio to be monitored or
! commissioned. A wildcard char ™' can be specified instead to
match all mac addresses.

The Address is in hexadecimal byte format with a *." or *:
delimiter between bytes.

UnitName string This is the name assigned to the radio. How this field is used
when a radio matches a CSV file row depends on what update
action is being taken. Up to 32 characters and can be upper-

[ I

or lower-case letters, numbers, -', ' ’ or blanks.

If updating the User Defaults Configuration of a radio, this field
is ignored and the name in the configuration will be used.

If updating an Operational Configuration:
e If Name is blank, then preserve unit's current name
during the update.
e If Name is present, set this Name during the update.

If the Operation column is set to Monitor:

e And this field is not blank

¢ And the matching radio’s name is different
Then update the radio so it uses this Name.
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SSID string This field is informational and is not used in either matching or
monitoring unless the MacAddr field is the wildcard *.
Mode AP/Client The mode for this CSV entry. It must be specified on each line.

The configuration file specified must be for the specified mode.

If the Operation column is set to Monitor, only radios that
match this mode field will be updated. i.e. the Device
Management Monitoring feature cannot be used to change the
operating mode of the radio.

To do so would require the radio to be reset to defaults then
re-commissioned with the new mode.

IPAddr ddd.ddd.ddd.ddd If DHCP is not set, then this IP address will be set into the
matching radio.
UsingDCHP true/false The DHCP mode - If set to true, any configuration update will
force the radio to enable DHCP.
Operation Monitor/Commission/  This value must be set on each line in the CSV. It will govern
Both the operation of that line.

Monitor: Operational radios that match the MacAddr and
Mode fields in this CSV row will be monitored for field values
that differ (Unit Name, F/W version). Radios with values that
differ will be listed in the Device Management dialog’s Units
Requiring Updating List View.

Commission: Un-commissioned radios that match the
MacAddr and SSID fields will be commissioned with the field
values in this CSV row. (FWFile)

Both: The information will be used for both Commissioning
and Monitoring. Action taken will depend on whether the radio
is un-commissioned or operational.

ConfigFile string - flename with ~ The full path to a configuration file that is used when updating

full path either un-commissioned or operational radios. The signature in
this file is compared against the Configuration signature
currently in radio. Only if the signatures are different will the
configuration file be included when updating a radio.

FWFile string - filename with ~ The full path to a firmware file. The f/w version in Monitored

full path radios will be compared against the f/w version in this file. Only
if the versions are different will the firmware be included when
updating a radio.

Channel int When managing a channel plan for a set of Access Points, this
parameter can be used to specify the channel the AP should
use. A Monitored AP’s advertised channel being different than
this value will trigger an update.

This value will be set into the radio on any update if the Mode
is AP. This field is ignored if the Mode is Client.

TxPower int On CSYV lines where the Mode is AP this field sets the radio’s
transmit power level. A Monitored AP’s advertised transmit
power level being different than this value will trigger an
update.

This value will be set into the radio on any update if the Mode
is AP. This field is ignored if the Mode is Client or blank.
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A value of 0 means the radio will use the max power it is
capable of on any channel.

Valid values are 10 to 29 dBm.

CommissionSSID

String

When an un-commissioned radio is detected the MAC Address
and this SSID must match to trigger updates to commission
the radio.

UserDfltFile

string - filename with
full path

If it is desired to reset a radio to a known state different from
the radio’s Factory Defaults, the radio can be loaded with a
special configuration known as “User Defaults” in addition to
the existing “Factory Defaults”.

When the radio is reset to User Defaults it will load the saved
User Default configuration.

Only if the radio’s User Defaults signature is different from that
in the UserDfitFile will the User Default file be included when
updating a radio.

UserDfltFlags

int - bitmask

0x01 - Set
Uncommissioned
0x02 - Name Detect

These are additional flags that can be set along with the User
Defaults config file.

Set Un-commissioned: When the radio is reset to its User
Defaults, it will cause the radio to advertise itself as un-
commissioned. This option is only valid when in Client mode.

Name Detect: This will enable learning a number to add to the
end of the UnitName by inspecting the radio names in DHCP
Requests sent by devices on the radio’s Ethernet and
extracting any trailing numbers. This option is only valid when
in Client mode.
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13.2 The Device Management Dialog

The Device Management dialog can be opened by clicking on NETWORK > DEVICE
MANAGEMENT, or by clicking the DEVICE MANAGEMENT icon in the shortcuts bar.

File = Metwork Actions
M Scan Setup
Marr Scan

BaR Settings Viewer

Serial Legging

Info

% RadioLlinx Industrial Hotspot Browser

View Help

Ctrl+5

H
Foreign AP Detection

When the menu item or the Icon is selected the Device Management dialog will appear.

# ' Device Management

Management CSV File

Settings

Admin Password ~ ®®®®eee

Browse ...

CSV in Use 37-1HB-T37-Main-Lab-Radio-List

Load File

Remove File

Create Device List CSV

Display: © units Requiring Updates _) Unmanaged Units _) Uncommissioned Units (_) Show CSV File Entries
] Name P DHCP MAC Mode Device SSID Chan... TxPwr Umit Firmware Config UserDfit Notes
__] Master306 10.6... Yes 00:0D:8D:AA:09:9F Master RLX2 TestSSID 44 20 RDX2_v0040B_R 0xB633728B (0x0) 00 Individual Match found
) Master304 10.6... Yes 00:0D:8D:AA:09:98 Master RLX2 TestSSID 165 20 RLX2_v0040B_R 0xB6337288 (0x0) 0x0 Individual Match found
() Master205 (NewMaster) 10.6... Yes 00:00:8D:F0:5C:03 Master RLX2 TestSSID 132 20 RLX2_v0040B_R 0xB6337288 (0x0) 0x0 Indwidual Match found
__] brg0278 10.6... Yes 00:0D:8D:AA:15:53 Bridging Client  ELXM TestSSID 36 No Limit ELXM_v0042 0x4E195870 (0x0) O0xFOCFF34D Wildcard Match found
] BRG00OS 10.6... Yes 00:0D:8D:F1:46:79  Repeater RIX2 TestSSID 36 No Limit RLX2_VOO40B_R  0xDC08074D (0x0) 0x9D577F28  Wildcard Match found
Access Points : 3, Clients/Repeaters : 2
Update Options
Monitored Units: © Manual (Selected Only) () On Next Restart (All) -
[__!Enable LED Notifications
Uncommissioned Units: ) Manual (Selected Only) ") Immediately
Update Selected
Status Log
04/07/25 12:48:43:
04/07/25 12:48:43: Channels allowed per Country Code -
04/07/25 12:48:43:  Country Code (A)- 1,2, 3,4,5,6, 7, 8,9, 10, 11, 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149, 153, 157, 161, 165

04/07/25 12:48:43:

04/07/25 12:48:56: CSV file saved to Non Volitile!

04/07/25 12:48:56: Loaded Mgmt CSV File (C:\ProSoft\IH Browser\IHB_3.4.3.X-Files\37-14B-T37-Main-Lab-Radio-List-RLX2-v40B-ELXM-v42-1HB3457.csv) - 27 records
04/07/25 12:48:56: File's Last Modified Time (04/07/2025 11:57)

Output Directory : C:\temp

Browse ...

 Hide

The DEVICE MANAGEMENT icon background color will give an indication of the current state of

the feature.

Icon Background Color

State

None

Feature is disabled.

Green

Yellow

Feature is set to automatically update radios.

The CSV file has errors in it.

The feature is in manual mode and radios require updates.
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13.2.1 Device Management CSV Controls
# ' Device Management X

Management CSV File

Browse ... Load File Remove File

CSV in Use 37-1HB-T37-Main-Lab-Radio-List  Create Device List CSV
Settings
Admin Password ®®eeeee C
Display: © Units Requiring Updates Unmanaged Units ) Uncommissioned Units Show CSV File Entries
() Name P DHCP Mode Device SSID Chan... TxPwr Umit Firmware Config UserDfit Notes
__) Master306 10.6... Yes 00:0D:8D:AA:09:9F Master RLQ TestSSID 44 20 RDQ_v0040B_R 086337288 (0x0) 00 Individual Match found
Parameter Description

Management CSV File

The CSV file to be used to manage the radios.

The CSYV file contains a row per radio to be managed, identified by the MAC
Address, and has columns specifying the files and settings for the radio.
Note: For Client radios that are identically configured, a single row can be
used with an * wildcard in the MacAddr column.

Browse Browse and select the CSV file to be used.

Load File To activate a new CSV file that has been selected, click the Loab FILE button.
Note: The Device Management feature is automatically enabled once a CSV
file is loaded.

Remove File Removes the CSV file.

Note: The Device Management feature can only be disabled by removing the
CSV file.
CSVin use Informative display showing the current CSV file name in use.

Create Device List CSV

Creates a CSV device list for all radio Access Points currently detected.
Note: Each managed Access Point would require its own row in the CSV file.

13.2.2 Device Management Common Settings

# ! Device Management X
Management CSV File Browse ... Load File Remove File
CSV in Use 37-HB-T37-Main-Lab-Radio-Lit  Create Device List CSV
Settings
Admin Password  ®®eeeee Commissioning sssssens
Display: © Units Requiring Updates _) Unmanaged Units _) Uncommissioned Units _) Show CSV File Entries
) Name ) 4 DHCP Mode Device SSID Chan. Tx Pwr Uimit Firmware Config UserDfit
Master306 10.6... Yes 00:0D:8D:AA:09:9F Master RLQ2 TestSSID 44 20 RDQ_v0040B_R 0xB6337288 (0x0) 00 al Match found
Mactaring s Yoe nn-AN-RN-AANQ-QR Mactar RIXY TactSSIN 1AS n RIX? WiN4NR R MARATITIRR (el el aickinl Mateh fruind
Parameter Description
Admin Password The password in use by the RLX2/ELXM series radios. This will be used when
updating firmware and configuration.
Commissioning Password The password to use when an un-commissioned radio is detected. An
un-commissioned radio is running either Factory or User Defaults and as such
its password is different than an operational radio.
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13.2.3 Device Management List View Display
A list view window in the Device Management dialog displays lists of radios under various
categories. A set of radio buttons allows the selection of the category.

There is a column in the list for each parameter used or managed by the CSV file. A mismatch
is shown by displaying the CSV value of the parameter followed by the current value in use in
brackets.

e.g. 36(165) for Channel
14 (No Limit)  for Tx Power Limit

A Notes column identifies exception conditions that were encountered with the radio.

At the beginning of each row a Check Box is present to allow the user to select one or more
radios when performing manual updates.

The checkbox next to the Name label can be used to select or deselect all radios in the list.

13.2.3.1 Units Requiring Updates

When the UNITS REQUIRING UPDATES radio button is selected the list will display radios whose
current state differs from its matching entry in the CSV file.

# | Device Management X
Management CSV File Browse ... Load File Remove File
CSVin Use 37-HB-T37-Main-Lab-Radio-List  create Device List CSV
Settings
Admin Password ~ ®®®eeee C i i
Display: © units Requiring Updates (O unmanaged Units () Uncommissioned Units () Show CSV File Entries
() Name P DHCP  MAC Mode Device SSID Chan... TxPwr Limit Firmware Config UserDflt Notes
() master306 10.6... Yes 00:0D:8D:AA:09:9F Master RLX2 TestSSID 44 20 RLX2_v0040B_R 0xB633728B (0x0) 0x0 Individual Match found
D Master304 10.6... Yes Master RLX2 TestSSID 165 20 RLX2_v0040B_R 0xB6337288B (0x0) 0x0 Individual Match found
D Master205 (NewMaster) 10.6... Yes Master RLX2 TestSSID 132 20 RLX2_v0040B_R 0xB633728B (0x0) 0x0 Individual Match found
() brgo27s 10.6... Yes Bridging Client ~ ELXM TestSSID 36 No Limit ELXM_v0042 0x4E195870 (0x0) 0XFOCFF34D Wildcard Match found
D BRGO0O0S 10.6... Yes Repeater RLX2 TestSSID 36 No Limit RLX2_v0040B_R 0xDC08074D (0x0) 0x9D577F28 Wildcard Match found
Access Points : 3, Clients/Repeaters : 2
Update Options
Monitored Units: © Manual (Selected Only) (0 On Next Restart (All)
["JEnable LED Notifications
Uncommissioned Units: @) Manual (Selected Only) (O Immediately
Update Selected
Status Log
04/07/25 12:48:43:
04/07/25 12:48:43: Channels allowed per Country Code -
04/07/25 12:48:43:  Country Code (A)- 1, 2,3,4,5,6,7, 8,9, 10, 11, 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149, 153, 157, 161, 165
04/07/25 12:48:43:
04/07/25 12:48:56: CSV file saved to Non Volitile!
04/07/25 12:48:56: Loaded Mgmt CSV File (C:\ProSoft\IH Browser\IHB_3.4.3.X-Files\37-IHB-T37-Main-Lab-Radio-List-RLX2-v40B-ELXM-v42-1HB3457.csv) - 27 records
04/07/25 12:48:56: File's Last Modified Time (04/07/2025 11:57)
Output Directory : Ci\temp Browsse ... [ Hide

Fields that do not match are indicated by the desired value followed by the value currently in
use on the radio in brackets as shown above in the Config column.
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13.2.3.2 Unmanaged Units

When the UNMANAGED UNITS radio button is selected the list will display any devices discovered
on the network for which there was no match in the CSV file. This is also stated in the Notes
column.

If these radios were unintentionally left out of the CSV file, the user needs to edit the CSV file to
add these radios and then re-load it in the Device Management dialog. Once reloaded the listed
unmanaged radios should disappear once they are re-discovered.

¥ | Device Management X
Management CSV File Browse ... Load File Remove File
CSV in Use 37-HB-T37-Main-Lab-Radio-List  create Device List CSV
Settings

Admin Password

Display: () Units Requiring Updates Unmanaged Units () uncommissioned Units (O Show CSV File Entries

D Name P DHCP MAC Mode Device SSID Chan... TxPwrLimit Firmware Config UserDflt Notes

() unmanaged-AP  10.6... Yes 00:0D:8D:F0:71:0A Master RLX2 Unmanaged 153 20 RLX2_v0040B_R 0x0 0x0 No matching Monitoring entry in CSV File!
D Master1 10.6... Yes 00:0D:8D:F0:12:36 Master RLX2 PSFTSSID 165 No Limit RLX2_v0040B-DEV69 0x0 0x0 No matching Monitoring entry in CSV File!
(] elxm00002 10.6... Yes 00:0D:8D:AA:09:82 Bridging Client ~ ELXM PSFTSSID 100 No Limit ELXM_v0042 0x0 OXACA46E53  No matching Monitoring entry in CSV File!
D elxm00001 10.6... Yes 00:0D:8D:AA:09:AC Bridging Client ~ ELXM PSFTSSID 100 No Limit ELXM_v0042 0x0 OXACA46ES3  No matching Monitoring entry in CSV File!
() brgooos1 10.6... Yes 00:0D:8D:AA:09:93 Bridging Client ~ RLX2 PSFTSSID 165 No Limit EthSend2 0x0 0xE2538A36  No matching Monitoring entry in CSV File!
D brg00057 10.6... Yes 00:0D:8D:AA:09:9C Bridging Client ~ RLX2 PSFTSSID 100 No Limit EthSend2 0x0 0xE2538A36  No matching Monitoring entry in CSV File!

Access Points : 2, Clients/Repeaters : 4

Update Options

Monitored Units: © Manual (Selected Only) (O On Next Restart (All) O
Enable LED Notifications

Uncommissioned Units: ) Manual (Selected Only) () Immediately

Status Log

04/07/25 12:48:43:

04/07/25 12:: : Channels allowed per Country Code -

04/07/25 12: Country Code (A)- 1,2,3,4,5,6,7 8,9, 10, 11, 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149, 153, 157, 161, 165
04/07/25 12:: H
2 CSV file saved to Non Volitile!

: Loaded Mgmt CSV File (C:\ProSoft\IH Browser\IHB_3.4.3.X-Files\37-IHB-T37-Main-Lab-Radio-List-RLX2-v40B-ELXM-v42-1HB3457.csv) - 27 records
04/07/25 12:48:56: File's Last Modified Time (04/07/2025 11:57)

Output Directory : C:\temp Browse ... Hide
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13.2.3.3 Uncommissioned Units

When the UNCOMMISSIONED UNITS radio button is selected the list will display radios discovered
on the network that are currently in an un-commissioned state and an entry in the CSV file
matches the radio’s MAC Address and SSID.

The current values in the radio are in brackets where they differ from the value specified in the
CSV for the matching row, indicating what will be updated during the commissioning process.

Once commissioned the radio will disappear once it is re-discovered and is in its operational
state.

# Device Management X
Management CSV File Browse ... Load File Remove File
CSVinUse  37-HB-T37-Main-Lab-RadioLs!  Create Device List CSV
Settings

Admin Password Commissioning

Display: (O units Requiring Updates ) unmanaged Units © uncommissioned Units ") Show CSV File Entries

J Name P DHCP MAC Mode Device SSID Chan... TxPwrLimit Firmware Config UserDfit Notes
[ RX2Repeater  10.6... Yes Repeater RIX2  Networkl 48 20 (No Limit)  RLX2_v00408_R 086337288 (0x0) 0x58078828  Individual Commissioning Match four
() RixX2Repeater 10, Repeater RDX2  Networki 48 20 (No Limit) RLX2_v00408_R 0x86337288 (0x0) 0x5F852CS7  Individual Commissioning Match four
() RLX2Repeater 10, Repeater RLX2  Networkl 48 20 (No Limit) RLX2_v0040B_R (RLX2_v0040A_R)  0xB6337288 (0x0) 0x0 Individual Commissioning Match four
() RiX2Repeater 10, Repeater RX2  Networkl 48 20 (No Limit) RLX2_V0040B_R (RLX2_VO040A R)  0xB6337288 (0x0) 0x0 Indvidual Commissioning Match four
() RUX2Repeater 10 Repeater RX2  Networki 48 20 (No Limit) RLX2_v00408_R 0xB6337288 (0x0) 0x28300F88  Individual Commissioning Match four
7] brgoo71 10. Bridging Client  ELXM Network5 36 No Limit ELXM_v0042 0x4E195870 (0XFOCFF34D)  OxFOCFF34D  Wildcard Commissioning Match founs
(] brgoo49 10. Bridging Client  ELXM  Network5 36 No Limit ELXM_v0042 0x4E195870 (O0XFOCFF34D)  OXFOCFF34D  Wildcard Commissioning Match founs
_] BRG0010 10.6... Yes Bridging Client  RLX2 Network5 36 No Limit RLX2_v0040B_R 0xDC08074D (0x9DS77F28) 0x9DS77F28 Wildcard Commissioning Match founs
) BRGOOO9 10.6... Yes Bridging Client ~ RLX2 Network5 36 No Limit RLX2_v0040B_R 0xDC08074D (0x9D577F28) 0x9D577F28 Wildcard Commissioning Match foun:
71 bra0002 10.6... Yes Bridaina Client  ELXM Network5 36 No Limit ELXM v0042 0x4E195870 (0XFOCFF34D)  OxFOCFF34D  Wildcard Commissionina Match foune
Access Points : 0, Clients/Repeaters : 10
Update Options

Monitored Units: © Manual (Selected Only) ) On Next Restart (All) e

Enable LED Notifications
Uncommissioned Units: ) Manual (Selected Only) _) Immediately

Update Selected

Status Log

04/07/25 12:48:43:
04/07/25 12:48:43; Channels allowed per Country Code -

04/07/25 12:48:43:  Country Code (A) - 1,2,3,4,5,6,7, 8,9, 10, 11, 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149, 153, 157, 161, 165
04/07/25 1.
04/07/25 1. CSV file saved to Non Volitile!

04/07/25 1 Loaded Mgmt CSV File (C:\ProSof\IH Browser\IHB_3.4.3.X-Files\37-THB-T37-Main-Lab-Radio-List-RLX2-v40B-ELXM-v42-THB3457.csv) - 27 records
04/07/25 12:48:56: File's Last Modified Time (04/07/2025 11:57)

Output Directory : Ci\temp Browse ... Hide |
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13.2.3.4 Show CSV File Entries

When the SHow CSV FILE ENTRIES radio button is selected, the list will display the entries that
were loaded from the CSV file. This allows a quick way to review what was in the CSV file.

The cells that were blank in the CSV file will also be blank in this list view.

# | Device Management X
Management CSV File Browse ... Load File Remove File
CSV in Use 37-IHB-T37-Main-Lab-Radio-List  Create Device List CSV
Settings
Admin Password ~ ®®eeees Commissioning esccscee
Display: () Units Requiring Updates (O unmanaged Units () Uncommissioned Units © show CSV File Entries
() Name P Operation ~ DHCP  MAC Mode Device SSID Chan... TxPwr.. Firmware Config UserDfit Commission S...  Notes
Both Yes i Client RLX2 TestSSID C:\files\RLX2\RLX2_v00408_R.img c:\files\RN\RLX2-Rptr-v40... C:\Files\RLX2\RLX2-Aruba-5...  Aruba 501
i Both Yes - Client ELXM  TestSSID C:\files\ELXM\ELXM_v0042_elxm_6... c:\files\RN\ELXM-BRG-v42... C:\Files\ELXM\ELXM-Aruba-5... Aruba 501
() Master101 Both Yes : . AP RDX2  TestSSD 40 20 C:\files\RLX2\RLX2_v00408_Rimg c:\files\RN\RLX2-Master-v... Networkl
(] master102 Both Yes AP RX2 TestsSD 36 20 C:\files\RLX2\RLX2_v00408_Rimg  c:\files\RN\RLX2-Master-v... Networkl
(] Master103 Both Yes AP RX2  TestsSD 52 20 C:\files\RLX2\RLX2_V0040B_R.img  c:\files\RN\RLX2-Master-v... Networkl
(] master104 Both Yes AP RIX2 TestsSD 104 20 C:\files\RLX2\RLX2_v00408_R.img c:\files\RN\RLX2-Master-v... Networkl
D Master105 Both Yes AP RLX2 TestSSID 149 20 C:\files\RLX2\RLX2_v0040B_R.img c:\files\RN\RLX2-Master-v... Networkl
U Master106 Both Yes AP RL2 TestSSD 36 20 C:\files\RLX2\RLX2_v0040B_R.img c:\files\RN\RLX2-Master-v... Network1
() master107 Both Yes .. AP RDQ TestSSD 149 20 C:\files\RLX2\RLX2_v00408_R.img c:\files\RN\RLX2-Master-v... Networkl
(7] Master108 Both Yes  00:0D:8D:F1:0.. AP RIX2 TestsSD 112 20 C:\files\RLX2\RLX2 V00408 Rima  c:\files\RN\RLX2-Master-v... Networkl
Access Points : 25, Clients/Repeaters : 2
Update Options.
Monitored Units: © Manual (Selected Only) (O On Next Restart (All)
() Enable LED Notifications
Uncommissioned Units: ) Manual (Selected Only) ) Immediately
i =
Status Log
04/07/25 12:48:43:
04/07/25 12:4 : Channels allowed per Country Code -
04/07/25 12:4 Country Code (A) - 1,2,3,4,5,6,7,8,9, 10, 11, 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 132, 136, 140, 149, 153, 157, 161, 165
04/07/25 12:48:43:
04/07/25 12:48:56: CSV file saved to Non Volitile!
04/07/25 12:4 : Loaded Mgmt CSV File (C:\ProSoft\IH Browser\[HB_3.4.3.X-Files\37-1H8-T 37-Main-Lab-Radio-List-RLX2-v40B-ELXM-v42-HB3457.csv) - 27 records
04/07/25 12:48:56: File's Last Modified Time (04/07/2025 11:57)
“ »
Output Directory : C:\temp Browse ... [ Hide
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13.2.4 Update Options

This section of the Device Management dialog separately configures how updates are handled
for Monitored and Un-commissioned radios.

Update Options

Description

Monitored Units

MANUAL (selected only)

Updates will only be done manually on monitored radios that appear in the
Units Requiring Updates list.

The user selects the radios to update in that list and then clicks the UPDATE
SELECTED button to initiate the updates.

ON NEXT RESTART (All)

This option will trigger an automatic update on any radio in the Units Requiring
Updates list as soon as the Device Management function detects that the radio
has restarted. This detection must occur within 2 minutes of the radio
restarting.

This 2-minute window is implemented primarily for updating the radio in a
mobile platform on the premise that the platform itself also rebooted and was in
a safe location. After 2 minutes there is a high probability that the platform has
been put into service.

Un-commissioned Units

MANUAL (selected only)

Commissioning will only be done manually on radios that appear in the
Un-commissioned Units list.

The user selects the radios to commission in that list and then clicks the
UPDATE SELECTED button to initiate the commissioning sequence.

IMMEDIATELY
Automatically commissions any radio added to the Un-commissioned Units list.
There is no uptime restriction on starting the commissioning sequence.

Enable LED Notifications

This parameter will send an LED pattern notification to a radio that is in either
the Un-commissioned Units or Unmanaged Units list to flash its LEDs in a
distinct pattern depending on which list it is on.

This allows visual indication that a radio is not yet in an operational state, and if
it persists some action may need to be taken by a technician.

Status Log

Information on the progress of updates and other events is displayed in this
window for informational purposes.
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13.3 Device Management Operation

A brief description of the operating modes and rules of the Device Management feature as
related to the CSV file content.

13.3.1 Commissioning Rules

The CSV rows that have the Operation field set to Commission or to Both will be considered
when searching the CSV list for a match for a detected un-commissioned radio. To match a row
an un-commissioned radio’s MAC Address and SSID must be the same as these respective
fields in that row.

It is possible to set the MacAddr field in the CSV to the Wildcard *’ which will then match to any
radio, in which case if the SSID configured into the un-commissioned radio is the same as the
CommissionSSID field string then a match is declared.

The search through the CSV will first ensure that a radio’s MAC address does not appear in any
row before a wildcard row is considered.

Once a match is made to a CSV row, the un-commissioned radio is added to the Un-
commissioned Units List view in the Device Management dialog and if the Update Options have
been set to IMMEDIATELY an update of the radio starts right away based on the settings and files
set into fields in the row.

If the Update Options for commissioning are set to MANUAL, then the user must select the radio
from the Uncommissioned Units list and click the UPDATE SELECTED button to initiate the
update.

13.3.2 Monitoring Rules
Rows that have the Operation field set to MONITOR or BOTH will be considered when searching
the CSV file to match to a radio that is already commissioned.

To declare a match to a CSV row, the Mac Address, Mode, and SSID fields must be the same
as the current state of the radio.

If a MAC Address is specified, then that MAC Address must only appear in the CSV file once.
The MacAddr field takes precedence. When populated, a radio matching that MAC Address will
only be assessed based on that row of the CSV file and not a wildcard row.

If the radio's MAC address is not found in the CSV file, then the search reverts to looking for the
18t matching wildcard row.

The 1st row encountered in the CSV file that has an * in the MAC Address cell, and the Mode
and the SSID fields match the radio's current state, then this row will be used.

If no match for a radio is found in the CSV file then this radio will appear in the Unmanaged
Units list in the Device Management dialog. This list can be reviewed, and the CSV file updated
if these radios need to be managed.
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Radios that match a CSV row but differ in firmware version or settings with one or more fields of
the CSV row are added to the Units Requiring Updates list in the Device Management dialog.
The action taken by the IH Browser will depend on the state of the Monitored Units control in the
Update Options section of the Device Management dialog.

Updates for the radio can be configured to be done manually by the user, or they can be
triggered when the IH Browser detects the radio has restarted.

Once a radio is up to date it is no longer visible in the Device Management dialog.
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14 Support, Service, and Warranty
14.1 Contacting Technical Support
ProSoft Technology, Inc. is committed to providing the most efficient and effective support
possible. Before calling, please gather the following information to assist in expediting this
process:
1 Product Version Number
2 System architecture
3 Network details
If the issue is hardware related, we will also need information regarding:
1 Module configuration and associated ladder files, if any
2 Module operation and any unusual behavior
3 Configuration/Debug status information
4 LED patterns
5 Details about the interfaced serial, Ethernet or Fieldbus devices
North America (Corporate Location) Europe / Middle East / Africa Regional Office
Phone: +1 661-716-5100 Phone: +33.(0)5.34.36.87.20
ps.prosofttechnology@belden.com ps.europe@belden.com
Languages spoken: English, Spanish Languages spoken: English, French, Hindi, Italian
REGIONAL TECH SUPPORT REGIONAL TECH SUPPORT
ps.support@belden.com ps.support.emea@belden.com
Latin America Regional Office Asia Pacific Regional Office
Phone: +52.222.264.1814 Phone: +60.3.2247.1898
ps.latinam@belden.com ps.asiapc@belden.com
Languages spoken: English, Spanish, Languages spoken: Bahasa, Chinese, English,
Portuguese Hindi, Japanese, Korean, Malay
REGIONAL TECH SUPPORT REGIONAL TECH SUPPORT
ps.support.la@belden.com ps.support.ap@belden.com
For additional ProSoft Technology contacts in your area, please see:
www.prosoft-technology.com/About-Us/Contact-Us
14.2 Warranty Information
For details regarding ProSoft Technology’s legal terms and conditions, please see:
www.prosoft-technology.com/ProSoft-Technology-Legal-Terms-and-Conditions
For Return Material Authorization information, please see:
www.prosoft-technology.com/Services-Support/Return-Material-Instructions
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