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Technical Note

How to Setup wireless EtherNet/IP
Messaging with ControlLogix

RLXIB-IHW Industrial Hotspot 802.11abg

Introduction

To carry out the wireless communication between 2 ControlLogix PLC, 2 ProSoft Technology
modules RLXIB-IHW-E RadiolLinx Industrial Hotspot 802.11abg are used.

For the architecture of this implementation, we used:
o 2 modules RLXIB-IHW-E
o 2 ControlLogix with 2 1756-ENBT/A card.
o A laptop equipped with RSLogix 5000.
o 1 Ethernet Switch (needed to do a wired communication test)

This document gives the details of the implementation of the system.

Note:
RLXIB-IHW-E has AP (Access Point) mode available (See end of the technical note).
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Procedure

Note:
If your PCis not connected to a DHCP server or directly connected via Ethernet to the radio
module, DO NOT FORGET TO ASIGN A FIXED IP ADDRESS to the PC Ethernet card.

Here are the basic steps needed to establish communications:

A. Setting of the Main Radio.
A.1. Install Radiolinx IH browser:

Download RLX-IH Browser from:
http://www.prosoft-technology.com/content/download/12739/165690/file

Then install the Browser on your PC.

A.2, Plug the cables to the RLXIB-IHW:

-

[
From left to right: Power connector, serial port and Ethernet port.

Plug the power cable.
For Ethernet connection:
e If you are connecting to the radio through an Ethernet hub or switch, use the
gray (straight-through) cable.
e If you are connecting to the radio directly from your PC without going through
an Ethernet hub or switch, you must use the red (crossover) cable.
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A.3. Launch RadiolLinx IH browser:

Click on the binocular:

Radiolinx Industrial Hotspot Browser

ilz_ Operations Dialogs  View Help
(L £ BEtig= ?

Tame Mode MAC P S5ID Security Channel Hops = Signal ... | Tx (KB/s) R (KBJs) Master  Associ,

The radio appears:

RadioLinx Industrial Hotspot Browser |'L||'E|E‘
File Operations Dialogs Yiew Help
#h 'Y F =S31=] %
MName Mode MAC IP 551D Security Channel Hops  Signal ... Tx(KBjs) Rux(KBfs) Master  Assoc
fmailhareins10m  This Lkility 00.0f, 1F.cé.50.cd 192, 168,170.11
R radio1 Repeater 00.0d.8d.F0.1d.c3 192.168.170.186  Metworkl noneE 11 15 -100 1} a
5 >
RadioLinx Industrial Hobspot Browser MM

At this point the setting of the radio is the factory default.
If the radio is connected to a network with a DHCP server, the radio may already
have an IP address assigned to it.

Radiolinx Industrial Hotspot Browser ['. ||'|:| |b—(‘
File ©Operations Dislogs Yiew Help
'y FE =g ?
Mame Mode Mac IF | 551D Security Channel Hops | Signal ... Tx(KBjs) Rx(KB[s) Master  Assoc
frnalhareinS10m  This Ukilicy 00.0F. 1f.cé.50.cd T
R Radio1 Repeater 00.0d.8d.fo. 1d.c3 192,165,170.186 workl nong i1 15 -100 1] 1]
< E4
RadioLin: Industrial Hotspot Browser UM
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If no IP address appears:
e Select the Radio on the list

RadioLinx Industrial Hotspot Browser,
File Operations Dislogs Wew Help

#LF @aRLE S g ?
Marme Mode MaC P S50 Securty Channel Hops  Signal .. Tx(KBfs) Rx(KB/s) Master  Associ

fmailhareins10m  This Utility 00.0f. 1f .c6.50.cd 192.168.170.11
(T 4R adiol . D.186  Networkl

Repeater none

¢ . >
RadioLir: Industrial Hotspot Browser UM

e Then from Operations menu, select Assign IP

e The following window is displayed:

Assign Temporary IP Address [7]

RedoMame  [Radel
MACAddess [000dBdIOIZar
Subret [mzseE0
Gatewsy  [19216874

P Address
Unused s [192168.7.254
192.168.7.253
1321687252
MI 192188.7.251
192.168.7.250
1321687249

Canicel

¢ Click OK to accept the temporary IP address, subnet mask, and default gateway.

The following message is displayed; click "OK” to continue.

Access Point utility x|

'E This IP address is kemporary and will only be in effect until the next time the AP is reset, To set the IP Address permanently please modify the settings
L

through the Web Management Interface.
O I Annuler |

Now a temporary IP address is assighed to the RLXIB-IHW-E module.
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A.4. Go online with the RLXIB-IHW-E for configuration:

To go online to the RLXIB-IHW for configuration (or diagnostics), from the Browser select the
Radiol:

- A
RadioLinx Industrial Hotspot Browser E‘ El El

File ©perations Dialogs Yiew Help

Me 9508 =40 ?

MHame Mode MAC P S5ID Security Channel Hops | Signal ...  Tx({KBfs) Rx(KB/s) Master | Associ
fmaihareinS10m  This Utility 00,0, 1F.c6,50,cd 192,168,170,11

| s4Radiol Repeater 00.0d.5d.f0.1d.c3 192.165.1 133

< »
Radiolinz Industrial Hotspot Browser MUM

Select the Connect option in Operation menu.

RadioLinx Industrial Hotspot Browser
i Dialogs  View Help

g [=|%[g

Assign IP

M
00.0F, 1F,c6.50.cd

|Update Firmware

iy =101 x|
e : =1« =
@\ v [ hpifinsz. 168 170,103 =] #2 |l % | [0cqe £
Fichier ~ Edition  Affichage Favoris  Outils 7 Liens >*
C " »
ﬁ e % Radio Configuration/Diagnostic Lility | | m} ~E] - o~ _:' Page - C; Cutils -
=
Login Nain device
Fasswnrdl--------
=l
[Termine T T T T T GF@mtere ESTE

Enter your password to log in to the radio and then press Login.
The default password is password (lower case).
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The RLW-IHW-E configuration is protected by a login password.

The default password is password (lower case).

To prevent unauthorized access to the radio configuration, you should change the default
password when you have finished your configuration.

The following window is displayed:

ff‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer N =_IE|5|
@ﬂ v | http:f192.168.170.183/Config_Diag. htm%dfbd05289678616 7| | 2| X | [Google £~

Fichisr  Edition  Affichage  Fawvoris  Qukls 2 Ligns **
U8 s, Radio ConfigurationDisgnostic Uity 3 o~ Bl v oom=h - b Page v () Qutls ~

RADIOLINX"

802.11abg

Radio Name: Radio? Signal Strength: W

Radio MAC: 00.0D.8D.F0.26.47 Parent MAC: none Available Parents |

Firmware: IB3_430 Branch Length: nia Address Table |

Update every: 10 sec # Radios Linked: 0 Port Status |

Up Time: 0 Day 1Hr. 57 Min. 4 Sec. Link Time: nfa

I Radio Network Settings | Security Settings | Radio Access Settings
Radio Name: W Encryption |WPA-AES j % Obtain IP address - DHCP
Network SSID: [Networl1 WPAphrase  [==== | { Usethe following IP address
" Master vEP key| 1 =l [

* Repeater Parent Link | ™ MAC Filter

Parent Auta Select

Edit Filter

" Hide Network SSID

" Client ¥ Auto £ Specify

ClientMAC If_' 00.00.00.00.00

IGMP I Spanning Tree I SNMP |

Advanced Config |

Login Password I

Serial Settings |

Apply Changes Cancel Changes Factory Defaults m

Configuration help

|Rac|i0 Mame: 1to 31 characters. For user's identification of radio only. ‘

|Terminé l_ I_ I_ ’_ l_ [T |@ Internet w100% - g
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A.5. Set up the Main RLXIB-IHW-E - Master mode

The master is the "root" or top-level radio in a network.
You must have at least one master radio per network.
For redundancy, you can assign more than one master to the network.

,‘:‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer = |EI|5|
@.\ J v |, http:j192.168.170.16/Config_Diag. htmedfes712d0cSee1dd ¥ | #2 || K| |Google 2
Fichier Edition  Affichage  Favoris  Qutils 7 Liens ¥
T ; " — m—— o 5 g »
A e &% Radio Configuration/Diagnastic Ukiity fp) = B - &= - [2FPage - {0F Outils +

RADIOLINX’
802.11abg
Radio Name: Radio1 Signal Strength: | Scanning... )
Radio MAC: 00.0D.80.F0.26.47 Parent MAC: none Available Parents |
Firmware: IB3_430

Branch Length: nia Address Table |
Update every: 10 sec # Radios Linked: i Port Status |

Up Time: 0 Day 0 Hr. 1 Min. 15 Sec. Link Time: nia
I Radio Network Settings | Security Settings | Radio Access Settings
Radio Mame: |Radiol Encryption |WPA-AES j % Obtain IP address - DHCP

" Master verkey| 18] [

(o Repeater Parent Link | [ MACFilter Edit Filter

Parent Auto Select

" Hide Metwork S8ID
" Client

Client MAC

IGMP I Spanning Tree I

Adwvanced Config I

Serial Settings |

Login Password I

Metwork SS10: INetWDrl-cl WPA phrase I"""" " Use the following IP address

Configuration help

Apply Changes Cancel Changes Factory Defaults m

|RSSI(Received Signal Strength Indication): Strength of the signal FROM THE PARENT radio.

|Terminé l_ l_ l_ l_ l_ [T |@ Internet +100%:

-

4

Author: JPrat
Date: January 09

Page 9 of 41

TN2009-01A-A4-1.03




Technical Note

0:2:0 ]
PrOSOﬂ How to Setup Wireless EtherNet/IP

TECHNOLOGY Messaging with ControlLogix

From the RadiolLinx web page:

o Change the name of the radio to Main Device

Change the SSID name to Messaging Network

Select Master and leave the channel per default (11)

For Encryption chose WPA-AES and enter your WPA phrase
Enter a valid IP address and Subnet Mask

O 0O O O

ﬂ' Radio Configuration;/Diagnostic Utility - Windows Internet Explorer ) = |E||5|
@.\ y > I_o:._ http:,l',l'192.168.I?D.1SICDnFig_Diag.htm°fodF66?12ch5881ddLi A IGoogIe L |-

Fichier ~ Edition  Affichage  Fawaoris  Outils 7 Ligns **
! _ 3 : : : 5 2 3 = i 3
%4 sAf g, Radio Canfiguration/Diagnostic Utiity fp) =~ B - m=n ~ ik Page + {CF Outils ~

RADIOLINX®

802.11abg

Radio Name: Radio1 Signal Strength: I Scanning... J

Radio MAC: 00.0D.80 F0.26.47 Parent MAC: none Available Parents |

Firmware: IB3_430 Branch Length: nia Address Table |
Update every: 10 sec # Radios Linked: 0 Port Status |

Up Time: 0 Day 0 Hr. 4 Min. § Sec. Link Time: nfa
[ Radio Network Settings Security Settings Radio Access Settings
Radio Name: [Main device Encryption | WPA-AES =l | ¢ obtain IP address - DHCP
Network SSID: [essaging network WPA phrase |Meszaging * Use the following IP address
& Master | 11(2462MHz) verkey| 1 5] [+ IP Address [192.168.170.183
" Repeater [ WAC Fiter  Edit Filt Subnet Mask |255.255.255.0
I~ Hide Network SSID Def Gateway [152.165.170.254
" Client

Primary DNS ILQE.lD.l.lD

Client MAC

- 0 Secondary DNS |50.D.D.D
IGMP | Spanning Tree I SNMP |

Adwvanced Config I

Serial Settings |
Apply Changes Cancel Changes Factory Defaults m

Configuration help

Login Password |

| Default Gateway: Gateway currently used by the radio. |

|Terminé l_ l_ l_ l_ l_ [T |@ Internet HA00% - o

Now the new settings are ready, press Apply Changes to valid them.
The following message may appear when pressing “"Apply changes”, click "OK".

Windows Internet Explorer |

D] “hanges require a radio reset,
M_*/ RF links will go down For about 60 seconds,
' Conkinue?

Ik, I Annuler
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The RLXIB-IHW-E reboots:

f',‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer

o ] 3
—. -
@.\ J v | http:ij192.168.170.16/Config_Diag.htmesdfes712d0cseetdd | 9| X | [soode £~
Fichier  Edition  &ffichage  Favoris  OQutkls 7 Ligns **
Wi sRf g Radio ConfigurationfDiagnostic Utility () ~ B - == - |7k Page - (0F Outils -

802.11abg
Radio Name: Radio1 Signal Strength: W
Radio MAC: 00.0D.2D.F0.26.47 Parent MAC: none Available Parents |
Firmware: 1B3_430 Branch Length: nia Address Table |
Update every: 10 |sec # Radios Linked: 0 Port Status |
Up Time: 0 Day 0 Hr. 15 Min. 20 Sec. Link Time: n/a

RADIOLINX"

Radio Settings Have Been Updated.
You may close this window now or wait for page to reload.

Radio Powering Up... Main device

____In

Close |

([ [ [ @ i

-

4

Press Close on this window, the following screen is displayed:

Windows Internet Explorer |§|
P The webpage vou are wiewing is krving to close the window,
-
-
Do vou want to close this window?
[ ves | [ Mo
Press Yes.
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A.6. Settings verification:

Select Clear to delete the current radio list

RadioLinx Industrial Hotspot Browser

File Operations Dislogs View Help
M(Q BEE
Na Mode

This Litiiky

jerame
jerome This Utility

Select the binocular to refresh the screen and get an update radio list

Radiolinx Industrial Hotspot Browser
File Operations Dialogs View Help
Ox ERE

e Mode

When configured the name of the radio is preceded by an M (for Master) in the

RLX-IH Browser.

RadioLinx Industrial Hotspot
File ©Operations Dialogs Wiew Help
M =
arne

jerome
MEMain Device

The setting of the Master radio is finished.

» Disconnect the Ethernet cable from the radio.

Page 12 of 41
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B. Setting of the Remote/Repeater radio

B.1. Plug the cables to the RLXIB-IHW:

From left to right: Power connector, serial port and Ethernet port.

Plug the power cable.
For Ethernet connection:
e If you are connecting to the radio through an Ethernet hub or switch, use the
gray (straight-through) cable.
e If you are connecting to the radio directly from your PC without going through
an Ethernet hub or switch, you must use the red (crossover) cable.

Author: JPrat Page 13 of 41
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B.2.

Click on the binocular:

Launch RadiolLinx IH browser:

Radioliinx Industrial Hotspot Browser,

File Operations Dialogs Wiew Help

M‘%F =4 g

?

Mode

MAC

IP | S5ID

Security

Channel Hops = Signal ... Tx (KBfs) R (KBjs) Master  Associ,

The radio appears:

9=]E3

Radiolinx Industrial Hotspot Browser

Fle Operations Dislogs YWew Help
Mg F =|& g ?
Mame Mode MAC IP 551D Security Channel Hops | Signal ... Tx(KBfs) Rx (KBfs) Master | Assoc
fmaihareins10m  This Lkility 00.0f. 1F. c6.50.cd 192.166.170.11
R radiot Repeater 00.0d.5d.f0.1d.c3 192.168.170.186  Networkl nong 11 15 -100 1} 1}
< | L
RadioLin: Industrial Hotspot Browser LM

At this point the setting of the radio is the factory default.
If the radio is connected to a network with a DHCP server, the radio may already
have an IP address assigned to it.

RadioLinx Industrial Hotspot Browser

B=1E3

Flle Operations Dialogs ‘iew Help
#h§ F |=|& gl ?
Hame Mods MAC P 5510 Security Channel Hops | Signal...  TxiKB/s) Rx (KBls) Master  Assoc
Frailhareins10m  This Ukilicy 00,0, 1f,c6.50.cd iR
R Radiot Repeater 00.0d.6d.F0.1d.c3 192,168,170, 186 NeBuarkl none 11 15 -100 a a
£ B
RadioLinx: Industrial Hokspot Browser (]

Author: JPrat
Date: January 09

Page 14 of 41
TN2009-01A-A4-1.03




ProSoft

Technical Note
How to Setup Wireless EtherNet/IP

TECHNOLOGY

Messaging with ControlLogix

If no IP address appears:
e Select the Radio on the list

RadioLinx Industrial Hotspot Browser
File Operations Dialogs Yiew Help

[ =1[E5]

<

L E =R E (S0 ?

Name Mode M P 551D Security Channel Hops Signal ... = Tx(KBJs) Rx(kBfs) Master  Associ
fmailharein510m  This Utility 00,0 1F.c6.50.cd 197 166.170.11

SRadinl Repeater 00.0d.5d.0.1d.c3 192,168,170, 166 nore

RadioLinx Industrial Hotspot Browser

LM

Help

=|& (gl

00.0f 1F ¢
00.0d.&d.fi

¢ The following window is displayed:

Assign Temporary IP Address [7]

Radio Name IF\ad\oT—
MACAddess [000dgdfiizar
Subret |
Gateway IW

IP Address

Unused IF's 192168 7 254
192.168.7.263

192.168.7.252
M 192168 7 251
192.168.7.250
192.168.7.249

Cancel

¢ Click OK to accept the temporary IP address, subnet mask, and default gateway.

The following message is displayed; click "OK” to continue.
B

! This IP address is kemporary and will only be in effect until the next time the AP is reset, To set the IP Address permanently please modify the settings
. through the Web Management Interface.

O I Annuler |

Now a temporary IP address is assighed to the RLXIB-IHW-E module.
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RadioLinx Industrial Hotspot Browser

File ©perations Dialogs Yiew Help

Go online with the RLXIB-IHW-E for configuration:

To go online to the RLXIB-IHW for configuration (or diagnostics), from the Browser select the
Radiol:

192.168.1 86

<

Radiolinz Industrial Hotspot Browser

-
CEX
ASe @955 =& ?
MHame Mode MAC P S5ID Security Channel Hops | Signal ...  Tx({KBfs) Rx(KB/s)
fmaihareinS10m  This Utility 00,0, 1F.c6,50,cd 192,168,170,11
| s4Radiol Repeater o0,0d.&d.Fo.1d o3 6

Master | Associ|

RadioLinx Industrial Hotspot Browser,

» Assign IP
Update Firmware

Select the Connect option in Operation menu.

i il
@.\-’_J, v [ heepriji02. 168,170,183 Eli#2l] | zoeqe Ll
Eichier Edition  Affichage  Faworis  Qutls 7
Ty e & Radio Configuration/Diagnostic Utiity | | - - ) v |<hPage » (Ghoutls +
Login Radio
Password
[Terming [T T T 3 memet [Hwewe - ,

Enter your password to log in to the radio and then press Login.

The default password is password (lower case).
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The RLW-IHW-E configuration is protected by a

login password.

The default password is password (lower case).
To prevent unauthorized access to the radio configuration, you should change the default
password when you have finished your configuration.

The following window is displayed:

f',‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer = IEI|1|
— -
@.\ J v |, http:jj192.168.170.18/Config_Diag.htmesdff70a0833d072eb ¥ | 9| X | [5o0dle £~
Fichier ~ Edition  &ffichage  Favoris  OQutils 7 Liens **
b & Radio ConfigurationiDiagnostic Ukl ’:;‘ ~ B - o= ~ |k Page ~ () Cutils +

it

Radio Name: Radio1 Signal Strength: W
Radio MAC: 00.00.80.F0.26.65 Parent MAC: none Available Parents |
Firmware: 1B3_430 Branch Length: nia Address Table |
Update every: 10 sec # Radios Linked: 0 Port Status |

Up Time: 0 Day 0 Hr. 24 Min. 34 Sec. Link Time: nfa

RADIOLINX"
802.11abg

I Radio Network Settings |

Security Settings |

Radio Access Settings

Radio Name: |Radin1

Metwark SSID:

Networkl

WPA phrase

Encryption | WPA-AES

|=:=:=<=:

¥ Obtain IP address - DHCP

[

" Use the following IP address

" Master

(ol Repeater Parent Link |
Parent Auta Select
& futo © Specif

=i

™ MAC Filter

" Client

Client MAC |00.00.00

IGMP I Spanning Tree I

Advanced Config |

Serial Settings |

'EF'!—:_I'Ll I.=,.:_:_:

" Hide Network SSID

SNMP |

Login Password I

Apply Changes

Configuration help

Cancel Changes

Factory Defaults m

|IF' Address: IP Address currently assigned to the radio.

|Terminé

[ T T T T3 ntermst

+, 100%

-

4
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B.4. Set up the Remote/Repeater RLXIB-IHW-E - Repeater mode

A RLXIB-IHW-E Remote/Repeater connects automatically to the best available parent radio
on the network.
o Change the name of the radio to Remote Device
Change the SSID name to Messaging Network

Select Repeater.
For encryption chose WPA-AES and enter your WPA phrase
Enter a valid IP address and Subnet Mask

O O O O

,’:‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer = IDlﬂ
@.\ y > I_o:._ http:,l',l'192.168.I?D.1SICDnFig_Diag.htm°fodFF?Da0833dD?28bLi A IGoogIe -
Fichier  Edition  Affichage Faworis  Cutils 2 Ligns **

o oy it Radio ConfigurationDiagrostic Utility

RADIOLINX®

Radio Name: Radio Signal Strength:
Radio MAC: 00.0D .80 F0.26.65 Parent MAC:
Firmware: IB3_430 Branch Length:
Update every: 10 sec # Radios Linked:
Up Time: 0 Day 2 Hr. 52 Min. 18 Sec. Link Time:

none Available Parents |
nia Address Table |

0 Port Status |

nfa

Ep - B - - ok page - (G outls 7

802.11abg

[ Radio Network Settings
Radio Name: IRemote device
Metwork S310: Iessaging network

Security Settings

Radio Access Settings

Encryption | WPA-AES

=)l | ¢ obtain IP address - DHCP

WPA phrase [Messaging * Use the following IP address

" Master

© Repeater _Parent Link |
Parent Auto Select
" Client ¥ Auto £ Specify

IGMP | Spanning Tree

Adwvanced Config

vEPkey] 1 B [+

"l MAC Filter  Edit Filter

™ Hide Network SSID

Serial Settings |

IP Address [192.168.170.184|
Subnet Mask |255.255.255.0
Def. Gateway m
PrimaryDNS [192.10.1.10 |

Secondary DNS W
SNMPl

Login Password |

Configuration help

Apply Changes

Cancel Changes

Factory Defaults m

|Hide Metwork S3I0: Check to hide SSID in rf beacons so WLAN card scans can not see this network 531D |

|Terminé

[T T T [ [ mnternet ST

Important: The Network SSID and WPA phrase are case sensitive.
Use exactly the same combination of upper case and lower case letters you entered for the
RLXIB-IHW-E Main device, otherwise the Repeater radio will not be able to connect to the

Master radio

Now the new settings are ready, press Apply Changes to valid them.
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The following message may appear when pressing “"Apply changes”, click "OK".
x|

] Changes require a radio reset,
‘._4-/ RF links will go down For about 60 seconds.
' Continue?

(a4 I Annuler

The RLXIB-IHW-E reboots:

7~ Radio Config /L c Utility - ¥ =10l x|
r\\- p— | -
@.\ . = | http:}192.168.170.18/Config_Diag. htmdff70a0833d0726t ¥ | | ¥4 | X | [Google 2=
Fichier  Edition  Affichage  Fawvoris  Cutils 2 Liens ¥
o Yy e : : £ g i — ] . »
W dRC g, Radio Configuration/Diagnastic Utility (af - B — 2= - |55 Page ~ G Outils ~

RADIOLINX"

802.11abg

Radio Mame: Radio1 Signal Strength: | Scanning... |

Radio MAC: 00.0D.8D.F0.26.65 Parent MAC: none Available Parents |
Firmware: IB3_430 Branch Length: nla Address Table |
Update every: 10 |sec #Radios Linked: 0 Port Status |

Up Time: 0 Day 2 Hr. 58 Min. 51 Sec. Link Time: nfa

Radio Settings Have Been Updated.
You may close this window now or wait for page to reload.

Radio Powering Up... Remote device

[ |
Close |

|Terminé l_ l_ l_ l_ l_ l_!, |@ Internet HA00% - g

Press Close on this window, the following screen is displayed:
Windows Internet Explorer |§|

P The webpage vou are wiewing is krving to close the window,
-

Do vou want to close this window?

| fes | [ Mo

Press Yes.
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B.5.

Settings verification:

Select Clear to delete the current radio list

RadioLinx Industrial Hotspot Browser,

File Operations Dialogs View Help

u(<y =&
Na Mode

jerome This Litility

jerome This Litility

Select the binocular to refresh the screen and get an update radio list

Radiol'inx Industrial Hotspot Browser

Fil: Operations Dialogs Wiew Help

s F [E|& g

Marne Mode

When configured the name of the radio is preceded by an R (for Repeater) in the

RLX-IH Browser.

RadioLinx Industrial Hotspo

File ©Operations Dialogs View Hel

#%F (=

Mame

Herome

Main Device
R femote device

The setting of the Repeater radio is finished.

e Disconnect the Ethernet cable from the radio.
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C. Connect laptop Client by wireless to the Access Point to check the

wireless network.

Note:

You have to setup a fixed IP address to the PC wireless card and this IP address must be
compatible with the RadioLinx IP addresses previously setup.
In this application the PC wireless card IP address must be 192.168.170.20.

The laptop will establish communication with the best Access Point.

C.1. Select the Messaging Network.

o —

=
|| Network Tasks

[
f & Refresh network list

..‘_’; Set up a wireless network
Far & home or small office

Related Tasks

i) Learn about wireless
nekworking

¢ Change the order of
preferred networks

g Change advanced
settings

15" Wireless Network Connection

—m
(%)
‘l?'fl Choose a wireless network
Click an item in the list below ta connect ko & wireless network in range or ko get more
infarmatian,
(‘ﬁ)) Messaging Network
”_r’: Security-enabled wireless network (WPA) IIBBH

Conneck

The communication is established by wireless between the laptop and the access point.

Author: JPrat
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C.2. Check connection in RadioLinx IH browser.

Select Topology Diagram to show on which radio the laptop is connected

M Main device jerome
19216817019 192 16817016
55ID:; Messaging Metwork

R Remote device . DT
192.168.170.23 \

The Laptop is connected to the Radio Remote device.

The 2 RLXIB-IHW-E are present on the wireless network, your wireless setup is done.
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D.Programming Messagin

instructions into the Client ControlLogix PLC.

CIP Data table Read and Write will be used to send/receive data from/to the Sever

ControlLogix PLC.

D.1. Material Configuration.

Launch RSLogix 5000 and create a new project.
Enter your material configuration into the I/O configuration folder

=& Controller CLIENT_PLC

A Controller Tags

(3 Controller Faulk Handler

23 Power-Up Handler
-5 Tasks

= @ MainTask,

= Cﬂ; MainProgram
& Program Tags
E:j MainF.ouking

1425 Mation Groups
3 Ungrouped Axes
(3 add-on Instructions
-5 Data Types
L User-Defined
+ Eﬁ, Strings
L Add-0n-Defined
+- L Predefined
Eﬂ, Module-Defined
(3 Trends
Configuration
-3 1756 Backplane, 1756-A4

== Ethernet

23 Unscheduled Programs | Phases

0 [0] 1756-L61 CLIENT_PLC
= f] [3]1756-EMET{A ETHERMNET_IP

Author: JPrat
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D.2. Conditions for Message instructions

Into the MainProgram folder open the MainRoutine:

=1-£5] Contraller CLIENT_PLC
7 Controller Tags
(3 Controller Fault Handler
[E3 Power-Up Handler
-5 Tasks
-5 MainTask
= Eﬂ; MainPrograrn
K_‘ Program Tags

Cormmunication

To periodically send/receive data from/to the CLX Server, a TON instruction will be used.
Into MainRoutine, create a new rung and add a TON instruction:

Date: January 09

& TOM
0 e Timer On Delay —CEM
2} Tirner ?
e Prezet DM 32—
& Accum
e
e
Double cdick on the ? and then enter tp1
Click Right on tp1 and then select New tp1
& I—TDN
0 & l | Timer On Dels FCEM2—
- Tieo.
- [ mew'tpt” - Chrbiy || 0 DN
e = 1]
: ¥ Cut Instruction \ Chrl+3
Copy Instruckion Chrl4+C
[End]
Delete Instruction Del
add Ladder Element. .. Alt+Ins
Save Instruction Defaults
Go To.., Chrl4+G
Instruction Help F1
Author: JPrat Page 24 of 41
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In the screen below select OK.

M ame: TP

Dezcription:

| Usage: |

Type: | Baze

Alias For:

=

[iata Tupe: |TIMEH

Scope:

| CLENT_PLC

Style: |

-

LILL_LL

ok,

Cancel

di:

Help

Then enter 500 into the Preset time.

TOM
Tirner On Delay
Tirner TF1
Freset a00 &
Accum e

—CEN—
— DM 2—

We will use the done bit of the Timer to enable/disable the messages instruction.
Into the Rung 0 insert XIO tp1.DN as TON condition:

tp1.DN

TOM
Timer On Delay

/B

HCEN
Tirner tpl

Preset Oe—DN>—
Accum Iky

Author: JPrat
Date: January 09

Page 25 of 41
TN2009-01A-A4-1.03




Technical Note

0:2:0 ]
PrOSOﬂ How to Setup Wireless EtherNet/IP

TECHNOLOGY Messaging with ControlLogix

D.3. Create ControlLogix PLC tags.
With messaging instruction, tags are needed into the CLX client and the CLX server.

Selecting Controller Tags into the Controller folder and select EditTags, the screen bellow is
shown:

Scope: @ELIENT_PLE - Show... DPM_DEY_STATUS_REGISTER. STRING. ALARM, ALARM_ANALOC

| Mame £ | Alias For | Basze Tag | Data Type
2 |

Bl _ontroller Tags
(23 Contraller Fault Handler

=5 Conkraller CLIENT_PLC
[
(23 Power-Up Handier

Create two tables of INT(100):
Data_read_into_server
Data_write_into_server

Scope: ﬁlELIENT_F‘LE h Shave... DPM_DEY_STATUS_REGISTER, STRING, ALARM, ALARM_ANALODG, ALARM_DIGITAL, A<IS_CONSUMED, A<15_GENERIC, A<

| MHarme & | Alias For Base Tag | Data Type Style Description *
J +-Data_read into_server IMT[100] Drecimal
J +-Data_write_inta_server IMT[100] Decimal

Then, create two tags with Data Type of Message:

MSG_READ
MSG_WRITE
Scope: ﬁ{l CLIENT_PLC = Show... DPM_DEY_STATUS_REGISTER. STRING, ALARM, ALARM_ANALOG, ALARM_DIGITAL, AxIS_COMSUMED, &<15_GEMERIC, 4!
| Mame | Aliaz For Baze Tag | Data Tupe | Style Descriplion =
J +-Data_read into_server IMT[100] Decimal
J +-Data_write_into_server IMT[100] Decimal
J +-MSG_READ MESSAGE
| H-MEG_WRITE MESSAGE

At this step, the needed tags into the CLX client are defined.
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D.4. Create Read MESSAGE instruction into the Client ControlLogix

PLC.

Into the MainProgram folder open the MainRoutine:

-5 Tasks
- '% MainTask.

—-£5] Controller CLIENT_PLC

A Controller Tags

3 controller Faulk Handler
[T Power-Up Handler

-8 MainProgram
54 Program Tags

Cammunicakion

Te— L. -

Create a new rung, insert XIC tp1.DN and then add a MSG Instruction:

tpl.DM TOM
i} —==/[ Timer On Delay = E M 3—
Timer tpl
Preset 0 &= DN>—
Accum 0«
e tp1.0MN (GEES
1 e—F Message FECEN D=—{
& Message Contral 7| ECDN==
i HCER>—
e
e
Author: JPrat Page 27 of 41
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Double click on the ? and then select MSG_READ into the tags list.

tp1.DM TOM -~
0 == Timer On Delay - EM—o
Tirner tpl
Praset OeDM—
Accum 0+
g tpl.DM N MEG
1 e — F Meszage =CEMN
e Meszage Contal ||? j = DM
e — ity
e |§Name ;Data% |De... | ~
e ﬂ + Data_read_into_server IMT[1100]
R.;. Data_write_into_server IMT[100]
End) 545 Msc_RELD MESSAGE
ﬂ - WSG_WRITE MESSAGE
ﬂ Memn |Mame: MSG_READ DT
Data Type: MESSAGE
ﬂ read Description: BOOL
ﬁ Titme INT
ﬁ Titner DiMT
g wie TIMER
ﬂ werite BOCL
v
LController
Program
Show: Show All b
Author: JPrat Page 28 of 41
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Selecting the box into the MSG instruction allow you to show the Message configuration

below. . N
— bezzage \ = BN =
Mezzage Control MSG_READ | ... | ECDM2=
—CER>—

o Change the Message Type to CIP Data Table Read.
o Change the Source Element to Data_read_by_ Client (Client ControlLogix
PLC memory area)

Change Number Of Element to 100 (Data table size)
Change the Source Element to Data_read_into_Server (Server
ControlLogix PLC memory area)

Message Configuration - MSG_READ

Canfiguration l Eummunicatinn] Tag ]

CIF Drata T able Read

Meszage Tupe:

Saource Element: |Data_reau:|_|:u_l.J_EIient

Mumber OF Elementz; 100 3:

Drestination Element: Data_read_into_server ;l Mew Tag...
@ Enable ) Enable wWaiting 3 Start ® Done Dore Length: 100
3 Emar Code: Extended Ermor Code: [ Timed Out +
Errar Path:
Errar Test:
0k | Annuler Aide

Author: JPrat
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Selecting the Communication tab allows you to set the path to join the Server ControlLogix

Message Configuration - MSG_READ

Configuration  Communication l Tag ]
B CIE THERMET [P 2 192.168.170.195.1. 0 Browse. .
ETHERMET_IP, 2, 192168170195, 1. 0
g r | =
r I—ZI I—
[v Connected [v Cache Connections &
@ Enable ) Enable wWaiting 3 Start ® Done Dore Length: 100
3 Emar Code: Extended Ermor Code: [ Timed Out +
Errar Path:
Errar Test:
0k | Annuler Aide

Set the Path to ETHERNET_IP, 2, 192.168.170.195, 1, 0 :

ETHERNET_IP represents the PLC client ENBT Card IP address

2 represent the port number into the Ethernet card
192.168.170.195 represents the PLC server ENBT Card IP address
1 represent the backplane

0 represent the PLCs processor
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D.5. Create Write MESSAGE instruction into the Client ControlLogix

PLC.

Into MainRoutine, create a new rung, insert XIC tp1.DN and add a MSG Instruction:

tp1.DM
0 L —3/F

TOM
Timer On Delay
Tirner
Prezet
Accum

o EN 22—
= DMN—

Meszage

Meszzage Contral

MSG_READ | ..

[ EN =
[ ON =
HERZ—

o T T s O

[End)

Meszage

5 G

Message Control | NNRMERENN] | ..

[ E N =y
L DN2—

FoER>—

Author: JPrat
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Double cdlick on the ? and then select MSG_WRITE into the tags list.

tp1.0M TOMN ~
i —==/E Timer On Delay HCENZ——
Timer tpl
Praset OeDM—
Accum 0+
tp1.0M MEG
1 — E Meszage e E M |
Messzage Cantal MSG_READ | ... | D=
HCERD—
e tp1.OM HEG
2 e —F Message = EN
e Meszage Contral [|7 ﬂ DM
e VY pefutiy
- [fiame {Data TydR_ [oe.. ]~
g ﬂ +| Data_read_into_server IMT[100]
F|-Data_write_into_server IMT[100]
[End) I MSG_READ MESSAGE
ﬂ +-MEG_WRITE MESSAGE
ﬂ Mem DIMT
ﬂ read Marne: MSG_WRITE B0l
. Data Type: MESSAGE
ﬂ Time Description: INT
ﬂ Timer CIMT
g e TIMER
ﬂ werite BOOL
v
LController
Program
Shove Show &l e
Author: JPrat Page 32 of 41
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Selecting the box into the MSG instruction allow you to show the Message configuration

below.
5 G n
— Message \ = EM =
Mezzage Control MSGE_WRITE | .. —CDM>—
—CER>—

o Change the Message Type to CIP Data Table Write.

o Change the Source Element to Data_write_Into_Server (Client

ControlLogix PLC memory area)
o Change Number Of Element to 100 (Data table size)

o Change the Source Element to Data_write_by_Client (Server

ControlLogix PLC memory area)

3

Message Configuration - MSG_WRITE

Canfiguration l Eummunicatinn] Tag ]
Meszage Tupe: CIF Drata T able *#rite
Source Element: D ata_write_into_server ;l Mew Tag...
Mumber OFf Elements; |00 3:
Diestination Element; |Data_write_|:u_l,l_EIient
@ Enable ) Enable wWaiting ® Start 0 Done Done Length: 0
) Error Code: Extended Ermor Code: [ Timed Out +
Errar Path:
Errar Test:
0k | Annuler Aide
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Selecting the Communication tab allows you to set the path to join the Server ControlLogix

Message Configuration - MSG_READ

Configuration  Communication l Tag ]
B CIE THERMET [P 2 192.168.170.195.1. 0 Browse. .
ETHERMET_IP, 2, 192168170195, 1. 0
g r | =
r I—ZI I—
[v Connected [v Cache Connections &
@ Enable ) Enable wWaiting 3 Start ® Done Dore Length: 100
3 Emar Code: Extended Ermor Code: [ Timed Out +
Errar Path:
Errar Test:
0k | Annuler Aide

Set the Path to ETHERNET_IP, 2, 192.168.170.195, 1, 0 :

2 represent

1 represent
0 represent

Now the programming
Save the Project and d

ETHERNET_IP represents the PLC client ENBT Card IP address

the port number into the Ethernet card

192.168.170.195 represents the PLC server ENBT Card IP address

the backplane
the PLCs processor

of the Client ControlLogix PLC is finished.
ownload it into the ControlLogix Client PLC
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E. Programming Messaging into the Server ControlLogix PLC

Launch RSLogix 5000 and create a new project.
Enter your material configuration into the I/O configuration folder

= =3 Controller CLIENT_PLC
[ Controller Tags
(23 Controller Faulk Handler
(23 Pawer-Up Handler
=4 Tasks
= 58 MainTask
E Cg, MainProgrann
K‘ Program Tags
Exj MainR.outine
(23 Unscheduled Programs | Phases
=5 Mation Groups
(23 Ungrouped Axes
(23 Add-On Instructions
=5 Data Types
[, User-Defined
+ Cﬂ, Skrings
Cﬂ, Add-Or-Defined
#- L Predefined
Cﬂ, Module-Defined
(3 Trends
=-£5] [ Corfiguration
ackplane, 1756
f0 [0] 1756-Le1 CLIENT_PLC
=l [3]1756-EMET}a ETHERMET P
&5 Ethernet

E.1. Create data exchange table.

The Client CLX with the Message Instructions will read and write date into the Server CLX, so
data tables need to be created into the Server CLX.

Selecting Controller Tags into the Controller folder and select EditTags, the screen bellow is

shown:
Scope: ﬂ Server_PLC A Shaw... DPM_DEY_STATUS_REGISTER. STRING, ALARM, ALAF
|[Fame & | Alias For Base Tag L
=15 Contraller Server_PLC ﬂ
[Eal Controller Tags
23 Controller Fault Handler
(23 Power-Un Handler

Create two tables of INT [100]:Data_read_by_Client - Data_write_by_Client

Scope: | ﬂ Server_PLC j Shaw... DPM_DEV_STATUS_REGISTER. STRING, aLARM. ALARM_AMALOG, ALARM_DIGITAL, Ax15

1 |[Name & | &lias For | Base Tag | Data Type
J +-Data_read_by Client INT[100]
| +-Data_write_by_ Client IMT[100]

At this step, the tags required by the Server ControlLogix PLC are defined.
Nothing else is required into the Sever CLX program.
Save the project and download it into the ControlLogix Server PLC
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F. Test wire EtherNet/IP communication

Y Y

Go online with the two ControlLogix PLC.

Offline . ™ RUN
Mo Farces | o Onling
Ma Edits Upload...
Diownload
=5 Controller
K_‘ Conkr
3 cantr
3 Powe
=25 Tasks
| 58 MainT
= [:a M Controlier Properties
Author: JPrat Page 36 of 41
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Into the two projects, click right on the Controller Tags and then select Monitor Tags

=3 Contraller CLIENT_PLC
[ Contf &} MewTag.. — Cirhtw
[ Py
-5 Tasks Maritar Tags
=-Eg Main Edit Tags
= E%E Werify
E Expork Tags...
E .
23 Unsch Print 4

RSLogix 5000 - Server_PLC in Server_PLC_BAKOO7.acd [1756-L61]* - [Controller Tags - Server_PLC(controller)]

aFi\e Edit Wiew Search Logic Communications Tools Window Help

| veonnepcamomsone =] 8linla| [ (2] /|

BRI B Patn [AB_ETH-21192 168 170,195 Backplanehd

8l=dl S &|m(@ -

[ = AunMode
Y I Controller DK

=12
2 Foroes .

0
o B ria;;rzw ll ﬂ_‘\ A | | | A ‘ ‘ A A A A f(ﬂ
A

em Run

Scope: ﬂ Server_PLC - Show DPM_DEY_STATUS_REGISTER. STRING, ALARM. ALARM_ANALOG, ALA
| Name & | Value | Force Mask | 5te
=151 Contraller Server PLC J Data_read by
= - y_read_by_Client fooal {...) Decimal
St % T J + Data_read_by_Client[0] 1 Decimal
(51 Contraller Fault Handler
(3 Power-Up Handler J + Data_read_by_Client[1] i} Decimal
£1-E5 Tasks J + Data_read_by_Client2] -] 17 Decimal
= @ MainTask J + Data_read_by_Client[3] 1) Decimal
=15 MamFrogram |+ Data_read_by_Cieni4] 0 Decimal
:og;am;ags J + Data_read_by_Client[5] 1) Decimal
lainRoutine
3 Unscheduled Programs | Phases J‘ -+ Data_read_by_Cliert(5] g Decimal
Data exchange
2|l & &5 @ || [visenser cersdostais R | oB|50|8| [ []|=] 22
Rem Run 08 ™ Run Mode Faih; [AB_ETH-24152.168.170.191\Backplane\d ] &
Mo Farces y_| T Controller 0K
= 7 Battery 0K
Mo Edis 2| m ook A [ [ | 0| eov | zor | [
| ey S S S ) e e
Scope; ﬁl CLIENT_PLC - Sho. DPM_DEY_STATUS_REGISTER. STRING. ALARM. ALARM_&NALOG
| Name & | Walue | Force Mask | Sl
3-8 ”tmuer CLIENT_PLC J —| Data_isad_into_server [oee} {-..} Decimal
Contraller Tags
e |+ Data_read_into_server(0] 1 Decimal
[ Power-Up Handler || Data_read_into_server(1] 0 Decimal
=65 Tasks |+ Data_iead_nto_server2] 12 Decimal
=68 ManTask | ¥ Deta_read_into_server(3] i Decimal
=-C8 Marprogram |t Dats read_inta_serverd] 0 Decimal
Pragram Tags ‘ -
= oo + Data tead intn sarvedF] n Neimal

If you enter values into the Client CLX tag Data_write_into_server you should see these
values into the Server CLX tag Data_write_by_Client.

If you enter values into the Server CLX tag Data_read_by_Client you should see these values
into the Client CLX tag Data_read_into_server.

Your EtherNet/IP messages are up and running
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G.Test wireless EtherNet/IP communication
Note:
You have to setup a fixed IP address to the PC wireless card and this IP address must be
compatible with the RadioLinx IP addresses previously setup.
In this application the PC wireless card IP address must be 192.168.170.20.

Insert the RLXIB-IHW modules as below to create the wireless network.

To connect directly the RadiolLinx modules to the ENBT card, use Ethernet cross cables.

Connect the Laptop to the wireless Network Messaging Network.
The laptop will establish communication with the best Access Point.

5 Wireless Network Connection &‘
| Network Tasks Choose a wireless network

g Refresh network list Click. an ikem in the list below to connect to a wireless network in range or to get more

- infarmation.

<2 Set up 5 wirsless nstiork frg il lc==acina e vatic
Far a home or small office

5 Security-enabled wireless network (WPA) alll

| Related Tasks

W3 Learn about wireless
networking

% Change the order of
preferred networks

o Change advanced
settings

The communication is established by wireless between the laptop and the access point.
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Go online with the two ControlLogix PLC.

Offline 0, T RUNM
Mo Forces | G0 Online
Mo Editz Uplaad...
Diownload
=5 Controller
3 cantr
3 Powe
—1-£5] Tasks
| 58 MainT
= [:al M Caontroller Properties

Into the two projects, click right on the Controller Tags and then select Monitor Tags

=53] Conkroller CLIENT_PLC
3 Conty & Mew Tag... Chrl-+i
[T Powe
—-£5] Tasks Monitor Tags
= Mair Edit Tags
= Cﬂ’% Yerify
E Export Tags...
E .
[£3 Unsch Pint i’
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RSLogix 5000 - Server_PLC in Server_PLC_BAKOO7.acd [1756-L61]* - [Controller Tags - Server_PLC(controller)]

aFi\e Edit Wiew Search Logic Communications Tools Window Help

Bl & %|B|@ || [wissner coraosats ke ~| |50l R| [ 2] &2

em Run 0 M Fun Mode BRI B Patn [AB_ETH-21192 168 170,195 Backplanehd =] &
Foroes »_| I Cantroller DK, =
. = T Battery 0K
»Edit 2 M 140 0K, ﬂ | | | ‘ ‘ ﬂ
| \ v 3 T X x 7 T
Scops: ﬂ Server_PLC - Show DPM_DEY_STATUS_REGISTER. STRING, ALARM. ALARM_ANALOG, ALA
| Name & | Value | Force Mask | 5te
=151 Contraller Server PLC J Data_read by
= - y_read_by_Client fooal {...) Decimal
St % T J + Data_read_by_Client[0] 1 Decimal
(51 Contraller Fault Handler
(3 Power-Up Handler J + Data_read_by_Client[1] i} Decimal
=15 Tasks J +-Data_read_by_Client[2] n Decimal
= @ MainTask J + Data_read_by_Client[3] 1) Decimal
=15 MamFrogram |+ Data_read_by_Cieni4] 0 Decimal
:og;am;ags J + Data_read_by_Client[5] 1) Decimal
lainRoutine
3 Unscheduled Programs | Phases J‘ -+ Data_read_by_Cliert(5] g Decimal
Data exchange
2|l & &5 @ || [visenser cersdostais R | oB|50|8| [ []|=] 22
Rem Run 08 ™ Run Mode Faih; [AB_ETH-24152.168.170.191\Backplane\d ] &
Mo Forces y_| I Controller 0K
= 7 Battery 0K
Mo Edis 2| m ook A E=NEE] 0| eov | zor | [
|3 A _iaon J_ams Lo R A ST T
Scope; ﬁl CLIENT_PLC - Sho. DPM_DEY_STATUS_REGISTER. STRING. ALARM. ALARM_&NALOG
| Name & | Walue | Force Mask | Sl
3-8 ”tmuer CLIENT_PLC J —| Data_isad_into_server [oee} {-..} Decimal
Contraller Tags
e |+ Data_read_into_server(0] 1 Decimal
(233 Power-Up Handler J + Data_read_into_server1] 0 Decimal
=65 Tasks |+ Data_iead_nto_server2] 12 Decimal
=68 ManTask | ¥ Deta_read_into_server(3] i Decimal
=-C8 Marprogram |t Dats read_inta_serverd] 0 Decimal
Pragram Tags ‘ -
&= L B T R — n Nerimal

If you enter values into the Client CLX tag Data_write_into_server you should see these
values into the Server CLX tag Data_write_by_Client.

If you enter values into the Server CLX tag Data_read_by_Client you should see these values
into the Client CLX tag Data_read_into_server.

Your EtherNet/IP communication
iIs up and running
using the wireless connection

Congratulations
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