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How to setup Wireless Modbus TCP
M340 with NOE and Quantum with NOE

RLXIB-IHW Industrial Hotspot
802.11abg

Master

Introductio

This document gives the details of the implementation of Modbus TCP over a wireless connection
between two devices (one client device and one Server device).

For the architecture example of this implementation, we use a Schneider Electric M340 PLC with
an NOE card as a client device and a Schneider Electric QUANTUM PLC with a NOE card as a
server device.

The client device could be another PLC (Quantum, M340, Premium...) or any other device that
supports Modbus TCP client communication.

The server device could be another PLC (Quantum, M340, Premium...) or any other device that
supports Modbus TCP server communication.

To carry out the wireless communication, two ProSoft Technology modules RLXIB-IHW-E
RadioLinx Industrial Hotspot 802.11abg are used.

Note:
RLXIB-IHW-E has AP (Access Point) mode available (See the end of the technical note).
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Software required for this architecture example:
e Unity Pro XL V4.0 - From Schneider Electric
e USB Driver for M340 - From Schneider Electric
e RadioLinx Industrial Hotspot Browser — From ProSoft Technology
e Internet Explorer 7 — To browse the RLXIB-IHW settings
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Procedure

Remark:
If your PC is not connected to a DHCP server or is directly connected via Ethernet to the radio
module, DO NOT FORGET TO ASIGN A FIXE IP ADDRESS to the PC Ethernet card.

Here are the basic steps needed to establish communications:

A. Setting of the master radio

A.1. Install RadioLinx IH browser:

Download RLX-IH Browser from:
http://www.prosoft-technology.com/content/download/12739/165690/file

Then install the Browser on your PC.
A.2. Plug the cables to the RLXIB-IHW:

-

From left to right: Power connector, serial port and Ethernet port.

Plug the power cable.

For Ethernet connection:

e If you are connecting to the radio through an Ethernet hub or switch, use the gray
(straight-through) cable.

e If you are connecting to the radio directly from your PC without going through an Ethernet
hub or switch, you must use the red (crossover) cable.
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A.3. Launch RadiolLinx IH browser:

Click on the “"binocular”:

Radiolinx Industrial Hotspot Browser

i ] 4
File OCperations Dialogs View Help
N i T EH EREL T EE =
ame | Maode | MAC | IF | 5510 | Securit | Channel | Hops | Signial (dBrm) | T (KBf's) | R (KBJs) | IMlaster |
JERCMEDG30 This Ltiliey  00,1c.23.4a.85.04 192.168,170.20
4| | i
Radiolinz: Industrial Hokspot Browser I_W l_ 5
The radio appears:
Lol
File Operations Dialogs View Help
e 2 LE=Eaon s RQRAMN] 2|
Mame | Mode MAC | P | 3510 Securit I hannel I Hops | Signal {dBm}) I Tx (KB|'s) | Rz (KEfs) | Master I
JEROMEDE30 This Utiliey  00.1c.23.4a,85.04  192.1868,170.20
R Radio1 Repeater  00.0d.8d.f0.13.01 0.0.0.0  Networkl AES 11 15 -100 ul ul
1] | ol
RadioLin: Industrial Hotspot Browser LM S

At this point the setting of the radio is the factory default.
If the radio is connected to a network with a DHCP server, the radio may already have an IP

address assigned to it.

If no IP address appears (remains 0.0.0.0):
Select the Radio you want to assigned an IP address in the list

RadioLinx Industrial Hotspot Browser - 1Ol x|

File ©Cperations Dialogs Wiew Help

AYe 2R F|=A0at|QRRR0|?]

<]

ame | Mode IaC | 1P | 351D Securit | Channel | Hops | Signal {dBm) | T (KBjs) | R (KBjs) | Masker
JERCOMEDA30 This Ukility  00,1c,23.4a,85.04  192,168,170,20
=¥Radiol Repeater  00.0d.8d.f0.13.01 0.0.0.0 Metworkl

i
RadioLir: Industrial Hokspok Browser I_ W o
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Then from “Operations” menu, select "Assign IP”

RadioLinx Industrial Hotspot
File Qperations Dialogs  Wiew |

ﬁ Conneck
__'I Lpdate Firmware by
Skark Fing Session
M:; e

The following window is displayed:

Assign Temporary IP Addr 7| x|

Radio Mame  |Radiol

MAC Addiess  |00.0d.8d.f0.13.00

Subnet | 255, 255. 255.0

Gateway I'I 92.168.170.254

IP &ddress 192.168.170.1583

Unuzed IP'z:  |192.168.170.253
192168.170.252

: 192168.170.250
ml 192.168.170.249

k. I Cancel

You can select an unused IP address from the list by double-clicking on it or change it in the
IP address edit box.

Note:

The IP address of NOE, Radio RLXIB-IHW and server device must be at the same IP range
and depending of your Subnet mask.

Click "OK"” to accept the temporary IP address, subnet mask, and default gateway.

The following message is displayed; click "OK"” to continue.
x|

This IP address is temporary and will only be in effect until the next time the AP is reset. To set the IP Address permanently please modify the settings
. through the Web Management Interface,

a4 I Annuler |

Now a temporary IP address is assigned to the RLXIB-IHW-E module.
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A.4. Go online with the RLXIB-IHW-E for configuration:

To go online with the RLXIB-IHW for configuration (or diagnostics) from the Browser select

the Radiol:

RadioLinx Industrial Hotspot Browser

=101 x|
File Operations Dialogs View Help

#h g |y

FEAoMt|RRQNO] 2|

Mame | Maode

I Securit | Channel | Hops | Signal {dEm) | T (KEf's) I Rz (KE[s) | IMaster
JEROMEDG30 This Ltility  00.1c.23.4a.85.04 192.168.170.20

mac | 1P | ssip

|2 3Radiol

ol

Repeater

00.0d.8d.f0,13.01  192.168.170.183  Metworkl

RadioLinz Industrial Hotspok Browser

Double-click on the radio or select the "Connect” option in "Operations” menu.

RadioLinx Industrial Hotspot

ﬂ Conneck

Assign IP

The following win

,C; Radio Configuration/Diagnostic Utility - Windows Internet Explorer

File Qperations Dialogs  Wiew |

Lpdate Firmware —L
Stark Ping Session
M 2

dow is displayed:

=] 3]
@7 5w o hiepninoz.tea. 170,083 =1 ||| % | [acoae L4
Eichier Edition  Affichage Favoris  Outils 2
5% 40 g, Radio Configuration/Diagnostic Utity I ! - 6 - & - [2hpage - Growis - 7
Login Radiol
Password
Terming [T T @ ntemne: [®i0% - .

Type your password to log into the radio (default is “password”) and then click the “Login”

button.
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The RLW-IHW-E configuration is protected by a login password.
To prevent unauthorized access to the radio configuration, you should change the default
password when you have finished your configuration.

The following window is displayed:

f:; Radio Configuration,/Diagnostic Utility - Windows Internet Explorer = il:llﬂ
S :
@'1 el I;}A http:ll',l'lgz.168.I?El.1BSICDnFig_Diag.htrn°.-’odfbd082898?8616'j A IGDDg!E‘ 2~
Fichist  Edition  Affichage  Fawaoris  Outils 2 Liens **
A ; 2 : : o 3 P — 5 s . 3
Wi 5A0 4 Radio ConfigurationDiagnostic Uity fogt ~ [ - =0~ | Page  (OF Outils -

Radio Mame: Radio Signal Strength: IW
Radio MAC: 00.0D.8D.F0.26.47 Parent MAC: none Available Parents |
Firmware: IB3_430 Branch Length: nia Address Table |
Update every: 10 sec # Radios Linked: 0 Port Status |

Up Time: 0 Day 1 Hr. 57 Min. 4 Sec. Link Time: n/a

RADIOLINX"®
802.11abg

l Radio Network Settings |

Security Settings | Radio Access Settings

Metwork 35I0:

Networkl

" Master

Radio Mame: IRadial

o) Repeater Farent Link |

Farent Auto Select

Encryption | WPA-AES =| | & Obtain IP address - DHCP
WPA phrase |====*== " Usethe following IP address

™ MWAC Filter

e

=

™ Hide Metwork SSID

Configuration help

" Client
CliertMAC ]00.00.00.00.00.0¢
IGMP I Spanning Tree | SNMP |
Advanced Config | Login Fassword |
Serial Settings |
Apply Changes Cancel Changes Factory Defaults m

|Radi0 Mame: 1to 31 characters

. Foruser's identification of radio only. ‘

|Terminé

-

[ T T T T [3mternet

T100% -
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A.5. Set up the RLXIB-IHW-E - Master mode

The master is the "root" or top-level radio in a network.

You must have at least one master radio per network.

For redundancy, you can assign more than one master to the network.

From the screen below:

,l’:; Radio Configuration/Diagnostic Utility - Windows Internet Explorer = |El|ﬂ
@.‘ | v | http:/192. 168,170,185/ Config_Diag.htmedfbdoszazerasts »| 2| X | |coodl Felis

Fichier  Edition  Affichage  Faworis  Outls 2 Ligns **
Wi S Radio Configuration/Diagnostic Utility fp v ] - = - | Page - iCF Outils v

RADIOLINX"

LYl 802.11abg
Radio Mame: Radiol Signal Strength: IW
Radia MAC: 00.0D.80 F0.26.47 Parent MAC: none Available Parents |
Firmware: 1B3_430 Branch Length: nia Address Table |
Update every. 10 sec #Radios Linked: 0 Port Status |
Up Time: 0 Day 1 Hr. 53 Min. 55 Sec. Link Tirne: nia
| Radio Network Settings | Security Settings | Radio Access Settings
RadioName: [Radior | mm & Obtain IP address - DHCP
Network SSID: [Networkl | WPAphrase  [=== ||¢" Usethe following IP address

" Master I (2462MHz jl VEF ke I ;I |
@ Repeater __ Parent Link_| " MAC Filter _Edit Filter

Fs A e I™ Hide Network SSID
" Client & Auto €8

T

IGMP I Spanning Tree I : SNMP |

Advanced Config |

Login Password I

Serial Settings I

Apply Changes Cancel Changes Factory Defaults m

Configuration help

|Cance| Changes: Press this to undo any edits you may have just done on this page |

|Terminé l_ l_ l_ l_ l_ |—T |@ Internet 0% - g

Change the Radio Name from Radiol to Quantum_Radio

Change the Network SSID from Networkl to Modbus

Select Master and select the channel (default channel is 11)

Select Encryption (WPA-AES for example) and enter your pass phrase
Enter a valid IP address and Subnet Mask

Author: Jerome Prat Page 9 of 47
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IMPORTANT:

The use of Global Data needs the IGMP settings to be “Disabled” in both Master and Repeater

RLXIB-IHW-E modules.
| Radio Network Settings

Radio Mame: |Quantum_RadiD

f':" Radio Configuration/Diagnost

" L oe e caaaea1a 1 |
R IBSIIQmH Fadio Configuration)Di

=101 x|

agnioskic LIl

Network SSID: |Modbus

(% Master  |6(2437MHz) x|

" Repeater Parent Link |
FParent Auto Selec

 Client * Auto € Specify
ClientMAC |00.00.00.00.00.00

Spanning Tree |

Advanced Config |

IGMP Settings Cuanturm_Radio

[GMP Multicast Filtering " Disabled ™ Enabled

Default Propagation Action & Flgod ™ Filter
|Timed|ntewalj

|ED seconds
|3 query frames

IGMP Query Generation
IGMF Query Interval

Multicast Stale Count

[ sove [ cancel_

Serial Settings |

|_ l_ l_” |@ Internet

CH00% v g

These parameters are example; you can set the parameters that fit your needs.

ﬂ' Radio Configuration/Diagnostic Utility - Windows Internet Explorer

@‘ J v | htpiji192.165. 170, 183)Config_Diag htmesdfdczedesdaserol ¥ | |+ || % | [coocle

=121
P~

Fichier ~ Edition  Affichage Faworis  ©utils 7

Liens **

i, Radio ConfigurationyDiagnostic Lility

RADIOLINX®

Ko ov B v v b page v Croutls +

Configuration help

802.11abg
Radio Name:  Quantum_Radio signal Strength: | Master
Radio MAC: 00.00.80 F0 26 47 Parent MAG: none Available Parents '
Firmware: 1B3_430 Branch Length: 1 Address Table
Update every: 10 sec # Radios Linked: 1 Port Status |
Up Time: 0 Day 1 Hr. 25 Min. 58 Sec. Link Time: nia
Radio Network Settings Security Settings Radio Access Settings
Radio Mame: ,m Encryption lﬁ " Obtain IP address - DHCP
Metwork SSID W VPA phrase * Use the following IP address
' Master 6 (2437MHzZ) = NER key IP Address Im
" Repeater I~ MAC Filter  Edif Filter Subnet Mask |255.255.255.0
Parent ™ Hide Network SEID Def. Gateway [192.158.170.254
 Client & auto 0 5 Primary DNS m
ClIEALMAC SecondaryDNS [50.0.0.0 |
IGMP | Spanning Tree | SNMP |
MI Login Password |
Serial Settings
[ Apply Changes ] [ Cancel Changes | [ Factory Defoutts | Help |

‘Radio Mame: 1to 31 characters. For user's identification of radio only.

| [T [ [ [@nm

[*®100% -

Now the new settings are ready, press "Apply Changes” to validate them.
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The following message

Windows Internet Explorer

P hanges require a radio reset,
“"'l’, RF links will go down Far about 60 secands,
Continues?

may appear when

X]

pressing “Apply changes”, click "OK”".

The RLXIB-IHW-E reboots:

,’:‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer = il:llﬂ
@_, |- L.:.‘ http: {192, 168,170,183/ Canfig_Diag. htm3dfbdnazasazaste = | |42 | X | |condle Felis
Fichist  Edition  Affichage  Fawaoris  Outils 2 Liens **
L sAf g Radio Configuration/Diagnostic Ukility fgi ~ B - =0 - |- Page  (0F Outils -

RADIOLINX"
802.11abg

Radio Marme: Quantum_Radio Signal Strength: | Master )
Radio MAC: 00.0D.8D.F0.26.47 Parent MALC: none fyailable Parents |
Firmware: 1B3_430 Branch Length: 15 Address Table |
Update every: 10 sec # Radios Linked: 0 Port Status |
Up Time: 0 Day 2 Hr. 2 Min. 54 Sec. Link Tirne: nia

Radio Settings Have Been Updated.

You may close this window now or wait for page to reload.

Radio Powering Up... Quantum_Radio
Close |
iTerminé |_ |_ |_ |_ |_ |_T,. |@ Inkernet | H100% - =

You can wait until the update is done or click on “Close”, the following window is displayed:

Windows Internet Explorer

9

-

Woulez-vous fermer cetke Fenétre ¢

i

La page Web affichée tente de fermer |a fenétre,

]

MNaom

Click “Yes".
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A.6. Settings verification:

Select “Clear” to delete the current radio list

RadioLinx Indu

File ©Operations D

¢

Marne
JEROMEDE30

Tk

4 F |2

Select the “binocular” to refresh the screen and get an update radio list

RadioLinx Indu

File ©Operations D

s £ =
[arne
JEROMEDE30

When configured the name of the radio is preceded by an M (for Master) in the RLX-IH
Browser.

RadioLinx Industrial Hotspot Browser

File Operations Dialogs View Help

N [=1kq
meejlasnE=don s RRQAMN] 2|
I Mame | Maode MAC | IF | SSI0 I Securit | Channel | Hops | Signal {dEm) | T (KEf's) I Rz (KE[s) | IMaster
ERCOMEDSE30 This Ltility  00.1c.23.4a.85.04 192.168.170.20
Mpuartum Radio  Master 00.0d.5d.f0,13.01  192,168.170.183  Madbus Nane 6 1 1] ]
.| | 2
RadioLinz Industrial Hotspok Browser MM 5

The setting of the Master radio is completed.

Disconnect the Ethernet cable from the radio.
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A.7.

RLXIB-IHW-E Access Point checking

Open your PC network connection and select the wireless card.

- a x
- Connexions réseau

Fichier  Edition  Affichage

Fawvoris

=10l x|

Cukils  Avancé ¥

.l;r

(€ Frécédente = \._,JI - LjT‘

7 ! Rechercher Dossiers

E,

Adresse

",‘:_', Connexions réseau

EDE:

Gestion du réseau

Autres emplacements
Détails

Connexion réseau sans fil
Maon connecké

¥
Connexian r
Hon col

¥ Jon conr

=

Réseau local ou Internet a haute rvitesse

|Inte||{R]| Wireless WiFi Link 4965 8GN

A

(i) Connexion réseau sans Fil

- Gestion du réseau

e, Actualiser 12 liste des réseaux

\l’, Configuret un réseau sans fil pour la maison ou une petite
Entreprise

Choisir un réseau sans fil

portee ou pour obtenir plus d'informations,

Cliguez sur un élément dans la liste ci-dessous pour vous connecker 4 un réseau sans fil &

Double-click on your Wireless network to View Available Wireless Networks

x|

(‘ﬁ)) Livebox-8CED

~ Taches apparentées

"t Réseau sans fil séourisé (WPA)Y
afd1l

_j‘) En savoir plus & propos des réseaux sans Fil
'i:i’ Modifier 'ordre des réseaux préféres

"‘y Madifier les paramétres avancés

"i Réseau sans fil sécurise

(ﬁ))

. “ﬁ)) Wanadoo_ad449

't Réseau sans fil séourise

ailll

L.

Connecker

Within the list of the Wireless network available you should see the Modbus network.

This is the Network SSID you setup previously within the RLXIB-IHW-E Master.
Select the Modbus wireless network and click the “"Connect” button.
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Now you will be able to monitor the radio with your internet browser via your wireless
network:

Open your internet browser.

Enter the IP address of the RLXIB-IHW-E you want to access into the navigation bar.

ﬂ" Internet Explorer ne peut pas afficher cette page Web - Windows Internek Exp

ﬁ@v | 8 192.168.170.183 =] x

The following window is displayed.

/2 Radio Configuration,/Diagnostic Utility - Windows Internet Explorer =10l =]

@ﬁ v | http:fj192.168.170.183/ Ei#2 | x [ soogte o=

Fichier  Edition  Affichage  Faworis  Cutils 7

$F @ g Radio Configuration/Disgrostic Uiy ] I - Bl - o= - |k page - (ot » 7
Al

Login Quantum_Radio

Passwordl
=3

=
| [ [ T T [ 3@ mtenet [®10% ~ 4
Type your password to log into the radio (default is “password”) and then click the “Login”
button.
Author: Jerome Prat Page 14 of 47
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The following window is displayed:

ﬂ; Radio Configuration/Diagnostic Utility - Windows Internet Explorer

=P
@ﬂ - I,}_ http:,l',l'192.168.1?0.1BBIConFig_Diag.htm°fodF5caeFe?Fca3395LI A IGoogIe Pl
Fichier  Edition  Affichage  Faworis  Qutls 2 Liens >

%, Radio Configuration/Diagnostic Utility

802.11abg

Radio Mame: Quanturm_Radio Signal Strength: IT
Radio MAC: 00.0D.80.FO.25 47 Parent MAC: none Available Parents |
Firmware: IB3_430 Branch Length: 1 Address Table |
Update every: 10 sec # Radios Linked: 0 Port Status |

Up Time: 0 Day 0 Hr. 0 Min. 38 Sec. Link Time: n/a

5 - B - o= - |k Page ~ (0F Outils

RADIOLINX"

Radio Network Settings

Security Settings

% Master

6 (2437MHz) ~

" Repeater

1GMP |

Spanning Tree

Advanced Config

Radio Access Settings
Radioc Name: |Quantum_Radio Encryptionlﬂcﬂe j " Obtain IP address - DHCP
Network S3SID: |Modbus WVPA phirase

i Use the following IP address

IP Address [192.168.170.183
Subnet Mask Im
Def. Gateway [192.168.170.254
Primary DNS [192.10.1.10

Secondary DNS W
SNI'\"IPI

[ MAC Filter

[ Hide Network SSID

Serial Settings I

Login Password I

Apply Changes

Configuration help

Cancel Changes Factory Defaults m

|Hic|e Metwork S5I0: Check to hide 351D in f beacons so WLAN card scans can not see this network 531D |

|Terminé

([ [ [ @nem e

-

4
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B. Setting of the repeater radio

B.1. Plug the cables to the other RLXIB-IHW

i
From left to right: Power connector, serial port and Ethernet port.

Plug the power cable.

For Ethernet connection:

e If you are connecting to the radio through an Ethernet hub or switch, use the gray
(straight-through) cable.

e If you are connecting to the radio directly from your PC without going through an Ethernet
hub or switch, you must use the red (crossover) cable.
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B.2. Launch RadiolLinx IH browser

Click on the “binocular”

RadioLinx Industrial Hotspot Browser i [m] 3]
File OCperations Dialogs View Help
A O S EREE =R
Tame | Mode A | IF | 3510 Securit | hannel | Hops | Signal {dBm) | Tx (KBJ's) | Rox (KBfs) | IMaster |
JEROMEDGS0 This Utilicy  00.1c.23.4a.85.04 192,165.170.20
< o
RadioLinz: Industrial Hotspot Browser UM 5

The radio appears:

RadioLinx Industrial Hotspot Browser i ] 4
File Cperations Dialogs View Help

e [aag@=doa Q0|

ame | Maode | MAC | IF | 5510 | Securit | Channel | Hops | Signial (dBrm) | T (KBf's) | R (KBJs) | IMlaster |
JERCMEDGS0 This Utiliy - 00,1c,23,44.85.04  192.168.170.20
R radio1 Repeater  00.0d.8d.f0.1d.c3 192.168.170.24  Metworkl AES 11 15 -100 ul ul
| | i
Radiolinx Industrial Hokspok Browser LI 5

At this point the setting of the radio is the factory default.

If the radio is connected to a network with a DHCP server, the radio may already have an IP
address assigned to it.

If no IP address appears (remains 0.0.0.0):
Select the Radio you want to assigned an IP address in the list

RadioLinx Industrial Hotspot Browser 1ol x|
File Cperations Dialogs Wiew Help

Mg elafoF=dohi(QRQ [ ?]

ame | IMode | MAC | IF | SSID Securit | Channel | Hops | Signal {dEm) | Tx (KBjs) | R (KBjs) | IMasker |
JER.CMEDGS0 This Ukiliy  00,1c.23.4a.85.04 192,168,170.20
| s4Radiol Repeater  00.0d.8d.F0.15.01 0.0.0.0 Metworkl

< | 2
RadioLin: Industrial Hatspot Browser I_WI_ v
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Then from “Operations” menu, select "Assign IP”

RadioLinx Industrial Hotspot
File Qperations Dialogs  Wiew |

ﬁ Conneck
__'I Lpdate Firmware by
Skark Fing Session
M:; e

The following window is displayed:

Assign Temporary IP Addr 7| x|

Radio Mame  |Radiol

MAC Addiess  |00.0d.5d.f0. 26,65

Subnet | 255, 255. 255.0

Gateway I'I 92.168.170.254

P Address 192.168.170.184

Unuzed IP'z:  |192.168.170.253
192168.170.252

Find More | [192158-170.248

k. I Cancel

You can select an unused IP address from the list by double-clicking on it or change it in the
IP address edit box.

Note:

The IP address of NOE, Radio RLXIB-IHW and server device must be at the same IP range
and depending of your Subnet mask.

Click "OK"” to accept the temporary IP address, subnet mask, and default gateway.

The following message is displayed; click "OK"” to continue.
x|

This IP address is temporary and will only be in effect until the next time the AP is reset. To set the IP Address permanently please modify the settings
. through the Web Management Interface,

a4 I Annuler |

Now a temporary IP address is assigned to the RLXIB-IHW-E module.
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B.3. Go online with the RLXIB-IHW-E for configuration

To go online with the RLXIB-IHW for configuration (or diagnostics) from the Browser select

the Radiol:

RadioLinx Industrial Hotspot Browser

=] 3]
File Operations Dialogs View Help
N FlaRl@ | =d0ha Q[ ?
Mame | Maode MAC | IF | SSI0 I Securit | Channel | Hops | Signal {dEm) | T (KEf's) I Rz (KE[s) | IMaster
JEROMEDG30 This Ltility  00.1c.23.4a.85.04 192.168.170.20
siRadiol Repeater  00.0d.8d.f0.13.01  192.165.170.1583

ol

Metwarkl

RadioLinz Industrial Hotspok Browser

Double-click on the radio or select the "Connect” option in "Operations” menu.

RadioLinx Industrial Hotspot
File Qperations Dialogs  Wiew |

¢

Conneck |

Assign IP
Lpdate Firmware

Skark Fing Session
M:; e

The following window is displayed:

2 Radio Configuration/Diagnostic Utility - Windows Internet Explorer

_ia)x
@‘, o v |2 hitpii192.168,170, 184 = #2]| x| [soode 2
Fichier Edition  Affichage  Favors  oubls 2
U8 g, Radio Configuration Disgnostic Utity I | far -~ B - = - b eage ~ GFoutk + 7

Login M340_Radio
Password
[Termine [T T T G meme [ - 4

Type your password to log into the radio (default is “password”) and then click the “Login”

button.

Author: Jerome Prat
Date: Nov-08

Page 19 of 47
TN2008-11B-A4-1.0



ProSoft

TECHNOLOGY

Technical Note
RLXIB-IHW Industrial Hotspot 802.11abg

Wireless Modbus TCP - M340 with NOE & Quantum with NOE

The RLW-IHW-E configuration is protected by a login password.

To prevent unauthorized access to the radio configuration, you should change the default

password when you have finished your configuration.

The following window is displayed:

f:; Radio Configuration,/Diagnostic Utility - Windows Internet Explorer = il:llﬂ
o :
@_\ | = | % http:fj192.168.170.184/Config_Diag htmdfeaclaszdznetat ¥ | | ¥+ | X [Goodle 2
Fichist  Edition  Affichage  Fawaoris  Outils 2 Liens **
<A i " E 3 . £ P - 5 - 5 3
Wi 5A0 4 Radio ConfigurationDiagnostic Uity fogt ~ [ - =0~ | Page  (OF Outils -

RADIOLINX®

802.11abg

Available Parents |

Radio Mame: Radio Signal Strength:

Radio MAC: 00.0D.8D.F0.26.65 Parent MAC: none
Firmware: IB3_430 Branch Length: nia
Update every: 10 sec # Radios Linked: 0

Up Time: 0 Day 0 Hr. 3 WMin. 46 Sec. Link Time: n/a

Address Table I

Port Status |

I Radio Network Settings | Security Settings |

Radio Access Settings

Radio Name: [Radio1 Encryption | WPA-AES |
MNetwork S51D: |Networkl WPA phrase I:u:—
" Master VEF ke, I LI [++==

e

=

o) Repeater Farent Link |

Farent Auto Select

™ MWAC Filter
™ Hide Metwork SSID

IGMP I Spanning Tree |

Advanced Config |

Serial Settings |

& Obtain IP address - DHCP

" Usethe following IP address

SHNMP |

Login Password |

Apply Changes

Configuration help

Cancel Changes

Factory Defaults m

|Radi0 Mame: 1to 31 characters. Foruser's identification of radio only.

| [ [ [T [ I3 mtemnet

T100% -
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B.4. Set up the RLXIB-IHW-E - Repeater mode

A RLXIB-IHW-E Remote/Repeater connects automatically to the best available parent radio on
the network.

From the screen below:

ﬂ‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer 10| =l
fl-q. — -
@.\ J v |, http:s192.168.170.183)Config_Disg.htm%dfbdoszasarsasis] | | #2 || X | [coogle £~
Fichier  Edition  A&ffichage Favoris  Qutils 2 Liens *
Wi onAl 4 Radio Configuration/Diagnostic Lk G v ] ~ == - ok Page + (CF Qutils -

RADIOLINX"

Bk e 802.11abg

Radio Mame: Radio1 Signal Strength: IW
Radio MAC: 00.0D.80.F0.26.47 Parent MAC: none Available Parents |
Firmware. IB3_430 Branch Length: nia Address Table |
Update every: |10 sec #Radios Linked: 0 Port Status _|

Up Time: 0 Day 1 Hr. 59 Min. 55 Sec. Link Time: nia

I Radio Network Settings | Security Settings | Radio Access Settings
Radio Mame: |Radinl I kncwptignm * Obtain IP address - DHCF
Network SSID: [Network1 | WPAphrase  [=== ||{" Usethe following IP address

" Master I (2462MHz jl VEP ey I = [

& Repeater __Parent Link | ™| MAC Filter_ Edit Filter
Parent Auto Select

 Client {* Auto £ Specin

[” Hide Network SSID

Client MAC I:_' 00.00.00.00.00

IGMP I Spanning Tree I

Advanced Config |

Login Password I

Serial Settings I

Apply Changes Cancel Changes Factory Defaults m

Configuration help

|Cance| Changes: Press this to undo any edits you may have just done on this page |

[Terming l_ I_ l_ l_ l_ |—T |ED mmternet H100% ~ g

Change the Radio Name from Radiol to M340_Radio

Change the Network SSID from Networkl to Modbus

Select Repeater

Select Encryption (WPA-AES for example) and enter your pass phrase
Enter a valid IP address and Subnet Mask
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These parameters are example; you can set the parameters that fit your needs.

(‘, adio Configuration,/Diagnostic Utility - Windows Internet Explorer 10| x|
T :
@.\ | % | . http:jj192.168.170. 184/Config_Diag htmsdfeacDaszdznetal ¥| |2 | K| [Google £~
Fichier  Edition  Affichage  Faworis  Outils 2 Liens **
Wi sR0 g, Radio Configuration/Diagnastic Ltility fafp ~ Bl ~ =0 - |7k Page - (OF Outils -

RADIOLINX"
802.11abg

Radio Mame: Radial Signal Strength: W
Radio MAC: 00.0D.8D.F0.26.65 Parent MAC: none Available Parents |
Firmware: IB3_430 Branch Length: n/a Address Table |
Update every: 10 sec # Radios Linked: ] Port Status |

Up Time: 0 Day 0 Hr. 4 Min. 26 Sec. Link Tirme: n/a

Security Settings |

=

| Radio Network Settings |

Radio Mame: IMB40_Radio

Radio Access Settings

Encwptionlﬂone " QObtain IP address - DHCP

Metwork 331D |Modbus WPA T e | ¥ Use the following IP address
" Master verkey| 1]l [ IP Address [152.168.170.184

I~ MAC Filter  Edit Filter Subnet Mask m
Def: Gateway m
Primary DN [192.10.1.10 |
0.00.00.00.00 Secondary DMNS W
Spanning Tree I SNME |

Login Password I

(o Repeater Parent Link |
Farent Auto Select
& futo © Specif

[™ Hide MNetwork SSID
" Client

1GMP |

Advanced Config |

Serial Settings I

Apply Changes

Configuration help

Cancel Changes Factory Defaults m

|Cance| Changes: Press this to undo any edits you may have just done on this page |

[ [ [T T @ internst

[Terming [®o0 ~

Important: The Network SSID and WPA phrase are case sensitive.

Use exactly the same combination of upper case and lower case letters you entered for the
RLXIB-IHW-E Master mode, otherwise the Repeater radio will not be able to connect to the

Master radio.

Now the new settings are ready, click "Apply Changes” to validate them.
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IMPORTANT:
The use of Global Data needs the IGMP settings to be “Disabled” in both Master and Repeater
RLXIB-IHW-E modules.

| Radio Network Settings

E:fr:‘;_ [M340_Radia
g;}g_ﬂrk |M|:u:||:ru5

& Repeater

CMaster |6 (2437MHz) 7]

Parent Link |

i Client

Auto Select

% puto € Specify

Fove ]

Client MAC |00.00.00.00.00.00

Spanning Tree

Adwvanced Config

Serial Settings

ﬂ." Radio Configuration,/Diagnoskic

=101 x|

. htbp: 192,168,170, 184/igmp. htmedfde5 744 2d62F 3h0 j

IGMP Settings M340_Radio

[GMP Multicast Filtering * Disabled 11~ Enabled

Default Propagation Action € Flood % Filter

IGMP Cluery Generation |Time-:l Inte

IGMP Cuery Interval |EI:| seconds
Multicast Stale Count |: query frames

rval j

e

|_ l_ m |@ Internet

CH00% v g

Now the new settings are ready, click "Apply Changes” to validate them.

Author: Jerome Prat
Date: Nov-08

Page 23 of 47
TN2008-11B-A4-1.0




ProSoft

TECHNOLOGY

Technical Note
RLXIB-IHW Industrial Hotspot 802.11abg

Wireless Modbus TCP - M340 with NOE & Quantum with NOE

The following message

Windows Internet Explorer

P hanges require a radio reset,
“"'l’, RF links will go down Far about 60 secands,
Continues?

may appear when

X]

pressing “Apply changes”, click "OK”".

The RLXIB-IHW-E reboots:

,’:‘ Radio Configuration/Diagnostic Utility - Windows Internet Explorer = il:llﬂ
o "
@1 .- L{.‘ http:ll',l'lgz.168.I?El.184,|'Config_Diag.htrn°.-’odfeactla62d2E|elaEL] *+ || XK | |Soogle P
Fichist  Edition  Affichage  Fawaoris  Outils 2 Liens **
Ll oAf 4% Radio ConfigurationDiagniostic Lklity fagf ~ B - M= - |57 Page - {SF Outils =

RADIOLINX"
802.11abg

Radio Mame: M340_Radio Signal Strength: | Scanning... .
Radio MAC: 00.0D.80.F0.26.65 Parent MAC: none Available Parents |
Firmware: IB3_430 Branch Length: nla Address Table I
Update every: 10 sec # Radios Linked: 0 Port Status |
p Time; 0 Cay 0 Hr. 7 Min. 30 Sec. Link Time: n/a

Radio Settings Have Been Updated.

You may close this window now or wait for page to reload.

Radio Powering Up... M340 Radio
Close |
iTerminé |_ |_ |_ |_ |_ |_T,. |@ Inkernet | H100% - =

You can wait until the update is done or click on “Close”, the following window is displayed:

Windows Internet Explorer

9

-

Woulez-vous fermer cetke Fenétre ¢

i

La page Web affichée tente de fermer |a fenétre,

]

MNaom

Click “Yes".
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B.5. Settings verification:

Select Clear to delete the current radio list

RadioLinx Indu

File ©Operations D

'S F | <2

Mame
JEROMEDE30

Select the binocular to refresh the screen and get an update radio list

File ©Operations D

s £ =

ame
JEROMEDE30

When configured the name of the radio is preceded by an R (for Repeater) in the RLX-IH

Browser.
1=
File Operations Dialogs View Help
e =g = o0n QAN 2]
Mame | Maode MAC | IF | SSI0 I Securit | Channel | Hops | Signal {dEm) | T (KEf's) I Rz (KE[s) | IMaster |
JEROMEDG30 This Ltility  00.1c.23.4a.85.04 192.168.170.20
Cuantum_Radio  Master 00.0d.8d.f0.15.01  192.168.170.183  Modbus nane [ 1 i} i}
RIVIS‘I-D_RadiD Repeater  00.0d.8d.f0.1d.c3  192,168.170.184 Modbus none B z -54 ul 1 00.0d.8d.fo.13.01
l | 2
RadioLinz Industrial Hotspok Browser MM 5

The setting of the Repeater radio is finished.

Disconnect the Ethernet cable from the radio.
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RLXIB-IHW-E Access Point checking

With you PC wireless access enabled and from the Available Wireless Network list

(i) Connexion réseau sans Fil

- Gestion du réseau

e, Actualiser 12 liste des réseaux

\l’, Configuret un réseau sans fil pour la maison ou une petite
Entreprise

~ Taches apparentées

_j‘) En savoir plus & propos des réseaux sans Fil
'i:i’ Modifier 'ordre des réseaux préféres

"‘y Madifier les paramétres avancés

Choisir un réseau sans fil

Cliguez sur un élément dans la liste ci-dessous pour vous connecker 4 un réseau sans fil &

portee ou pour obtenir plus d'informations,

x|

Livebox-8CED

(“ﬁ))
(ﬁ))

"t Réseau sans fil séourisé (WPA)Y

afd1l

't Reéseau sans fil séourise

Wanadoo_ad449

| (ﬁ))

't Réseau sans fil séourise

Choose the Modbus network.

This is the Network SSID you setup previously within the RLXIB-IHW-E Remote/Repeater

mode.
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Now you will be able to monitor the radio with your internet browser via your wireless
network:

Open your internet browser.
Enter the IP address of the RLXIB-IHW-E you want to access into the navigation bar.
ﬂ" Internet Explorer ne peut pas afficher cette page Web - Windows Internet EXp

ﬁ@v | 8 192.168.170.184 =] x

The following window is displayed.

ﬂ" Radio Configuration/Diagnostic Utility - Windows Internet Explorer

10l x|
@ o - IA{.‘http:,l',|'192.168.1?0.184,1' j s NP IGoogle 2
Fichier  Edition  Affichage  Faworis  CQutils 7
i 4%, Radio Configur ation/Diagnostic Litility l I ﬁ?’ ~ B - o= - |hPage - {0 Outils - &

=
Login M340_Radio
Password |
[Cogi |
|Terminé I_l_l_l_l_ﬁ|@ Internet |"‘.,IDD% - 4

Type your password to log into the radio (default is “password”) and then click the “Login”
button.
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The following window is displayed:

(..‘ Radio Configuration,/Diagnostic Utility - Windows Internet Explorer 10| x|
T .
@.\ | % | . http:jj192.168.170. 184/Config_Diag htmsdf4534b0S25da0b, 7| | 2| K | [Goagle £~
Fichier  Edition  Affichage Favoris  Outils 2 Liens *

ke

>
Xt

Radio Mame: M340_Radio
Radio MAC: 00.0D 8D FO.26 65
Firmware: IB3_430

Update every: 10 sec

Up Time:

0 Day 0 Hr. 2 Min. 35 Sec.

Radio Configur ationfDiagnoskic Lkility

RADIOLINX"

Parent MAC:
Branch Length: 2
# Radios Linked: 1
Link Time:

Signal Strength: - -51dBm, 425/M

00.0D.8D.F0.26.47

0 Day 0 Hr. 0 Min. 6 Sec.

5 A »
v o v sk Page + (O Outils -

802.11abg

Available Parents I
Address Table I

Port Status |

| Radio Network Settings

Security Settings

| Radio Access Settings

Radio Mame: IMS4D_Radi0

Metwark SSID:

Modbus

" Master

% Repeater Parent Link |

Farent Auto Select

IGMP I Spanning Tree I

Advanced Config |

Serial Settings I

Encr}rptionlﬂﬂﬂe

" Obtain IP address - DHCP

=

% Use the following IP address

;I l ——

Edi+

VEP ey 1

™ MAC Filter
[™ Hide MNetwork SSID

IP Address [192.168.170.184
Subnet Mask |255.255.255.0
Def: Gateway m
Primary DN [192.10.1.10 |

Secondary DNS W
SNMP |

Login Password I

Apply Changes

Cancel Changes

Factory Defaults m

Configuration help

|LinkTime: Length of time the radio has been continuously connected (linked) to a parent.

l_!, | Internet

+, 100%

-

4

Signal quality:
Signal Strength shows you the quality of the signal between th
and RLXIB-IHW-E Remote/Repeater mode radios.

e RLXIB-IHW-E Master mode

. Si | 5t th:
Poor Signal S| STEn

Note:
Signal quality depends on distance between the antennas, free
antennas mounting.

To have further information about the RLXIB-IHW-E please, do
http://www.prosoft-technology.com/content/downlo

-81dBm, 1650

line of sight and correct

wnload the User Manual from:
ad/14036/181543/file

Author: Jerome Prat
Date: Nov-08

Page 28 of 47
TN2008-11B-A4-1.0



Technical Note

RLXIB-IHW Industrial Hotspot 802.11abg

ProSoft

TECHNOLOGY |wireless Modbus TCP - M340 with NOE & Quantum with NOE

C. Setting of the Modbus TCP Client device

C.1. Launch Unity Pro XL

For this application we used a BMX P34 2020 and Ethernet Card BMX NOE 0100.2.
Create a new project with your actual hardware configuration and create an Ethernet network.

Double click on the Network you created (Ethernet_2 in my project):

Project Browser

IEE Structural wigw

2 X

iy My M340

- ‘S Configuration
B P@ 0: PLC bus

=l 0 B ¥EP 0400

B (PI(PY: BMX CP5 2000
! 0 BME P34 2020

----- ! 1 BM= MOE 0100,2

..... ,: 2

-] Derived Data Types

------------- [0 Derived FB Types

-3 Wariables & FB instances

------------- & Elementary VYariables

(@) Derived Yariables

------------- I Derived Yariables

- ‘S Communication
B3 Networks
------------- 4 Ethernet_1

55 Sections

[ — WiriteReguests
: CountersandTimers
. Increasevalue
R S— ReadRequest
ER— [ SR Sections
B3 Events

------------- [ Timer Events

............. [ Ij0Everts

E--+£3 Animation Tables

[T Table

------------- [] Operator Screens

o —— m Documentation
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In the displayed screen, enters the IP Address of the NOE Card:

wethemet 2z -lolx|

— IMadel Family Module Address——————  — Module Lilities
Fack Module Channel VES I0 Soanning
MOE 0100.2, MOE 0110.2 - 7 : 7 -
I I I I I‘r’ES - | Global Diata
— Module [F Addres=s [a] = Address Server
IF Address Subnetwork. Mazsk Gateway Address O NTE
| 192 . 6% . 170 . 131 | 255 . 255 . 286 . O | 192 . 162 . 170 . 254 hd

I Configuration Iruhassaging I 12 Scanning I Global Data I ShIhAP I Uddress Server I TP I Bianduicth I

— IP address configuration

IF address I 192 . 188 . 170, 121
Subnetwork mask I 265, 285, 266, 0
Gateway address I 192 . 168 . 170, 254

"~ From a server

Hevice [ame |

— Ethermet configuration

¥ Ethernet |l " gnza

Note:
The IP address of NOE, Radio RLXIB-IHW and server device must be at the same IP range
and depending of your Subnet mask.

Author: Jerome Prat Page 30 of 47
Date: Nov-08 TN2008-11B-A4-1.0



Technical Note

0:5:0 .
PrOSOﬂ' RLXIB-IHW Industrial Hotspot 802.11abg

TECHNOLOGY Iwireless Modbus TCP - M340 with NOE & Quantum with NOE

C.2. IO Scanning setting:

Enable 10 scanning (set to "YES") in the Module’s services window:

=10l %
— Model Family Module Address————————————  — Madule Litilities
Fack Module Channel VES = I0 Seanning
| Mo o100.2, MOE ott0.2 = [ K [
|‘r'ES _~| GlobalData
— Module IF Address [¥a} = Address Server
IF Addres=s Subnetwork Mask Gateway Address TG = MTF
| 182 . B2 170 . 13 | 255 . 255 . 255 . O | 192 . 6B . 170 . 254
Select I0 Scanning tab
: ioix
[ Madel F. Iy Module Module LI
Rack Module Channel Im 10 Seannin g
[moE aio 2, MoE trin.2 | ’]T = e T,
 Module IP o =] AddessServer
IF Address Subnetwork Mazk Gateway Address Iﬁ
I 13z 1%E 170 131 255 . 265 . 85 . 0 I 132 ! 1B . 1m0 . 254 e et MR

IP Configurstion I Messagng 10 Scanning lGInhaI Data I SMNP I Lddress Server I TP I Banduidth I

r Master XM 2

Read Ref. “Write Ref.
From [z01 = to [s00 From [s01 = 1o [400 Fepetitive rate step:  [100 ==
P —

*

Lol e )l

Create I0 Scanning exchanges as needed (see example below):

Server IP Address: Address IP of the server device (192.168.170.193).
Unit ID: Modbus Address of the server (1).

Timeout (ms): (1500).

RD Master Objet: Client address where the data read are stored (%oMW201).
RD Slave Index: Offset for the first data read in slave (200).

RD length: Number of data read (100).

WR Master Objet: Client address where data written are stored (%MW301).
WR Slave Index: Offset for the first data read in slave (300).

WR length: Number of data read (100).
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Create variables which will contain the data exchanged between the client and the server:
N [=] |

3 Table
tedificatian | Forze ” ¥ | 'Y T | B = H |% Eﬂ
tame - Walue Type - [| Address - Global data ||
|- [l DataFor0S cankd 3407 oluanturn ARRAY[0.33] OF INT AN MO
|G- [l DataFor0S canluantumT ok 340 ARRAY[0.33] OF INT ZMwW 201 MO
e e

I personally used a name that allows having the same name in both client and server devices

I mapped these variables to the addresses used for the IO Scanning (%MW201 to %MW399)

Once this is done, compile, download and run the project to the M340 processor.
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C.3. Global Data setting:

Enable Global Data (set to “"YES”) in the Module’s services window:

=10 x|
— Model Family Maodule Address — Mladule Litilities
Fack Module Channel VES IO Se.anning
| Mo o100.2, MOE ott0.2 = [ K [
YES - Global Data
— Module IF Address IND ;I Address Serger
IF Addres=s Subnetwork Mask Gateway Address TG MTF
| 182 . B2 170 . 13 | 255 . 255 . 255 . O | 192 . 6B . 170 . 254 =
Select Global Data tab:
Hili Ethernet_2 -0l =|
— Madel Family Mlodule Address — Module Ltilities
Fack Module Channel = I0 Seanning
| MO o100.2, MOE 0110.2 = 7 : 7 z
I I I IYES - I Global Diata
— Module IP Addres= MO - Address Server
IF Addres=s Subnetwork Mask Gateway Address O MNTE
| 182 . 188 . 0. 18 | 255 . 255 . 2G5 . 0 | 182 . B2 . 70 . 254 =

IP Configuration I Mezsaging I [ Scanning  ‘Global Data ISNMP I Lddress Server I TP I Eiancuirdth I

— Global data configuration

Health time aut IEIJEI _.:
Diistribution period IEEI _.:

I_ Plulticast filkering

m=

"0ms=

Group address I 239. 255. 265 . 258
Group name IFHLX

Create Global Data exchange as needed (see example below):

Group name: (RLX)

Validity Timeout (ms): (500).
Distribution period (*10 ms): (50).
Group address: IP address used by the group (239.255.255.255).

Author: Jerome Prat
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Create variables which will contain the data exchanged between the two devices:

3 Table k -0l =|
W adification | Force | ‘ ¥ & | v £ £ [ = H | % Eﬂnl
tame - Walue Type - [| Address - Global data | |
----- & GlobalDataPUR INT FUE
----- & GlobalDataSUB INT SUB
..... [

I personally used a name that allows having the same name in both client and server devices.
Once this is done, compile, download and run the project to the M340 processor.
IMPORTANT:

The use of Global Data needs the IGMP settings to be “"Disabled” in both Master and
Repeater RLXIB-IHW-E modules.
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C.4. Modbus messaging setting:

Multiple types of blocks or commands can be used to achieve Modbus TCP communication
using messages.

I chose to use the DATA_EXCH function in a Structured Text section.

The application I used is attached to this document
(M340MODBUSTCPOVERRLXWITHNOE.XEF)

Create variables which will contain the data exchanged between the client and the server:

Table ;IEI ﬂ
M adifization | Eorce ” ¥ | T T | B *= H | % Eﬂ“l
tame - Walue Type - [| Address - Global data | |
@ DataFromkd 3407 oQuantunm ARRAT[0.99) OF INT 107 MO
@ DataFromQuantumT okd340 ARRAT[0.99) OF INT Zhdiadl MO
L e

I personally used a name that allows having the same name in both client and server devices.

Once this is done, compile, download and run the project to the M340 processor.
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D. Setting of the Modbus TCP Server device.

D.1. Launch Unity Pro XL

For this application we use a CPU 311 10 and Ethernet Card NOE 771 11.
Create a new project with your actual hardware configuration and create an Ethernet network.

Double click on the Network you created (Ethernet_1 in my project):
] x|

IEE Structural wigw

- %_?»; 1 : Bus Quanturm

[y & 1 :locale Stakion Quantum
S 1: 140 ¥6P 004 00
------------- B 1:140CPs 11420
me- ) 2:140CPUSBLL 1D
. Po3

E--+3 Wariables & FB instances
------------- & Elementary Variables
@ Derived Variables

IO Derived Yariables

& Elementary FB Instances

S5y Seckions

R S CountersandTimers

e Increasevalue

; ER— [ SR Sections

- -3 Ewents

------------- (31 Timer Events

............. (3 1joEvents

-3 Animation Tables

[7] Table

[2] Operator Screens
Documentation
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In the displayed screen, enters the IP Address of the NOE Card:

wethemet t -lo(x|

— Mladel Family Module Address ———— — Module Lilities
Rack Fodule .
MO - 10 Szanning
TCR{IF 10100 Reqular connection ;I I 1 I 4
I |7 I‘r'ES - I Global Data
— Maodule IP Addres=s IND - I ShMP
IP Address Subnetwaork Mask Gateway Address o Address Server
| 192 . 182 . 170 . 133 | 255 . 2685 . 285 . 0 | 192 . 188 . 170 . 254 z
[iiIn] - MTF

I Configuration Ihﬂessaging I 12 St I Clobal Data I SHME I Liddress Server I TP I Biandwicth I

— IP addres= confiquration

IP addres= | 192 . 163 . 170. 133
Subnetwark mask I 255, 285, 285, 0
Gatevtay address I 192 . 163 . 170 . 254

" From a zeruer

— Ethernet configuration

f* Ethernet |l { a02.3

Note:
The IP address of NOE, Radio RLXIB-IHW and server device must be at the same IP range
and depending of your Subnet mask.

D.2. IO Scanning setting:

It is not necessary here to enable IO scanning.

Create variables which will contain the data exchanged between the client and the server:

_lojx

adifization | Force || ¥ & | N T | B = H ‘ % EEEI

Mame - Walle Addiess - Type - Comment |
-l DataForl05cantd 340T ol uarbum w301 ARRAYIO.99] OF IMT

-l DataForl05canGuantumT ok 340 kw201 ARRAYIO.99] OF IMT

.

I personally used a name that allows having the same name in both client and server devices.
I mapped these variables to the addresses used for the I0 Scanning (%MW201 to %0MW399).

Once this is done, compile, download and run the project to the M340 processor.
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D.3. Global Data setting:

Enable Global Data (set to "YES”) in the Module’s services window:

wrerner _ioix
— Model Family Module Address———————————  — Madule Lilities
Fack. Module .
rO - 10 Szannin
| TCRAP 104100 Fiegular connection | T [+ o o 2
YES - Global Diata
— Madule IP Addrez= IND ;I SHIMF
IP Address Subnetwork Mask Gateway Address ol = Address Seruer
| 192 . 6B . 170 . 193 | 255 . 255 . 255 . O | 192 . 162 . 170 . 254
MO - MTF
Select Global Data tab:
wethenet 1 =10l x|
— Mladel Family Module Address ———— — Module Lilities
Rack Fodule .
kO - 10 Szannin
| TCRAP 104100 Regular connection - - [+ ?
I‘r'ES - I Global Data
— Maodule IP Addres=s MO - ShMP
IP Address Subnetwaork Mask Gateway Address o = Address Server
| 192 . 168 . 170 . 183 | 265 . 266 . 286 . O | 192 . 168 . 170 . 254
MO .| NTP

IP Corfiguration I Messading I 12 Geanning 'Global Data ISNMF' I Liddress Server I TP I Biandwicth

I

— Global data configuration

Health time aut Iauu _.: ms Group address I 229, 265, 255 . 265
Distribution period IEEI _|: soan Group name IFHLX

I_ Pulticast Filkering Health bit block [0 IZM'W'HD

Create Global Data exchange as needed (see example below):

¢ Validity Timeout (ms): (500).

¢ Distribution period (*10 ms): (50).

¢ Group address: IP address used by the group (239.255.255.255).
e Group name: (RLX)

Note:

Group address and Group name must match between the two PLCs.

Author: Jerome Prat
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Create variables which will contain the data exchanged between the two devices:

3 Table =10 x|
I edifization | Force | | v & | v & K ‘ B = H | 2
Mame - Walue Type - [| Addrez=z - [alobal data ||
----- & GlobalDataPUB IMT PLIE
----- & GlobalDataSUB IMT SLE

I personally used a name that allows having the same name in both client and server devices.

Once this is done, compile, download and run the project to the M340 processor.

IMPORTANT:

The use of Global Data needs the IGMP settings to be “"Disabled” in both Master and
Repeater RLXIB-IHW-E modules.

D.4. Modbus messaging setting:

Create variables which will contain the data exchanged between the client and the server:

R
I edifization | Force || v & | v & K ‘ B = H | 2
Mame - Walue Type - [| Addrez=z - [alobal data ||
---l DrataFrombd 340T ol uanturm ARR&AT[0..93] OF INT w107 MO
ARR&AT[0..93] OF INT AL L MO

B DataFromBuantumT o340

b

I personally used a name that allows having the same name in both client and server devices.

Once this is done, compile, download and run the project to the M340 processor.
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E. Test wired Modbus TCP communication

Connect the Quantum PLC, the M340 PLC and the PC as below:
RACDICOM QUARNTIUR PLC

[ ] [ ] =

CPE CPU | HOE
111 21

RACDICON K340 PLC

|
r'l-ﬂ Ll '!-'Ii_
Flﬂ

|

5 I

To have dynamic data values we created a section that copies the value of a counter in the
different data areas:

Go online with the two PLCs.

for i := 0 to 99 do
DataForIOScanQuantumToM340([i] := FBI_1.CV;
DataFromQuantumToM340[i] := FBI_1.CV;
GlobalDataPub := FBI_1.CV;
end_for;
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Access to the variables in the PLCs.
Below is a screenshot of the table of variables in the Quantum PLC and from M340 PLC:

Quantum

[ @ Dalar iombuantom] oM 3400] rFIE
----- D ataFromBuantumT ok 340[1] 321241 A T
----- D ataFromBuantumT obd 340[2] 321241 AL ]
----- D ataFromBuantumT obd 340[3] 321241 b
----- D ataFromBuantumT obd 340[4] 321241 A T
----- D ataFromBuantumT obd 340[5] 321241 A T
----- D ataFromBuantumT obd 340[6] 321241 BT
----- D ataFromBuantumT obd 340[7] 321241 AT
----- D ataFromBuantumT obd 340[8] 321241 A T
----- D ataFromBuantumT obd 34009] 321241 kw10
----- [ ataF rarnbd 3407 ol uantun0] 28537 |
----- D ataFrombd 340T alluantuni[1] 28037 Zhwi102
----- D ataFrombd 340T alluantuni[2] 28037 W03
----- D ataFrombd 340T alluantuni[3] 28037 Zhwi104
----- D ataFrombd 340T alluantuni[4] 28037 Wi 105
----- D ataFrombd 340T alluantuni[5] 28037 Wi 106
----- D ataFrombd 340T alluantuni[B] 28037 W07
----- D ataFrombd 340T alluantuni[7] 28037 Zhwi108
----- D ataFrombd 340T alluantuni[8] 28037 kw109
----- D ataF rombd 340T alluantuni[9] 28037 kw110
----- DataForl0ScanbuantumTok340[0] | 32121 b 201
----- DataForl 05 canuantumTobd 340[1] | 32121 Fhd 202
----- DataForl 05 canuantumTobd 340[2] | 32121 Fhd 203
----- DataForl 05 canuantumTobd 340[3] | 32121 Fhdw'204
----- DataForl 05 canuantumTobd 340[4] | 32121 Fhdw 205
----- DataForl 05 canuantumTobd 340[5] | 32121 Fhd 206
----- DataForl 05 canuantumTobd 340[6] | 32121 Fhw 207
----- DataForl 05 canuantumTobd 340[7] | 32121 Fhd 208
----- DataForl 05 canuantumTobd 34008 | 32121 Fhw'209
----- DataForl 05 canuantumTobd 34009 | 32121 w210
----- DataForl 05 cankd 340T oluantum[0] | 25537 AL
----- DataForld 05 cantd 3407 alluantum{1] | 25537 302
----- DataForl0Scant340T alluantum[2] | 25537 w303
----- DataForl0Scant340T alluantum[3] | 25537 Zhwi 304
----- DataForl0Scant340T alluantum[4] | 25537 b 305
----- DataForl0S cant340T alluantum[®] | 25537 w306
----- DataForl0S cant340T alluantum[B] | 25537 bW 307
----- DataForl0S cant340T alluantum[7] | 25537 b 308
----- DataForl0S cant340T alluantum[8] | 25537 Zhwi 309
----- D ataF ol 0S5 cantd 340T aluantum[d] | 25537 b 310
----- GlobalD ataPIB 32121
----- GlobalD ataSLB 25536

\

J\

AN

> =

> =<

> =

-~

J\

> =<

<>

M340
Y D ataF romBuantumT obd 340[0] 32121 AT

D ataFromBuantumT ok 340[1] 321241 A T

D ataFromBuantumT obd 340[2] 321241 AL ]

D ataFromBuantumT obd 340[3] 321241 b

D ataFromBuantumT obd 340[4] 321241 A T

D ataFromBuantumT obd 340[5] 321241 A T

D ataFromBuantumT obd 340[6] 321241 BT

D ataFromBuantumT obd 340[7] 321241 AT

D ataFromBuantumT obd 340[8] 321241 A T

D ataFromBuantumT obd 34009] 321241 kw10

[ ataF rarnbd 3407 ol uantun0] 28537 |

D ataFrombd 340T alluantuni[1] 28037 Zhwi102

D ataFrombd 340T alluantuni[2] 28037 W03

D ataFrombd 340T alluantuni[3] 28037 Zhwi104

D ataFrombd 340T alluantuni[4] 28037 Wi 105

D ataFrombd 340T alluantuni[5] 28037 Wi 106

D ataFrombd 340T alluantuni[B] 28037 W07

D ataFrombd 340T alluantuni[7] 28037 Zhwi108

D ataFrombd 340T alluantuni[8] 28037 kw109

D ataF rombd 340T alluantuni[9] 28037 kw110

DataForl0ScanbuantumTok340[0] | 32121 b 201

DataForl 05 canuantumTobd 340[1] | 32121 Fhd 202

DataForl 05 canuantumTobd 340[2] | 32121 Fhd 203

DataForl 05 canuantumTobd 340[3] | 32121 Fhdw'204

DataForl 05 canuantumTobd 340[4] | 32121 Fhdw 205

DataForl 05 canuantumTobd 340[5] | 32121 Fhd 206

DataForl 05 canuantumTobd 340[6] | 32121 Fhw 207

DataForl 05 canuantumTobd 340[7] | 32121 Fhd 208

DataForl 05 canuantumTobd 34008 | 32121 Fhw'209

DataForl 05 canuantumTobd 34009 | 32121 w210

DataForl 05 cankd 340T oluantum[0] | 25537 AL

DataForld 05 cantd 3407 alluantum{1] | 25537 302

DataForl0Scant340T alluantum[2] | 25537 w303

DataForl0Scant340T alluantum[3] | 25537 Zhwi 304

DataForl0Scant340T alluantum[4] | 25537 b 305

DataForl0S cant340T alluantum[®] | 25537 w306

DataForl0S cant340T alluantum[B] | 25537 bW 307

DataForl0S cant340T alluantum[7] | 25537 b 308

DataForl0S cant340T alluantum[8] | 25537 Zhwi 309

D ataF ol 0S5 cantd 340T aluantum[d] | 25537 b 310

GlobalD ataPUE 28837

GlobalD ataSUE 32121

You can see that all the values xxxFromM340ToQuantum and the GlobalDataSUB are identical in
the table above.

Your Modbus TCP communication is up and running.
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F. Test wireless Modbus TCP communication
Note:
You have to setup a fixed IP address to the PC wireless card and this IP address must be
compatible with the RadioLinx IP addresses previously setup.
In this application the PC wireless card IP address must be 192.168.170.20.

Insert the RLXIB-IHW modules as below to create the wireless network.
Using Ethernet crossover cables, connect directly to the RadioLinx modules:

o The M340 Modbus TCP Ethernet port
o The Quantum Modbus TCP Ethernet port

PADDICOMN M240 PLE

i = d —Hgeape -
- . Ll '! .
(] HI L[] | : | -I
5
:
L] -
CLIENT ! n
R L=1B-1HY RL=1B-1HWw i
SERYER
| Repeater Master b
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With you PC wireless access enabled and from the Available Wireless Network list

(i) Connexion réseau sans Fil

- Gestion du réseau

e, Actualiser 12 liste des réseaux

Entreprise

2 Configurer un réseau sans fil pour la maison ou une petite

Choisir un réseau sans fil

portee ou pour obtenir plus d'informations,

Cliguez sur un élément dans la liste ci-dessous pour vous connecker 4 un réseau sans fil &

(‘ﬁ)) Livebox-8CED

~ Taches apparentées

"t Réseau sans fil séourisé (WPA)Y
afd1l

_j‘) En savoir plus & propos des réseaux sans Fil
'i:i’ Modifier 'ordre des réseaux préféres

"‘y Madifier les paramétres avancés

(<1r))

't Reéseau sans fil séourise

“ﬁ)) Wanadoo_ad449

't Réseau sans fil séourise

ailll

Connecker

L.

Choose the Modbus network (this is the Network SSID you setup previously).
You are now connected to the wireless network with your PC using one the RLXIB-IHW-E
module as an Access Point, The laptop will establish communication with the best Access

Point.
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Go online with the two PLCs.

To have dynamic data values we created a section that copies the value of a counter in the
different data areas:

for i := 0 to 99 do
DataForIOScanQuantumToM340([i] := FBI_1.CV;
DataFromQuantumToM340([i] := FBI_1.CV;
GlobalDataPub := FBI_1.CV;

end_for;

Access to the variables in the PLCs.
Below is a screenshot of the table of variables in the Quantum PLC and from M340 PLC:

Quantum M340

B3 D ataFrombuanturnT obd 340[0] 321241 AL ™~ e B D ataFrombuanturnT obd 340[0] 321241 AL
----- & DataFromBuantumT ok 34001] 321241 w2 D ataFromB uantumT obd 340[1] 32121 w2
----- & DataFromBuantumT ok 34002 321241 A L] D ataFromB uantumT obd 34002 32121 A L]
----- & DataFromBuantumT ok 34003] 321241 w4 D ataFromB uantumT obd 340[3] 32121 w4
----- & DataFromBuantumT ok 340[4] 321241 MW > < D ataFromBuantumT obd 340[4] 32121 MW
----- & DataFromBuantumT ok 340[5] 321241 HEMWE ' D ataFromB uantumT obd 340[5] 32121 HEMWE
----- & DataFromBuantumT ok 34006 321241 HEMWT D ataFromB uantumT obd 340[6] 32121 HEMWT
----- & DataFromBuantumT ok 340[7] 321241 HEMWE D ataFromB uantumT obd 340[7] 32121 HEMWE
----- & DataFromBuantumT ok 34008] 321241 MW D ataFromB uantumT obd 340[8] 32121 MW
----- & DataFromBuantumT ok 340[9] 321241 w10 _J - D ataFromB uantumT obd 340049] 32121 w10
----- & DataFromt 3407 oluantum(] 28R37 b0 ™ [ ataF rombd 3407 ol uantum{0] 28R37 b0
----- & DataFrombd 3407 aluanturn(1] 2RR37 w02 [ ataF rombd 3407 ol uantunm(1] 2RR37 w02
----- & DataFrombd 340T aluantur(2] 2RR37 w03 [ ataFrombd 3407 ol uantunm(2] 2RR37 w03
----- & DataFromt 340T aluantur[3] 25537 Zhdw104 D ataFrombd 340T alluantuni[3] 25537 Zhdw104
----- & DataFrombd 340T aluantur(4] 2RR37 w105 > ' < [ ataFrombd 3407 ol uantunn(4] 2RR37 w105
----- & DataFrombd 340T ol uantur(&] 2RR37 w106 [ ataFrombd 3407 ol uantunn(5] 2RR37 w106
----- & DataFromt 340T aluanturB)] 25537 Zhw107 D ataFrombd 340T alluantuni[B] 25537 Zhw107
----- & DataFrombd 340T aluantur( 7] 2RR37 w108 [ ataFrombd 3407 ol uantun( 7] 2RR37 w108
----- & DataFrombd 3407 al uantur(2] 2RR37 w109 [ ataFrombd 3407 ol uantunn(3] 2RR37 w109
----- & D ataFromtd 3407 aQuantur[9] 25537 w110 | D ataF rombd 340T alluantuni[9] 25537 Zhw110
----- & DataForl0S canQuantumT ok 340[0) | 32121 EMwi20 | T DataForl 05 canluantun Tobd 340[0] | 32121 w20

& DataForl0ScanQuantumT ok 34001] | 32121 Fhd 202

DataForl 05 canuantumTobd 340[1] | 32121 Fhd 202

& DataForl0ScanQuantumT ok 340(2) | 32121 Fhd 203

DataForl 05 canuantumTobd 340[2] | 32121 Fhd 203

& DataForl0ScanQuantumT ok 340(3] | 32121 Fhdw'204

DataForl 05 canuantumTobd 340[3] | 32121 Fhdw'204

& DataForl0ScanQuantumT ok 34004] | 32121 MWW 205 > * <

DataForl 05 canuantumTobd 340[4] | 32121 Fhdw 205

& DataForl0ScanQuantumT ok 340(5]) | 32121 Fhd 206

DataForl 05 canuantumTobd 340[5] | 32121 Fhd 206

& DataForl0ScanQuantumT ok 340(6) | 32121 Fhw 207

DataForl 05 canuantumTobd 340[6] | 32121 Fhw 207

& DataForl0ScanQuantumT ok 340(7] | 32121 Fhd 208

DataForl 05 canuantumTobd 340[7] | 32121 Fhd 208

& DataForl0ScanQuantumT ok 340(3) | 32121 Fhw'209

DataForl 05 canuantumTobd 34008 | 32121 Fhw'209

----- & DataForl0ScanCuantumTakd34009] | 32121 2o | -/ DataForld0ScantuantumTobd 34009] | 32121 Ehwi210
----- & DataForl0Scant 340T olluanturm[] | 25537 AL N DataForld 05 cantd 3407 olluantum{0] | 25537 w301
----- & DataForl05cank 340T olJuantum(1] | 25537 302 DataForl05cankd 340T oQuantum[1] | 25537 302
----- & DataForl0Scank 340T ouantum(2] | 25537 w303 D ataF ol 05 cankd 3407 aluantum(2] | 25537 w303
----- & DataForl0Scant 340T ouantum(3] | 25537 bl 304 D ataF ol 05 cankd 3407 aluantum(3] | 25537 bl 304
..... & DataForl0Scant 340T ouantum4] | 25537 w305 > * < - @ DataForl0Scank 340T oQuantur[4] | 25537 EMw 305
----- & DataForl0Scant 3407 ouantum(5] | 25537 w306 - 4@ DataForl05cant340T alQuantura(G] | 25537 w306
----- & DataForl0Scank 3407 ouantum(B] | 25537 w307 - 4@ DataForl05cant340T aQuantura(B] | 25537 w307
----- & DataForl0Scant 3407 ouantum(7] | 25537 b 308 - 4@ DataForl05cant340T aluanture(7] | 25537 b 308
----- & DataForl0Scank 3407 ouantum(B] | 25537 w309 - 4@ DataForl05cant340T auantura[@] | 25537 w309
----- & DataForl0S cank 3407 ouantum(d] | 25537 ZMwIn | - - - 4% DataForl 05 cank 3407 aluanture(d] | 25537 kw310
----- & GlobalD atsPUEB 321241 ﬁ - % GlobalD atsPLB 25537

----- & GlobalD ataSUB 25536 - % GlobalD ataSUB 32121

You can see that all the values xxxFromM340ToQuantum and the GlobalDataSUB are identical in
the table above.
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Your Modbus TCP communication is
up and running using the wireless
connection

Congratulations
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G. Attachments

G.1. Schneider Electric M340 Unity application

This application includes all communication types that are described in the previous sections
as well as short sections to make variables change.

G.2. Schneider Electric Quantum Unity application

This application includes variables and short sections to make variables change.
A=

=4

QUANTUMMODBUSTCPSERVER.XEF
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For further information feel free to contact ProSoft Technology Technical Support at
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