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Implementing Modbus TCP
over Wireless

RLX-IHW Industrial Hotspot 802.11abg
Wireless Modbus TCP Client/Server

Introduction

This document gives the details of the implementation of Modbus TCP over
wireless connection between two devices (one client device and one Server
device).

For the architecture example of this implementation, we use a Schneider Electric
Modicon QUANTUM PLC as client device and a PC running Modsim32 simulator as
server device.

The client device could be another PLC (Quantum, M340, Premium...) or any
other device that supports Modbus TCP client communication.

The server device could be another PLC (Quantum, M340, Premium...) or any
other device that supports Modbus TCP server communication.

To carry out the wireless communication, two ProSoft Technology modules RLX-
IHW-E RadioLinx Industrial Hotspot 802.11abg are used.
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Architecture

MODICON QUANTUM PLC

CLIENT SERVER

| |

RLX-IHW RLX-IHW
Master mode Remote/Repeater mode

Software required for this architecture example:
e Unity Pro XL - From Schneider Electric
» RadioLinx Industrial Hotspot Browser — From ProSoft Technology
¢ ModSim32 - From WIinTECH Software Design
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Procedure

Here are the basic steps needed to establish communications:

A. Setting of the master radio.

A.1. Install RadiolLinx IH browser:

Download RLX-IH Browser from:
http://www.prosoft-technology.com/content/download/12739/165690/file

Then install the Browser on your PC.

A.2. Plug the cables to the RLX-IHW:

From left to right: Ethernet port, serial port and power connectors.

Plug the power cable.
For Ethernet connection:
o If you are connecting to the radio through an Ethernet hub or switch,
use the gray (straight-through) cable.
o If you are connecting to the radio directly from your PC without going
through an Ethernet hub or switch, you must use the red (crossover)
cable.
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A.3. Launch RadiolLinx IH browser:

Click on the binocular:

Radiolinx Industrial Hotspot Browser, |:||El[g| .

B Cperations Dialogs  Wiew Help

| ¢h st e Biy= ?
MName Mode MAC IP 351D Security Channel Hops  Signal ... Tx (KBfs) R (KBfs) Master  Associ,

The radio appears:

RadioLinx Industrial Hotspot Browser |’._||’E|rz|

File Operations Dialogs View Help

#hEF =Elsg ?

Marne Maode MAaC IF  SSID Security Channel Hops | Signal ... | Tx{kKBfs) Rx (KBjs) Master | Assoc
frnailhareinS10m  This Utility 00.0F, 1F.c6,50.cd 192,168,170.11

R Radio1 Repeater 00,0d.8d.f0. 1d.c3 192,168,170,186  Mebworkl none 11 15 -100 o o

< | _

N RadicLin: Industrial Hotspot Browser UM

At this point the setting of the radio is the factory default.
If the radio is connected to a network with a DHCP server, the radio may already
has an IP address assigned to it.

Radiolinx Industrial Hotspot Browser |Z| |E| fg

File Operations Dialogs ‘Wiew Help
#h'§F =/& g ?
Mame Mode MAC P 355D Security Channel Hops  Signal ... | Tx(KEfs) Rux(KB/s) Master  Associ
fmailhareins10m  This Ukility 00.0F, 1f.c6,50.cd 192 1A8.170.11
R Radiot Rrepeater 00.0d.5d.f0.1d.c3 varkl nione 11 15 -100 ) )
< k4
W RadioLin:: Industrial Hotspot Browser LI
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If no IP address appears:
e Select the Radio on the list

Radiolinx Industrial Hotspot Browser

File Operations Dialogs ‘Wiew Help

R E T AEIAE] ?
Mame Mode MAC P sS5ID Security Channel Hops = Signal ... | Tx(KBfs) Rx (KB/s) Master  Associ
frailhareinS10m  This Ukility 00.0f, 1f.c6,50,cd 192.165.170.11

Repeater 00,0d.8d.f0.1d.c3 192,168,170,186  Metworkl

< | >

W RadioLin:: Industrial Hotspot Browser LI

e Then from Operations menu, select Assign IP

(N Dialogs  Wiew Help

BEIE

00.0f. 1f.c
00, 0d. &d.Fi

e The following window is displayed:

Assign Temporary IP Address HE

Radio Name lHad\oT—
MACAddess  [000dBdMAZaf
Subnet [5s62280
Gateway W
IP Address 192.168.2.101

152.168.7.254

Unused [F's

Find More |

0K I Cancel |

e (Click OK to accept the temporary IP address, subnet mask, and default
gateway.

Now a temporary IP address is assigned to the RLX-IHW-E modaule.
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A.4. Go online with the RLX-IHW-E for configuration:

To go online to the RLX-IHW for configuration (or diagnostics), from the Browser

select the Radiol:

-

RadioLinx Industrial Hotspot Browser,

File Cperations Dialogs VYiew Help

92,168,170, 186  Ketworkl none

Repeater 00,0d.&d.f0, 1d.c3

4

MY Fe AR LE =80 ?
Mame Mode AL IF SSID Security Channel Hops = Signal ... Tx (KB/s) Rx (KBjs) Master  Associ
frnailhareinS10m  This Utility 00.0f.1F.c6.50.cd 192.168.170.11

RadioLinx Industrial Hotspat Brawser

LM

Select the Connect option in Operation menu.

Radiol.inx Industrial Hotspot Browsen

Dialogs  Wiew Help

g =& g

fssign IP

Ma
Update Firmware

00.0F, 1F.cA.50,cg
00,0d.5d.f0.1d. 3

The following window is displayed:

@
{= Radio Configuration/Diagnostic Utility - Windows Internet Explorer

@\, o | hepif192.168.170. 186 "! )% | ‘ Pl
Fle Edt Yew Favorkes Tools Help
Lirks ] CITRIX ZPROSOFT g | CITRIZPROSOFT 2| Customize Links [ Free Hotmall  § Google [ PSFT & | Windows
: ; — = »
W o ‘A.:.‘Radm Configuration/Diagnostic Uty ‘ ‘ %~ B - ®h - 2bPage v £ Tooks -
Login Radiol
Password |
Done [3) € mternet F100% v

Enter your password to log in to the radio and then press Login.
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The RLW-IHW-E configuration is protected by a login password.

The default password is password (lower case).

To prevent unauthorized access to the radio configuration, you should change the
default password when you have finished your configuration.

The following window is displayed:

4% Radio Configuration/Diagnastic Uity

RADIOLINX"

»»
- B g v |k Page v {0 Tools -

802.11abg

[ Advanced Config

]

Serial Settings
Apply Changes

Configuration help

Cancel Changes

Radio Mame: Radio1 Signal Strength: | Scanning...
Radio MAC: 00.0D.8D F0.1D.C3 Parent MAC: none [ Available Parents |
Firmware: IHW2_073 Branch Length: nfa Address Table
Update every: 1 |sec # Radios Linked: 0
Up Time: 0 Day 0 Hr. 14 Min. 37 Sec. Link Time: nfa
Radio Network Settings Security Settings Radio Access Settings
E:g:g Hadici Encryption| none ~| | O obtain IP address - DHCP
Metwork (*) Use the following IP address
5 Networkl
SSID: IP Address |192.168.170.156|
© Master [T MAC Filter SubnetMask |255.255.255.0
¥ p [ ] Hide Netwark SSID Def. Gateway |0.0.0.0
Auta Select
 Client :
[ IGMP ] [ Spanning Tree ]

Factory Defaults m
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A.5. Set up the RLX-IHW-E - Master mode

The master is the "root" or top-level radio in a network.
You must have at least one master radio per network.

For redundancy, you can assign more than one master to the network.
From the screen:

n »
Wi Al | g Radio Configuration/Diagnostic Lkility 5 - | g ~ |;okPage ~ i0F Tools -~

oy

RADIOLINX"
RAaothdd 802.11abg
Radio Mame: Radio? Signal Strength: IW
Radio MAC: 00.0D.8D.F0.1D.C3 Parent MAC: none | Available Parents |
Firmware: IHWZ_073 Branch Length: nia | Address Table |
Update every.: |1 |sec #Radios Linked: 0
Up Time: 0 Day 0 Hr. 14 Min. 37 Sec. Link Time: nia
Radio Network Settings Security Settings Radio Access Settings

< Radio N oo dio1 ne v () Obtaip# address - DHCR
T ® Ge the following IP address
< S50 ) |MNetworkl

IP Address
) Master

® Repeater Parent Link

192.168.170.186

I:‘M."\C Filter Subnet Mask |255.255.255.0

D Hide MNetwaork SSID Def. Gateway |0.0.0.0

Auto Select
) Client :
\\Login Password |
S ——m™
[ IGMF ] [ Spanning Tree ]

[ Advanced Config ]

[ Serial Settings ]

Apply Changes Cancel Changes Factory Defaults m

Configuration help

3

.
R
L5
"oy

Change the name of the radio from Radiol to Quantum_Radio
Change the SSID name from Networkl to Modbus

Select Master and leave the channel per default (11)

Encryption chose WPA-AES and enter your WPA phrase

Enter a valid IP address and Subnet Mask

.
o3,
el
"oy

.
o3,
el
"oy

.
o3,
el
"oy

(>

Ry
3

R
L5
"oy
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RADIOLINX"

) Repeater

Radio Mame: Radio1 Signal Strength: IW
Radio MAC: 00.00.80 FO.1D.C3 Parent MAC: none | Available Parents |
Firmware: IHW2_ 073 Branch Length: nila
Updateevery: |1 sec #Radios Linked: 0
Up Time: 0 Day 0 Hr. 19 Min. 31 Sec. Link Time: nia
Radio Network Settings Security Settings Radio Access Settings

5:?#; e ——— Encryption | WPA-AES v | | O obtain IP address - DHCP
Netwoark WPA phrase PSFTEMEA| (%) Use the following IP address
S8ID: el IP Address |192.168.170.186
©Master | 11(2462MHz) v [T MAC Filter Subnet Mask |255.255.255.0

D Hide Netwark SSID Def. Gateway |0.0.0.0

Login Password

[ ]

]

) Client
[ IGMP ] [ Spanning Tree ]
[ Advanced Config
Serial Settings
|
@ 7o cronoes |
Config

Cancel Changes Factory Defaults m

Now the new settings are ready, press Apply Changes to valid them.

The RLX-IHW-E reboot:

Radio1

Radio Name:

Radio MAC: 00.0D.8D.FO
Firmware: IHW2_073
Update every: 1 |sec

Up Time:

0 Day 0 Hr. 22 Min. 13 Sec.

RADIOLINX"

802.11abg
Signal Strength: IW_
AD.C3 Parent MAC: none [ Available Parents |
Branch Length: nfa
#Radios Linked: 0
Link Tirme: nia

Radio Settings Have Been Updated.
You may close this window now or wait for page to reload.

Radio Powering Up... Quantum Radio

Close

Press Close on this window.
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A.6. Settings verification:

e Select Clear to delete the current radio list

RadioLinx Industrial Hotspot Browser

File Cperations Dialogs  VWiew Help

R )F St R ¢ ?

Mame Mode MAC P SSID Security Channel Hops Signal ... Tx(KBis) Rx {KBjis)
jerome This Utility 00.0F, 1F.a6.8F f5 192,168.170.16
jerome This tility 00,0c.F1,3c.a7.2e 192,168,170,195

e Select the binocular to refresh the screen and get an update radio list

Radiolinx Industrial Hotspot Browser, |._||E|fg|
File Cperations Dialogs “iew Help
#)§ F =4 g ®
Tlame Mode MAC IP 351D Security Channel Hops  Signal ... Tx (KBfs) R (KBfs) Master  Associ,

e When configured the name of the radio is preceded by an M (for Master) in
the RLX-IH Browser.

17

RadioLinx Industrial Hotspot Browser.

Filz ©Operations Dialogs Yiew Help

$h g F =g ?

Marne Mada MAC IP  S5ID Security Channel Hops | Signal ... | Tx (KEfs) R
jerome This Utility 00.0F, 1F, a6, 8F.f5 192,165,170,16
jerome This Utility 00.0c.F1,30.a7 .28 192,168,170,195

NmailhareinSlUm Ikility 00,0F, 1F,c6,50,cd 192,165.170,11

Mdadiot Mastar 00,0d,8d o, 1d.c3 192,168,170,186  Mebworkl nane 11 1 a

The setting of the Master radio is finished.

e Disconnect the Ethernet cable from the radio.
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A.7. RLX-IHW-E Access Point checking

e Open your PC network connection and select the wireless card.
*s Connexions réseau |:||E|g|

>

Fichier ~ Edition  Affichage Fawvoris  Outils  Avancé 7

@Précédente = \_) i.@ jﬁﬁ Rechercher ll Dossiers v

Adresse e_, Connexions réseal v| 2
Entrant

Gestion du réseau

[&] Créer une nouvells ___ Connexions entrantes
connesxion Aucun client connecké
& Modifier les paramétres du

Pare-feu Windows

P Afficher les résea sans fil Réseau local ou Internet & haute vitesse

disponibles
ﬂ; Désactiver ce périphérique
réseau

Connexion au réseau local
Connecté
B2, 5 Inkel(R) PROS100 YE Mebwark ...

% Réparer cetbe connexion

Iim Renommer cette connexion

eCatcher Connection Connexion 1394
& Afficher le statut de cette Diésactivé Connecké
connexion |_|2I:lp TAP-Win32 Adapter V& 8 Carte réseau 1394

Modifier les paramétres de

S A Réseau privé virtuel (¥YPN)

Déconnecké

Autres emplacements k3 "@“ ProSoft Technology TLS
= & Miniport réseau étendu (PRTR)

[}- Panneau de configuration
\ﬂ Favoris réseau
ﬂ Mes documents
g Paoste de travail

(]
T - Choisir un réseau sans fil
@ Actisliser la st des réseaux Cliquez sur un élément dans ka liste ci-dessaus pour vous connecter & un réseau sans il &
purtée ou pour obtenir plus dinformations.
. & -~
3 Configurer un réseau sans fil pour la maison ou une petite (@) Modbus Connecté ¢ *
e ‘i
Riéseau sans Fll non séeurisé il
Taches apparentées
i) Ensavarr plus & propos des réseaux sans fil
v
¢ Modifier lardre: des réssaux préférés
o Modifier les paramatres avancés
v
Connecter

e Within the list of the Wireless network available you should see the Modbus
network. This is the Network SSID you setup previously within the RLX-
IHW-E Master mode.

e Choose the Modbus Wireless network.
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Now you will be able to monitoring the radio with internet explorer via wireless
network:

e Open Internet explorer.

e Enter the IP address of the RLX-IHW-E you want to access into the

navigation bar.

B
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e The following window is displayed.

{2 Radio Configuration/Diagnostic Utility - Windows Internet Explorer.

@‘ ) v | htkpiff102,168.170. 186/ IRIES

Fie Edit Wiew Favorites Tools Help

Links @] CITRIX 2PROSOFT & CITRIX PROSOFT & | Customize Links [ Free Hotmal & Google EEIPSFT &) windows R
95 47| g, Radio Corfiguration/Disgnostic Lkilty B - B @~ [Lrpage - ) Todks -

Login Radiol

oo covcet |

Done # @ Intemet F100% -

Enter your password to log in to the radio and then press Login.
The following window is displayed:

&%, http:ff192,168.170, 185/ Config_Diag.htm%sdfdefff 1 dfe2cSed |

RADIOLINX"
CHN ¥ 802.11abg
Radio MName: Quantum_Radio Signal Strenath: IT
Radio MAC: 00.00.8D.F0.13.01 Farent MAC: nane Available Parents
Firrmware: IHw1_011 Branch Length: 1
Update every: 1  [EEB #Radios Linked: 2
Up Time: 0 Day B Hr. B Min. 37 Sec. Link Time: nfa
Radio Network Settings Security Settings Radio Access Settings
Radio Mame: | Quantum_Radio Encryption O obtain IP address - DHCP
Metwork 8510: |Modbus WPA phrase Ak & Use the following IP address
© Master B (2437MHz) v WEP key Tk IP Address [192.168.170,185
() Repeater  Parent Link CIMAC Filter  Edit Filter Subnet Mask |255.255.255.0
Auto Select [l Hide Metwark 3510 Def Gateway |192.165.170.254
O client Auto  Specify
Client MAC |00.00,00,00,00,00
[[16mp | [ Spanning Tree |

Apply Changes Cancel Changes Factory Defaults m

Configuration help

|Encrypti0n Type: Select method(=) availahle for encrypting data. |

The RLX-IHW-E Master mode works fine.
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B. Setting of the repeater radio

B.1. Plug the cables to the RLX-IHW

From left to right: Ethernet port, serial port and power connector.

Plug the power cable.
For Ethernet connection:
o If you are connecting to the radio through an Ethernet hub or switch,
use the gray (straight-through) cable.
o If you are connecting to the radio directly from your PC without going
through an Ethernet hub or switch, you must use the red (crossover)
cable.
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B.2. Launch RadiolLinx IH browser

Click on the binocular

FETI i a oispot Bro p L]
File Cperations Dialogs Yiew Help
# g F =& g ?
arme Mode MAC IP 351D Security Channel Hops  Signal ... Tx (KBfs) R (KBfs) Master  Associ,

The radio appears:

RadioLinx Industrial Hotspot Browser |’._||’E|rz|
File Operations Dialogs View Help
#hEF =Elsg ?
Marne Maode MAaC IF  SSID Security Channel Hops | Signal ... | Tx{kKBfs) Rx (KBjs) Master | Assoc
frnailhareinS10m  This Utility 00.0F, 1F.c6,50.cd 192,168,170.11
R Radio1 Repeater 00,0d.8d.f0. 1d.c3 192,168,170,186  Mebworkl none 11 15 -100 o o
< | _
N RadicLin: Industrial Hotspot Browser UM

At this point the setting of the radio is the factory default.
If the radio is connected to a network with a DHCP server, the radio may already
has an IP address assigned to it.

Radiolinx Industrial Hotspot Browser |'._||'E|rz|
File Operations Dialogs ‘Wiew Help
#h'§F =/& g ?
Mame Mode MAC P 355D Security Channel Hops  Signal ... | Tx(KEfs) Rux(KB/s) Master  Associ
fmailhareins10m  This Ukility 00.0F, 1f.c6,50.cd 192 1A8.170.11
R Radiot Rrepeater 00.0d.5d.f0.1d.c3 varkl nione 11 15 -100 ) )
< k4
W RadioLin:: Industrial Hotspot Browser LI
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If no IP address appears:
e Select the Radio on the list

Radiolinx Industrial Hotspot Browser

File Operations Dialogs ‘Wiew Help

RN S ARG ?

Mamme Mode MaC 1P 53D Security Channel Hops | Signal ... Tx (KBfs)  Rx (KB/s) Master  Associ
frailhareinS10m  This Ukility 00.0f, 1f.c6,50,cd 192.165.170.11

R e Repeater 00.0d.5d.f0.1d.c3 192,168.170.186  Metworkl

< | >
W RadioLin:: Industrial Hotspot Browser LI

e Then from Operations menu, select Assign IP

RadioLinx Industrial Hotspot Browser
File WeEEWRGEN Dialogs  Wiew Help

M Conneck

¢ The following window is displayed:

Assign Temporary IP Address HE

Radio Name lHad\oT—
MACAddess  [000dBdMAZaf
Subnet [5s62280
Gateway W

IP Address 921682 101

152.168.7.254
152.168.7.253
152.168.7.252
152.168.7.251
152.168.7.250
152.168.7.249

0K I Cancel |

Unused [F's

Find More |

e (Click OK to accept the temporary IP address, subnet mask, and default
gateway.

Now a temporary IP address is assigned to the RLX-IHW-E module.

Author: Nicolas BLOND Tlﬁggg;%;xr;?
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B.3. Go online with the RLX-IHW-E for configuration

To go online to the RLX-IHW for configuration (or diagnostics), from the Browser
select the Radiol:

-

RadioLinx Industrial Hotspot Browser,
COperations Dialogs  View Help

File

X r =5 S|4 7
Mame Mode

AT
FrailhareinS10m  This Lkility 00.0f . 1F.c6.50.cd

00.0d.&d.f0. 1d.c3

IP | 551D

Security Channel
192.168.170.11
Repeater

Hops = Signal ... Tx (KB/s) Rx (KBjs) Master  Associ
92,168,170,186  Metwaorkl none

4

RadioLinx Industrial Hotspat Brawser

LM

Select the Connect option in Operation menu.

RadiolLinx Industrial Hotspot Browser

Dialogs  Yiew Help

Assign IP
, Ma
Ipdate Firmware

00.0F 1F,c6.50.cg
00.0d.8d.F0. 1d.c3

The following window is displayed:

@
{= Radio Configuration/Diagnostic Utility - Windows Internet Explorer
@\L_; v | hitpiff152.168.170, 1660 B

(4 [x] |

Fle Edt Yew Favorkes Tools Help

Litks 2| CITRIX 2PROSOFT | CITRIZ PROSOFT & Customize Links [ Free Hotmal & Google BEJPSFT 2| Windon:
w P ‘ %, Radio Configuration/Diagnostic Uty

= h-80 &-

s - »
i Page ~ £ Tools -

Login Radio1

F‘asswomﬂ

Dane

[3) € mternet

H 0% v

Enter your password to log in to the radio and then press Login.
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The RLW-IHW-E configuration is protected by a login password.

The default password is password (lower case).

To prevent unauthorized access to the radio configuration, you should change the
password when you have finished the initial configuration.

The following window is displayed:

Wk

4% Radio Configuration/Diagnastic Uity

RADIOLINX"

»
fmny > |roF Page ~ {0 Tools -

802.11abg

[ Advanced Config ]

Serial Settings
Apply Changes

Configuration help

Cancel Changes

Radio Mame: Radio1 Signal Strength: | Scanning...
Radio MAC: 00.0D.8D F0.1D.C3 Parent MAC: none [ Available Parents |
Firmware: IHW2_073 Branch Length: nfa Address Table
Update every |1 |sec #Radios Linked: 0
Up Time: 0 Day 0 Hr. 14 Min. 37 Sec. Link Time: n/a
Radio Network Settings Security Settings Radio Access Settings
E:g:g Hadici Encryption| none ~| | O obtain IP address - DHCP
Metwork (*) Use the following IP address
5 Networkl
SSID: IP Address |192.168.170.156|
© Master [T MAC Filter SubnetMask |255.255.255.0
¥ p [ ] Hide Netwark SSID Def. Gateway |0.0.0.0
Auta Select
 Client :
[ IGMP ] [ Spanning Tree ]

Factory Defaults m

Author: Nicolas BLOND
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B.4. Set up the RLX-IHW-E - Remote/Repeater mode

A RLX-IHW-E Remote/Repeater connects automatically to the best available

parent radio on the network.

W dhr 4, Radio Configuration/Diagnaostic Lty

i

»
B B - & [rage -

¢ Toals -

RADIOLINX"

< R; adio_ ) Radiol
:TETUR/\
< S50 Networkl

() Master
Auto Select
C client

[ IGMF ] [ Spanning Tree ]

[ Advanced Config ]

[ Serial Settings ]

Apply Changes

Configuration help

.
o3,
el
"oy

3

.0

.
o~

S

.
o3,
el
"oy

Select Repeater

.
o3,
oo

(>
&S

"

.
S3%

L5
"oy

RadioMame:  Radiol SignalStength: |  Scanning...
Radio MAC. 00.0D.8D.FO.ID.C2 Parent MAC: none | Available Parents |
Firmware: IHW2_073 Branch Length: nia | Address Table |
Update every.: |1 |sec #Radios Linked: 0
Up Time: 0 Day 0 Hr. 14 Min. 37 Sec. Link Time: n/a

Radio Network Settings Security Settings Radio Access Settings

) Obtai
®

F"address - D
e the following IP address

IP Address

192.168.170.186
I:‘M."\C Filter Subnet Mask |255.255.255.0

Def. Gateway |0.0.0.0

SNMP
I\\Login Password ]
 —

[JHide Netwark SSID

Cancel Changes Factory Defaults m

Change the name of the radio from Radiol to Remote_device
Change the SSID name from Networkl to Modbus

Encryption chose WPA-AES and enter your WPA phrase
Enter a valid IP address and Subnet Mask.

Important: The Network SSID and WPA phrase are case sensitive.

Use exactly the same combination of upper case and lower case letters you
entered for the RLX-IHW-E Master mode, otherwise the Repeater radio will not be
able to connect to the Master radio.

Author: Nicolas BLOND
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Radio Name: Remote_deyice
Radio MAC:

Firmware: IHW
Update eveny: 1
Up Time: 0 Day 0

RADIOLINX®

Signal Strenath:
Parent MAC:
Branch Length:

# Radios Linked:
Link Tirme:

802.11abg
| Scanning...
nane
wia
0
nia

Radio Network Seftings

Security Settings

Radio Access Settings

Radio Name: Remote_device

Metwork SS1D:  Modbus

O master

(®) Repeater
Auto Select

O client Auto  Specify

Client MAC 00.00.00.00.00.00

[ 1Gme | [_spanning Tree |

Encryption | WEAAES

WPA phrase ikl

WEP key itk

[Imac Fiter  Edit Filter

[ Hide Metwark SSID

~ || O obtain IP address - DHCP

) Use the following IP address
IP Address |192.1658.170.186

SubnetMask [255.255.255.0
Cef. Gateway |192.168.170.254

Apply Changes ’
e EEEme———
Configuration help

Cancel Changes

Factory Defaults m

:Apply Changes: You must press this for any changes you make to take effact

Now the new settings are ready, press Apply Changes to valid them

The RLX-IHW-E reboot:

Radio Name: Radio1

Radio MAC: 00.00.8D.F0.1D.C3
Firmware: IHW2_073

Update every: 1 |sec

Up Time: 0 Day 0 Hr. 22 Min. 13 Sec.

RADIOLINX"

Signal Strength:
Parent MAC:
Branch Length:
# Radios Linked:
Link Time:

802.11abg
| Scmml ;
none [ Available Parents ]
0
nfa

Radio Settings Have Been Updated.
You may close this window now or wait for page to reload.

Radio Powering Up... Quantum Radio

Close

Press Close on this window.

Author: Nicolas BLOND
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B.5. Settings verification

e Select Clear to delete the current radio list

RadioLinx Industrial Hotspot Browser

File Cperations Dialogs  Wiew Help
EQ I EEEE ERE LI RIFIRIE]
Mame Mode MAC P SSID Security Channel Hops Signal ... Tx(KBis) Rx {KBjis)

jerome This Utility 00.0F, 1F.a6.8F f5 192,168.170.16
jerome This tility 00,0c.F1,3c.a7.2e 192,168,170,195

e Select the binocular to refresh the screen and get an update radio list

Radiolinx Industrial Hotspot Browser, |:||El[g| .

File Cperations Dialogs Yiew Help

)% F =4 g ?
Tlame Mode MAC IP 351D Security Channel Hops  Signal ... Tx (KBfs) R (KBfs) Master  Associ,

e When configured the name of the radio is preceded by an R (for Repeater) in
the RLX-IH Browser.

RadioLinx Industrial Hotspot Browser E|E|E]'
File Operations Dialogs Wiew Help
MYe aRPF | EXORARQRQN]| T
Mame Mode Mac IP  SSID SEcurity Channel Hops  Signal ...  Tx (KBjs) R (KBfs)
jerame This Utility 00.0f 1f,.a6.5f.f5 192.168.170.16

jerome This Utility
54 Cuankum_Radio

00,0c.f1,3c,57.28 123,123.123.123
00.0d.6d.fo.13.01 123 3

Repeater none

The setting of the Repeater radio is finished.

e Disconnect the Ethernet cable from the radio.
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Date: July 2008



Technical Note

0:5:0 ]
PrOSOﬂ' RLX-IHW Industrial Hotspot 802.11abg

TECHNOLOG Y Wireless Modbus TCP Client/Server

B.6. RLX-IHW-E Access Point checking

With you PC wireless access enabled and from the Available Wireless
Network list

-
Ui!! Connexion, réseau sans fil

4 L

T | Choisir un réseau sans fil
9 Actualiser la liste des réseaux Cliquez sur un élément dans |3 liste ci-dessous pour vous connecter & un réseau sans fil &
pattée ou pour obtenir plus dinformations.
a ' Automatique S
< Configurer un réseau sans fil pour la malsan ou une petite (+)} Modbus Automatigue 5:? .-
entreprise ﬁ
Reseau sans fil non séourise l.l!n
Taches apparentées
‘_:l‘) En savoir plus & propos des réseaux sans fil
f{ Modifier l'ordre des réseaux preféres
@u Modfier les paramétres avancés |
~|
Connecter

Choose the Modbus network. This is the Network SSID you setup previously
within the RLX-IHW-E Remote/Repeater mode.
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Now you will be able to monitoring the radio with internet explorer via wireless

network:
e Open internet explorer.
e Enter the IP address of the RLX-IHW-E you want to access into the
navigation bar.

B

Fichier  Edtion

ATICrEge

Favorls  Cutlls 7

F & |EI"roSoft Technology, Inc,  Communications Solutions ... | |

- »
v sof Page = 0 Qukils -

Seatch | Clear
Browse by Brand
ProSoft Technology specizlizes in the developmert of communication solutions compatible with the large autornation In-chassiz
suopliers’ conirol ers such as Rockwell Autcmation and Schneidzr Electric. The primary focus s to provde connectivity irm solutions for
so utions that link dissimilar automation products. ProSoft Technology provides field proven connectivity and hocmrel_l
commuricztion solutions tha: bridge between various automnation products as seamlessly as fthey were all from the Aulurmielion
same supplier.
Stard-alone
o Catewsy &
About ProScft Technology PROSOFT PréL;n)x W“EI%B;
Over the last 20 years, ProSoft Technology's product lines have grown 1o aver 400 \\’/ gateways
commuricetion interface modules supportirg more than 60 different protocols. TESTED
ProSoft Technology's conrecivity oatlons erable controller platforms to provide p— ’ In-chassis
suulions indrzas such a= compuling gas Mow cd cu dlions and SCADA lelemery Il:qnsoedtl:‘.lt:':r?lloxofrsiin%i:?c reSeft ‘.-‘7 solutions for
apalications. The solutions also enable intefacing to moto- control, drives ard E— v Schneider
£ 2 ! application® You can wth 2reSoft PIOTQ“( X
otker devices in industics such as weterwastewater, power gencration, oil & Tested. Detailed 1;5'ing repots Electric
gas, machinery, pac<aging and production. — avﬁilable Tz leItitude of
products. obe, Wireless
. RADIOLINX  Solitions
Click hereto leave | Featured Product GetTesting Tesots =
a message for
Tech Support @ L. 2
RadioL-inx 802.11abg Water & Dust Tight _ ProSoft” «
L8 @ niene merded £ jun 2UUd
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e The following window is displayed.

-
{2 Radio Configuration/Diagnostic Utility - Windows Internet Explorer
@ v |t Nttpef192, 165,170 188/

Fie Edt Yew Favortes Toos Help

Liks @] CITRIZZPROSOFT | CITRIZPROSOFT 8 | Customize Links [ Free Hotmail & Google [BIPSFT &) Windows

e dt | s, Radin ConfigurationjDiagnostic Uity 3 - B - & v [ Page - 3 Took -
Don 3 € Internet H100% ~

Enter your password to log in to the radio and then press Login.
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The following window is displayed:

RADIOLINX"

802.11abg

Radio Mame; Femote_device
Radio MAC: 000080 FOAD.C3
Firrmeeare: IHwWz2_073

Update eveny: 1 |sec updating...

Signal Strength: _

00.00.80.F01D.C4

Parent MAC:
Branch Length: 2
# Radios Linked: 2

-BE4dBm, 365N

Up Tirne: 0 Day 4 Hr. 53 Min. 15 Sec. Link Time: 0 Dy 4 Hr. 51 Min. 2 Sec.

Radio Network Settings Security Settings Radio Access Settings
Radio Marme:  |Remats_device Encryption | none O Obtain IF address - DHCF
Metwark 5510 |Modbus WPA phrase i () Use the following IP address
O master WEP key ot IF Address |192.165.170 188
) Repeater CIMAC Filter  Edit Fifter B o 5. 2550

Def: Gatewa 0.0.0.0
Aute Select [ Hide Metwark SSID "
O client At Specify

Clignt MAC |00.00.00.00.00.00

[ Spanning Tree ]

Advanced Config
Serial Settings

[1Gmp |

Apply Changes

Configuration help

Cancel Changes

Factory Defaults m

|App|y Changes: You must press this for any changes you make to take effect

e Signal quality:

Signal Strength shows you the quality of the signal between the RLX-
IHW-E Master mode and RLX-IHW-E Remote/Repeater mode radios.

Good Signal Signal Strenath; -
Signal Strenath: -

Poor Signal

Note:

-G4dBm, 365Mm

Signal quality depending of:
e Distance between the antennas.
e Free line of sight.

e Antennas correctly mounted.

-81dBm, 165

To have further information about RLX-IHW-E please, download the User Manual from:

http://www.prosoft-technology.com/content/download/12698/165429/file
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C.1. Launch Unity P

ro XL

C. Setting of the Modbus TCP Client device.

For this application we use a CPU 31110 and Ethernet Card NOE77111.

ETHERNET_1:

Project Browser

%a Structural view

........ =)

o[l 4:M40NDETTIH
........ @ ETHERMET

- D Derived Data Types
e [Z] Derived FB Types
=5y Variables & FB instances

Elementary Warizblez

S @ Dierived Yariablas

10 Derived Variables

-------- ik  Elementary FE Instances

=2 Sections

-------- PTQPDPMYL: PTRPDPMY_Sample
........ MODEUS_TCP
........ ] sRsSections

= a Ewents

(2] TimerEvents
........ (] woEvents

Animation Tables
[AT]  Table[LD Editer - MODBUS_TCP : [MAST]]

[ mMODEUS_TCP
Operator Screens

After creating your material configuration select in the project browser

Page 26 sur 36
TN2008-07A-3.1

Author: Nicolas BLOND
Date: July 2008



ProSoft

Technical Note
RLX-IHW Industrial Hotspot 802.11abg

TECHNOLOGY

Wireless Modbus TCP Client/Server

e In the displayed screen, enters the IP Address of the NOE77111 Card in the

project browser:

Fadel Family

Module Address Module Utilities
= Rack Madule ’m Messaging
,_ ,_ YES - 10 Szanning
Module IP Address [iu} - Global Data
IF Address Subnetwork Mask. Gateway Address ) = SNMP
‘ ‘ | [iu} - Address Server
IP Configuration l l 10 Scanning l l l ! l Bandwidth l

Gatewsyaddress | o . g . 0

" WEE Configuration

Ethernet configuration

(s Ethemnet Il " =022

IF address 192 . 1.2 . 170 . 192
Subnetwork mask 265 . 265 ZBE . 0

.0

Note:

e The IP address of NOE77111, Radio RLX-IHW and laptop must be at the same
IP range and depending of your Subnet mask.

Author: Nicolas BLOND
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C.2. 10 Scanning setting:

e Select IO Scanning tab

Model Family Module Address Module Utilities
Fack Module MO - Meszaging
J l—_l 10 Szanning
Module IF Address m Global Data
IF Address Subnetwork Mask Gateway Address m NP
| | [} - Address Server
IP Configuration ] 10 Scanning I l l ; ] E andwidth l
10 Scanner conkiguration
Health Block:(al {4W) [t [ Device Control Block: (#MDx4) [0
— I-_lealth Hepetitive RD RO ast value wH L] e
Rddress | UmtiD | Tmeou | e’ | Meeme | S | wagn | e | et | Smee | sensun [Deserivtion
1 [fEwsroms0 1 Taoa T e i 0 Foid [a2t | G 10 T
2| 1 =
N =l
4| =l
5| =l
£ | =l
7| =l
& | =l
8| =l
| =l
| =l
e £
e Server IP Address: Address IP of your Laptop (192.168.170.180).
e Unit ID: Modbus Address of the server (1).
e Timeout (ms): need to be set a 1 sec (1000).
e RD Master Objet: Master Address where the data read are stocked (%0MW1).
e RD Slave Index: Offset for the first data read in slave (1).
e RD length: Number of data read (10).
e WR Master Objet: Master Address where write data reads are stocked
(%MW100).
°

WR Slave Index: Offset for the first data read in slave (10).
e WR length: Number of data read (10).
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D.Setting of the Modbus TCP Server device.

Modsim32:
e Launch Modsim32.
e Create a new File.

B ModsSim32

GIEN Connection  Wiew  Help

Chrl+h
Qpen... Chrl+0

Restore Test Config
Print Setup...

1 Test_Modbus_70004D0M
2 ModSiml _Ethernet_S00W _12Inc
3 CH\Program Files),, \SERIAL

Exit

e Select the data Read area.

B Modsim1

Device Id:

Address: MODBUS Point Type

03: HOLDING REGISTER ~
Lengih: | -]

40001: <00000>
40002: <00000>
40003: <00000>
40004: <00000>
40005: <00000>
40006: <00000>
40007: <00000>
40008: <00000>
40009: <00000>
40010: <00000>
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e Create a new File and select data write area.

B ModSim2

Device Id: II'
Address: MODBUS Point Type
|03: HOLDING REGISTER v/
Length:

40010: <000002
40011: <00000>
4001 2: <00000>
40013: <00000>
4001 4: <00000>
40015: <00000>
40016: <00000>
4001 7: <00000>
40018: <00000>
40019: <00000>

e Select Tile in Window menu.

£ ModSim32 - ModSim2
File Connection Display RAEEEES Help

M Windomw

B ModSim2

Cascade

Arrange Icons

Address: (D010
|: 1 MadSinnl
Length: 10 v 2 ModSimz

Author: Nicolas BLOND
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e Connect Modsim32 on Modbus TCP as shown below.

¥ ModSim32 - ModSim2
Display Window Help

i (1]
Port 4
Address: [001( Pu:t5 US Paint Type

Fort 6 NG REGISTER -
Length: |10 Port 7

Port 8

Port 9
[40010: <00000> ENEEEREIEEETS

[40011: <00000> ——
[40012: <DD000>
[40013: <00000>
4001 4: <00000>
[40015: <0D000>
[40016: <00000>
[40017: <00000>
[40018: <0D000>
[40019: <00000>

Device Id: III
Address: MODBUS Paint Type

03: HOLDING REGISTER  ~
S &

***NOT CONNECTED! * **

40001: <00000>
[40002: <00000>
[40003: <00D00D>
40004; <D0000>
[40005: <00000>
[40006: <00D000>
40007; <00000>
[40008: <00000>
[40009: <00D000>
40010: <0D0000>

Author: Nicolas BLOND
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E. Communication checking

Now the communication between the Client and the server is established.
e (Create a new Modbus TCP animation table:

Project Browser

B struetural view

B :PTaFORMWV ~
S 4 HONOE TN
w48 ETHERMET
(7] Derived Data Types
[ 2] Derived FB Tapes
~{3 Variables & FRinstan
iy Elementa Mew Animation Table
@ Derived
ol 10 Derive

e Elerments
g DerivedH Delete al

-y Communical Detach all

= @ Metwarks
11
ey Program

Sy Tasks

L Add User Directory ...
= = Add Hyperlink ...
|

Zoom in
&

@
Sy Events

D Tim Expand all
~[ 7] WOl Collapse al

|

(7] Operator Screens
- [fh Documentation

“ The data mapping of the animation table must be the same that the
area memory selected in IO Scanning.

Modification Farce FEH [ Extended Skrings

[REI - | 3l | Type - | Carnrert
- @ EMWw2000:10 ARRAT[D.9]OF...
& XMw2000[0] 13713 INT
& ZMw2000[1] 20968 INT
& ZMw2000[2] 1} INT
& ZMw2000[3] 1} INT
& ZMw2000[4] 1} INT
& ZMw2000[5] 1} INT
& XMw2000[6] 0 INT
& XMw2000[7] 0 INT
& ZMw2000[8] 0 INT
& ZMw2000[9] 0 INT
= @ EMWw0010 ARRAY[D.9]OF...
& ZMw100[0] 1} INT
& ZMw100[1] 12 INT
& ZMw100[2] 1} INT
& ZMw100[3] 1} INT
& ZMw100[4] 1} INT
& ZMw100[5] 1} INT
& ZMw100[6] 1} INT
& ZMw100[7] 1} INT
& ZMw100[8] 1} INT
& ZMw100[9] 0 INT

o MODBUS_.. [#] MoDEUS.. | 1.2:140C. [ @0 1.4:ETHE.. [ %/ PTOPDPM... |1 Ethemet_1
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e Communication testing Reading data

The value of data which is changing in Modsim32 is updating in the Client PLC's memory.

Client Memory Server Memory
° 15
-~ , L
Modification Foice H [ Extended Shings
Device Id: | 1
Mame - ‘ Yalue ‘ Tupe v ‘ LComment ‘ :
- 0 zMw200010 ARRAY[0.9]OF .. DATA READ || Address: MODBUS Point Type
& IMW2000[0] | 20383 INT 03: HOLDING REGISTER  ~|
& ZMwW?2000[1] 4360 INT Length:
& ZMW2000[2] 0 INT
& ZMW2000[3] 0 INT
& ZMW2000[4] 0 INT .
R Llelces
® ZMW2000E |0 INT 40003: <00000>
@ 2UwW2000[7] . LI 40004: <00000>
@& ZMwW2000(8] 0 INT 40005: <00000>
& ZMwW2000[9] 0 INT 40006: <0D00DDD>
40007: <0D00DDOD>
40008: <00000
40009: <00000
40010: <000DD>
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Communication testing Writing of data
The data value into the client PLC’s memory is written into server’s memory.

Client Memory Server Memory

B ModSim2

Device Id: EI
EEEE b B | Estended Stings Address: MODBUS Point Type

DATA WRITE

ame - Carmmert 03: HOLDING REGISTER ~
03 B ' e ——— Length: ‘ J
SOl EMwADn10 ARRAY[D.9] OF ..
& ZMW100[0] 0 INT
& ZMW100[1] 12 INT 40010: <00000>
& ZMW100[2] 0 INT 40011 <00000>
@ ZMwW100[3] 0 INT 40012: <00012>
& 2Mw100[4) 0 INT 40013: <00000>
@ ZMW100[5] 0 INT 40014: <00000>
& ZMw100[6] 0 INT 40015: <D0000>
& ZMW100[7] 0 INT 40016: <00000>
& ZMwW100[8] 0 INT 40017: <00000>
& ZMwW100[9] 0 INT 40018: <00000>
. 40019: <D0000>
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F. Contact details

For further information feel free to contact us at:

ProSoft Technology sarl

17 rue des Briquetiers

31700 Blagnac - France
Support.EMEA@prosoft-technology.com
+33 (0)5 3436-8720 Corporate Phone
+33 (0)5 6178-4052 Fax

Author: Nicolas BLOND Page 35 sur 36
Date: July 2008 TN2008-07A-3.1



N/
X
*
ProSoft
TECHNOLOGY
www.prosoft-technology.com

TN2008-07A-3.1



